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Preface

Risk management has become a critical part of doing business in the twenty-first
century. This book is a collection of material about enterprise risk management, and
the role of risk in decision making. Part I introduces the topic of enterprise risk
management. Part II presents enterprise risk management from perspectives of
finance, accounting, insurance, supply chain operations, and project management.
Technology tools are addressed in Part III, including financial models of risk as
well as accounting aspects, using data envelopment analysis, neural network tools
for credit risk evaluation, and real option analysis applied to information technol-
ogy outsourcing. In Part IV, three chapters present enterprise risk management
experience in China, including banking, chemical plant operations, and information
technology.

Lincoln, USA David L. Olson
Toronto, Canada Desheng Wu
February 2008
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Chapter 1
Introduction

D.L. Olson and D. Wu

Enterprise risk management (ERM) developed in the mid-1990s in industry, with a
managerial focus. There are over 80 risk management frameworks reported world-
wide, to include that of the Committee of Sponsoring Organizations of the
Treadway Commission (COSO) 2004. COSO is a leading accounting standards
organization in the U.S. ERM is a systematic, integrated approach to managing all
risks facing an organization.! It focuses on board supervision, aiming to identify,
evaluate, and manage all major corporate risks in an integrated framework.> It was
undoubtedly encouraged by traumatic recent events such as 9/11/2001 and business
scandals to include Enron and WorldCom.*

Part I: Preliminary

Part I of the book is introductory, to include this chapter. It also includes an over-
view of human decision making and how it deals with risk. This chapter is written
by David R. Koenig, Executive Director of the Professional Risk Managers’
International Association (PRMIA).

We published a book focusing on different perspectives of enterprise risk man-
agement.* That book discussed key perspectives of ERM, to include financial,
accounting, supply chain, information technology, and disaster planning aspects.
There are many others. Part II of this book gives other views of the impact of ERM
in financial and accounting, insurance, supply chain, and project management
fields. Part III presents papers addressing technical tools available to support ERM.
Most of these papers address financial aspects, as is appropriate because finance
and insurance are key to ERM. There also is a chapter addressing the impact of the
Sarbanes—Oxley Act on ERM in the U.S. Part II ends with a chapter addressing
analytic tools for information technology outsourcing analysis. Part IV of the book
includes three chapters related to ERM in China. These include applications in
banking, operations, and information technology.

D.L. Olson, D. Wu (eds.) New Frontiers in Enterprise Risk Management, 3
© Springer-Verlag Berlin Heidelberg 2008
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Part II: ERM Perspectives

Chapter 3 addresses core perspective of financial risk management, and perspectives of
accounting through COSO framework. In the financial perspective, the relationship
between ERM and financial operations, various risks including market risk, credit risk,
and operational risks are all discussed. A description of the COSO ERM cube is pro-
vided, to include the series of activities involved from the accounting perspective.

Chapter 4 presents a model of ERM in the insurance sector. The initiatives of
four major European insurers for their ERM program were studied inductively. Key
issues are identified and explored under four dimensions (i.e., evolution, design,
challenges and performance of Enterprise Risk Management). It is revealed that the
benefits of Enterprise Risk Management are mostly intangible. This provides a
foundation of integrating risks in a holistic framework beyond disciplinary silos,
which initiates further research directions.

Chapter 5 reviews the benefits of supply chains in marketing products to cus-
tomers, with focus on manageable risks. Supply chain management issues with
respect to risk are analyzed. Risk reduction in supply chain is the focal point of the
chapter, and multicriteria analysis is used as a means to quantify evaluation of
alternative risk reduction proposals.

Chapter 6 addresses risk in project management. A state-of-the art of Risk
Management Process (RMP) relies on two main phases, (a): Risk Assessment and
(b): Risk Response. Most studies have risk assessment but we can find a limited
study on the subject of risk response. The main objective of the research upon
which this chapter is based is to emphasize the need for a shift of our perspectives
to a more “Equilibrant” RMP, both for risk assessment and risk response. A two-
polar generic RMP framework for projects is proposed. It is argued that a two-polar
perspective proposed in this research study can be used for risk management
projects in most effective and productive manner in real world’s problems.

Part III: ERM Technologies

Part III presents technical tools applicable for a variety of risk management needs.
Chapter 7 presents an historical account of the evolution of mathematics and risk
management over the last twenty years, with focus on current credit market
developments. The tool presented is collateralized fund obligations as a new credit
derivative, applied to dealing with the risk of snow in Montreal.

Chapter 8 addresses to the role of stable laws in risk management. After a review
on calibration methods for stable laws, Autoregressive Moving Average processes
(ARMA) and Generalized Autoregressive Conditionally Heteroscedastic processes
(GARCH) driven by stable noises are studied. Value at Risk computation under
several models is discussed.

Chapter 9 presents research relative to stable forecasting models in financial
analysis. Hybrid calibration techniques in pricing and risk management are given.
A credit risky markets of defaultable bonds with an arbitrary number of factors is
considered, more precisely a term structure model using Gaussian random yields.
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In such a model the forward rates are driven by infinitely many factors which leads
to hedges akin to practice, more stable calibrations and allows for more general
shapes of the yield curve. Hybrid calibration has two main advantages: on one side
it combines the advantages of estimation and classical calibration. On the other side
it can be used in a market which suffers from scarcity of (liquid) credit derivatives
data as the combination with historical estimation provides high stability. Risk
measures are derived using the results from the calibration procedure.

Chapter 10 employs alternate techniques to examine whether passage of the
Sarbanes—Oxley act (SOX) has had positive effects on the efficiency of public
accounting firms. These alternate techniques extend from use of the non-paramet-
ric, “frontier” oriented method of Data Envelopment Analysis (DEA), and include
more traditional regression based approaches using central tendency estimates.
Using data from 58 of the 100 largest accounting firms in the U.S. we find that
efficiency increased at high levels of statistical significance and discover that this
result is consistent for all of the different methods — frontier and central tendencies
used in this article. We also find that this result is not affected by inclusion or exclu-
sion of the Big 4 firms. All results are found to be robust as well as consistent.

Credit risk evaluation and credit default prediction attract a natural interest from
both practitioners and regulators in the financial industry. Chapter 11 reviews vari-
ous quantitative methods in credit risk management. Case study to identify credit
risks is demonstrated using two neural network approaches, Backpropagation
Neural Networks (BPNN) and Probabilistic Neural Network (PNN). The results of
the empirical application of both methods confirm their validity. BPNN yeilds a
convincing 54.55% bankruptcy and 100% non-bankruptcy out-of-sample predic-
tion accuracy. PNN produces a 54.55% bankruptcy and 96.52% non-bankruptcy
out-of-sample prediction accuracy. The promising results potentially provide tre-
mendous benefit to the financial sector in the areas of credit approval, loan securi-
tization and loan portfolio management.

Information technology (IT) outsourcing is one of the major issues facing organiza-
tions in today’s rapidly changing business environment. Due to its very nature of uncer-
tainty, it is critical for companies to manage and mitigate the high risks associated with
IT outsourcing practices including the task of vendor selection. Chapter 12 explores the
two-stage vendor selection approach in IT outsourcing using real options analysis. In the
first stage, the client engages a vendor for a pilot project and observes the outcome. Using
this observation, the client decides either to continue the project to the second stage based
upon pre-specified terms or to terminate the project. A case example of outsourcing the
development of supply chain management information systems for a logistics firm is also
presented in the paper. Our findings suggest that real options analysis is a viable project
valuation technique for IT outsourcing.

Part IV: Applications of ERM in China

Assessment of operational risk (oprisks) in banking is multiple attribute decision
analysis (MADA) problems. MADA problems having both quantitative and quali-
tative attributes under uncertainty can be modeled and analyzed using the evidential
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reasoning (ER) approach. Because of the assessment under uncertainty it is valua-
ble to use the uncertainty reasoning theory to quantify the information gathered
from experts, according to the key role of the experts’ knowledge to the oprisk
measurement. Several types of uncertainty such as ignorance and fuzziness can be
consistently modeled in the ER framework. Chapter 13 uses DS evidential theory
to establish the frame of discernment, collected the information from experts, and
adopted two kinds of weight coefficients, weights in same group experts and
weights between different groups, to modify the Dempster’s combining formula to
find the final assessment of oprisk. The validity of this method is confirmed through
demonstration on three commercial banks in China.

AsaLarge-scale State-owned Corporation in China, Cailing Chemical Corporation
encounters several risks that impede its business activities. Chapter 14 identifies
these risks and their factors. In additional, the paper examines the relationship
among risks and puts forward a risk network diagram. Then, the paper investigates
risk distribution from three profiles such as business process, spatial layout and
organization structure, which is the basis of total risk management. Finally, the study
proposes some suggestions for risk management in Cailing Chemical Corporation.

Enterprise risk management (ERM) has become an important topic in today’s
more complex, interrelated global business environment, replete with threats from
natural, political, economic, and technical sources. Chapter 15 presents development
and current status information technology (IT) outsourcing risks. We review the IT
risks in the ERM framework and consider risks of evaluating IT proposals.
Outsourcing is attractive to many types of organizations, since it has evolved into a
way for IT to gain cost savings to organizations. China is beginning to offer compel-
ling advantages over India since India’s original cost benefits are reaching wage and
capacity limits. The status and trend of outsourcing risks in China is presented.

Thanks to Authors

This book collects works from many authors throughout the world. We would like
to thank them for their valuable contributions, and hope that this collection provides
value to the growing research community in ERM.

End Notes

1. Dickinson, G. (2001). Enterprise risk management: Its origins and conceptual foundation, The
Geneva Papers on Risk and Insurance 26:3, 360-366.

2. Gates, S. and Nanes, A. (2006). Incorporating strategic risk into enterprise risk management:
A survey of current corporate practice, Journal of Applied Corporate Finance 18:4, 81-90.

3. Walker, L., Shenkir, W.G. and Barton, T.L. (2003). ERM in practice 60:4, 51-55; Baranoff,
E.G. (2004). Risk management: A focus on a more holistic approach three years after
September 11, Journal of Insurance Regulation 22:4, 71-81.

4. Olson, D.L. and Wu, D. (2008). Enterprise Risk Management. World Scientific.



Chapter 2
The Human Reaction to Risk and Opportunity

D.R. Koenig

Introduction

Enterprise risk management is about increasing the value of an enterprise or
system. The value of a system today is the discounted present value of some
perceived set of possible future states of value of that system. By creating ductile
systems that respond well to risk events we can positively change the distribution
of and perception about expected future states of value of the system. We can also
increase the expected life over which the system is being valued.

Quantitative methods, cultural awareness, processes and control are all important
to an enterprise risk management framework that is ductile. However, a subtle but
important contributor to the impact of a risk event, which defines future states of
value, is often ignored in present-day enterprise risk management programs. This
may lead to under-appreciation of the value of addressing risks and even false com-
fort levels in our programs. Intriguing psychological research has been published
that shows that the impact of a “risk event” can be either attenuated or exacerbated
by the human reaction to that risk event. The human reaction can be affected by
present-day risk perceptions and framing, for example, or how risk is processed
psychologically. Further, the weighting of possible future states of value, can be
impacted by factors such as loss avoidance, small probabilistic changes in state and
framing.

We are warned, by research in this area, that an over-reliance on quantitative
measures can provide a false sense of security, lead to greater amplification of risk
events and even generate unexpected risk events when incentives are improperly
aligned with risk management objectives. Yet, we naturally seek this security as
part of our psychological makeup, perhaps to our own detriment.

In total, our awareness of the psychological contributions to how risk events can
change the value of our systems is important in any enterprise risk management
program and to increasing the value of our enterprise.

D.L. Olson, D. Wu (eds.) New Frontiers in Enterprise Risk Management, 7
© Springer-Verlag Berlin Heidelberg 2008
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Risk and Risk Events

Risk can be defined as the unknown change in the future value of a system. Kloman
defined risk as “a measure of the probable likelihood, consequences and timing of
an event.”' Slovik and Weber identified four common conceptions of risk:?

e Risk as hazard
o Examples: “Which risks should we rank?” or “Which risks keep you awake
at night?”
e Risk as probability
o Examples: “What is the risk of getting AIDS from an infected needle?” or
“What is the chance that Citigroup defaults in the next 12 months?”
e Risk as consequence
o Examples: “What is the risk of lettering your parking meter expire?”” (answer:
“Getting a ticket.”) or “What is the risk of not addressing a compliance let-
ter?” (answer: “Regulatory penalties.”)
o Risk as potential adversity or threat
o Examples: “How great is the risk of riding a motorcycle?” or “What is your
exposure to rising jet fuel prices?”

While these last four conceptions all tend to have a negative tonality to them, the
classical definition of “risk” refers to both positive and negative outcomes, which
the first two definitions of risk capture.

A risk event, therefore, can be described as the actualization of a risk that alters
the value of a system or enterprise, either increasing or decreasing its present value
by some amount.

Ductile Systems

Recent use of the term risk has been focused on negative outcomes, or loss. In
particular, attention has been highly concentrated on extreme losses and their abil-
ity to disrupt a system or even to cause its collapse. This may be every bit a function
of preference described as loss avoidance by Kahneman and Tversky where the
negative utility from loss greatly exceeds the positive utility from an equal gain.?

By definition, a ductile system is one that “breaks well” or never allows a risk
event to cause the entire system to collapse.* A company cares about things that can
break its “system” like the drying-up of liquidity sources or a dramatic negative
change in perception of its products by customers, for example, as such events
could dramatically reduce or eliminate the value of the enterprise. Figure 2.1 below
depicts the path a risk event takes to its full potential. In other words, absent any
intervention, the full change in value of the system that would be realized from the
risk event is 100% of the potential impact of the risk event.

In this figure, the horizontal axis represents steps in time, noting that all risk
events take some amount of time to reach their full potential impact. The vertical
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axis is the percent of the full impact that has been realized. All risk events eventu-
ally reach 100% of their potential impact if there is no intervention.

Hundreds of thousands of risk events are likely to be realized in any system and
some very small percentage would, if left unchecked, break the system. In a corpo-
rate setting, these system-breaking events would be those that resulted in losses that

exceed the company’s capital.

Through interventions, which include enterprise risk management programs, dis-
semination of knowledge and risk-awareness can help make systems more ductile and
thus more valuable. If the players in a system are risk-aware, problems are less likely
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to reach their full potential for damage. This is so simply because some element of the

system, by virtue of the risk-awareness, takes an action to stop the problem before it

realizes its full impact. Figure 2.2 depicts the path of a risk event in a ductile system.
In a ductile system, no risk event reaches its full potential impact.

The Value of the System

The general notion behind creating a ductile system is that if you can positively alter
the perception of possible future states of value of the system through enterprise risk
management, you can greatly increase the system’s present value. This comes about
through a reduced need for capital (reduced potential loss from a given risk event) and
its associated expense, a greater ability to take business risks (perceived and real
increases in growth) and more benefit from investor perception of the firm.

In classic theories of finance, risk has been used as a theoretical construct assumed
to influence choice.” Underlying risk-return models in finance (e.g., Markowitz 1954)
is the psychological assumption that greed and fear guide behavior, and that it is the
final balance and trade-off between the fear of adverse consequences (risk) and the hope
for gain (return) that determines our choices, like investing or supply of liquidity.® How
many units of risk is a person willing to tolerate for one unit of return? The acceptable
ratio of risk to return is the definition of risk attitude in these models.’

In our ductile system, we can easily recognize how a trimming of the possible
negative risk events and a shift right-ward towards higher expected gains from greater
business growth can positively impact value in the Markowitz world (Fig. 2.3).

But, the variance (i.e., the square of the standard deviation of outcomes around
the mean) used in such models is a symmetric measure, meaning the variation
above the mean has equal impact to variation below the mean. Psychological
research indicates that humans care much more about much more about downside
variability (i.e., outcomes that are worse than the average) than upside variability.®

The asymmetric human perception and attitudes towards risk mean that there is
more that we must understand in terms of the human impact on risk events and
valuation of a system than a standard Markowitz risk-return framework would
suggest, or our enterprise risk management system might not be as effective as it
could be. In other words, the enterprise risk management program will not be as
valuable and some cost/benefit calculations will incorrectly reach the conclusion
that no action is economically justified.

How does understanding the way in which risk events can be amplified matter?
How do transparency and confidence lead to an attenuation of risk events? How
do people psychologically process risk events and why does that matter? These are
just a few of the questions that must be asked about our enterprises and the risks
they face.
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Social Amplification of Risk

In the late 1980s, a framework for understanding how the human response to risk
events could contribute to the final “value” of the impact of a risk event was con-
ceived under the Social Amplification of Risk Framework or SARF.?

The theoretical starting point of the SARF is the belief that unless humans
communicate to each other, the impact of a risk event will be localized or irrel-
evant. In other words, its potential negative impact will be less than if the risk
event is amplified through human communication. Even though this framework
was developed in a setting focused on natural or physical risks, this foundation
is essential to understanding the transmission mechanism that can lead to things
like credit crunches, liquidity crises or dramatic devaluation of a system, firm
or assets.

A key component of the human communication process about risk is portrayed
through various risk signals (images, signs and symbols), which in turn interact
with a wide range of psychological, social, institutional and cultural processes in
ways that either intensify or attenuate perceptions of risk and its manageability
through amplification stations.'® Events may be interpreted as clues regarding the
magnitude of the risk and the adequacy of the risk management process.'!

Amplification stations can include social networks, expert communities, institu-
tions, the mass media and government agencies, etc. These individual stations of
amplification are affected by risk heuristics, qualitative aspects of risk, prior atti-
tudes, blame and trust.

In the second stage of the framework, some risk events will produce ripple
effects that may spread beyond the initial impact of the risk event and may even
impact unrelated entities. Consider consumer reaction to the Tylenol poisonings.
Tylenol tampering resulted in more than 125,000 stories in the print media alone
and inflicted losses of more than $1 billion upon the Johnson & Johnson company,
including a damaged image of the product.”” Further, consumer demand and
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regulation following this led to the ubiquity of tamper-proof packages (and associ-
ated costs) at completely unrelated firms.

Similarly, the reaction to the events of 9/11 has led to an enormous cost on all
who travel, businesses wishing to hire foreign talent the United States or businesses
involved in import/export, for example. Other impacts from risk amplification can
include potentially system-breaking events like capital flight as in the Asian cur-
rency crisis of 1997-1998.

This process has been equated to the ripples from dropping a stone into a pond.'> As
the ripples spread outward, there is a first group directly impacted by the risk event, then
it touches the next higher institutional level (a business line, company or agency) and in
extreme cases reaches other parts of the industry or even extra-industry entities.

In 1998, the Asian currency and Russian debt crises had ripple effects that led to
the demise of the hedge-fund Long Term Capital Management (LTCM). This demise,
in turn, was perceived as having the potential to lead to a catastrophic disruption of
the entire global capital markets system and resulted in substantial financial losses
(and gains) for firms that believed they had no exposure to either Asia or Russia and
certainly not to hedge funds. This amplification came through human stations.

In 1992, the same researchers who conceived of SARF evaluated their theory
by reviewing a large database of 128 risk events, primarily physical risks, in the
United States. In their study, they found strong evidence that the social amplifica-
tion of a risk event is as important in determining the full set of risk consequences
as is the direct physical impact of the risk event. Applying this result to internal
risk assessments suggests that it would be easy to greatly underestimate the impact
of a risk event if only first order effects are considered and not the secondary and
tertiary impacts from social amplification or communication and reaction to the
risk event.

Again, considering the Tylenol tampering case, an internal risk assessment of a
scenario that included such an event might result in the risk being limited to be legal
liability from the poisonings and perhaps some negative customer impact. However,
it would be unlikely that any ex-ante analysis would have concluded the long-term
impact on product packaging and associated costs that were a result of the amplifica-
tion of the story. Or, if the scenario had involved such an event at a competing firm,
the impact might have even been assumed to be positive for the “unaffected” firm.

The Perception of Risk, Dread and Knowledge

So, what are the factors that can increase the likelihood of social amplification or
attenuation? How are hazards or risks perceived? It turns out, not surprisingly, that
what people do not understand and what they perceive as having potentially
wide-ranging effects are the things they are most likely respond to with some kind
of action, e.g., a change in the valuation of a system.

Weber reviewed three approaches to risk perception: axiomatic, socio-cultural and
psychometric.'* Axiomatic measurements focus on the way in which people subjectively
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transform objective risk information (e.g., the common credit risk measure Loss
Given Default and the equally common Probability of Default) into how the realiza-
tion of the event will impact them personally (career prospects, for example).

The study of socio-cultural paradigms focuses on the effect of group- and cul-
ture-level variables on risk perception. Some cultures select some risks that require
attention, while others pay little or no attention to these risks at all. Cultural differ-
ences in trust in institutions (corporation, government, market) drive a different
perception of risk.'

But, most important, is the psychometric paradigm which has identified people’s
emotional reactions to risky situations that affect the judgments of the riskiness of
events that go beyond their objective consequences. This paradigm is characterized by
risk dimensions called Dread (perceived lack of control, feelings of dread and per-
ceived catastrophic potential) and risk of the Unknown (the extent to which the risk is
judged to be unobservable, unknown, new or delayed in producing harmful impacts).

Recall that SARF holds that risk events can contain “signal value.” Signal value
might warn of the likelihood of secondary or tertiary effects. The likelihood of a
risk event having high signal value is a function of perceptions of that risk in terms
of the source of the risk and its potential impact. Slovic developed a dread/
knowledge chart represented below, that measures the factors that contribute to
feelings of dread and knowledge.'¢

In Fig. 2.4, “Dread risk,” captures aspects of the described risks that speed up our
heart rate and make us anxious as we contemplate them: perceived lack of control
over exposure to the risk, with consequences that are catastrophic, and may have
global ramifications or affect future generations.'” “Unknown risk,” refers to the
degree to which exposure to a risk and its consequences are predictable and observ-
able: how much is known about the risk and is the exposure easily detected.

Research has shown that the public’s risk perceptions and attitudes are closely
related to the position of a risk within the factor space. Most important is the factor
Dread risk. The higher a risk’s score on this factor, the higher its perceived risk, the
more people want to see its current risks reduced, and the more they want to see
strict regulation employed to achieve the desired reduction in risk.'®

In the unknown risk factor space, familiarity with a risk (e.g., acquired by daily
exposure) lowers perceptions of its riskiness.' In this factor, people are also willing
to accept far greater voluntary risks (risks from smoking or skiing for example) than
involuntary risks (risks from electric power generation for example). We are loath
to let others do on to us what we haply do to ourselves.?

From this depiction, we can recognize that both dread and our lack of familiarity
with something will likely amplify the human response to a risk event. In other
words, risks that are in the upper right hand corner of the dread/knowledge chart
are the ones most likely to lead to an amplification effect.

Slovic and Weber use terrorism as an example, noting that the concept of
accidents as signal helps explain our strong response to terrorism.?! Because the risks
associated with terrorism are seen as poorly understood and catastrophic, accidents
anywhere in the world may be seen as omens of disaster everywhere, thus producing
responses that carry immense psychological, socioeconomic, and political impacts.



14 D.R. Koenig
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Fig. 2.4 The dread/knowledge spectrum

We might also include the 2007 subprime mortgage crisis as an example of a risk
event being amplified to affect general liquidity being provided to financial service
companies. The Unknown in this case is the extent to which companies are exposed
to subprime default risk and the Dread is that these defaults might affect home
prices, thus affecting consumer spending and thus affecting the general well-being
of banks and other companies.

One implication of the signal concept is that effort and expense beyond that
indicated by a first-order cost-benefit analysis might be warranted to reduce the
possibility of high signal events and that transparency may be undervalued, under-
appreciated or improperly feared.

The examination of risks that face a system should include a qualitative, and
even quantitative assessment of where those risks fall on the dread/knowledge spec-
trum to assess the risk to underestimating their impact through traditional risk
assessment techniques.

The Processing of Risk: Emotion Versus Reason

We have looked at the way in which people perceive risk in terms of dread and their
knowledge of a risk. But, what about how people process information about a risk
event once it has occurred? How are people likely to react to risk event? Research
indicates that people process information about risk events in two substantially dif-
ferent manners.*
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The first system of information processing is more reactive, developed as an evolu-
tionary response system, but also based on knowledge and experience. This experience
or association-based processing enabled humans to survive during a long period of
evolution and remains the most natural and most common way to respond to a threat.”®

This is an affective paradigm, relying on images and associations, linked by experi-
ence to emotions, good or bad. It transforms uncertainty and threats into emotional or
affective responses (e.g., fear, dread, anxiety) and represents risk as a feeling, which
tells us whether it is safe to walk down a dark street or drink strange smelling water.**

The second paradigm for processing is more analytic and rule-based. Examples
include formal logic, probability calculus and utility maximization as modes of
process. As a result, it is slower and requires awareness and conscious control.? Its
algorithms need to be taught explicitly and its appropriateness of use for a given
situation needs to be obvious, i.e., it does not get triggered automatically.?

While these two processes work simultaneously, situationally, one can dominate
the other. Weber uses the example of how a mind responds to the question “Is a
whale a fish?”?” The first process immediately says that the whale sure looks like a
great big fish, while the second process says that it cannot be a fish because it is
warm-blooded. When these two processes are in conflict, evidence strongly sug-
gests that the affective, or emotion-based system will prevail.

This matters significantly in financial risk management, especially in market
reactions to bad news. Consider an investor, with an open financial exposure to a
company, who sees a 20% decline in that company’s stock overnight. The affective
response may be to immediately assume there is trouble and to cut-off further
investment in or credit-extension to that company. Up to that point, though, the
analytic process had indicated to the investor that the exposure was prudent. Further
exposure might even have been possible. The fear that the drop in stock prices has
been correlated with deterioration of the company, though, may immediately over-
ride the analytic process, even if it was still correct and the change in stock price
presented a new and better opportunity.

A visceral reaction like fear or anxiety serves as early warning to indicate that
some risk management action is in order and motivate us to execute that action.?
Stepping into the realm of emotion, certain market behaviors like foreign-exchange
overshooting, liquidity crises and the tendency of asset prices to move down more
quickly and violently than they move up can easily be associated with the domi-
nance of the affective process.

Quantification as a Coping Mechanism

Risk and uncertainty make us uneasy. We naturally prefer to move further down on
the unknown risk factor chart, making ourselves more comfortable with things that
we may not understand initially. Quantifications are one manner by which we try
to turn subjective risk assessments into objective measures. We attempt to convert
uncertainty, which is not measurable, into risk, which is believed to be
measurable.
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Consider a firm reviewing an unsecured $20MM line of credit to ABC
Corporation. If the market price of a 1-year credit default swap on ABC trades at
such a price as to imply a 0.5% probability of default, that firm could use this metric
to decide what to do with the “risk as probability” by either buying or selling credit
protection, selling any credit exposure that it has to ABC, taking on more ABC
exposure or not accepting any more ABC exposure.

The firm providing liquidity to ABC, absent complete transparency, does not
know the actual probability that ABC will default in the next 12 months. But, it
does have a metric that makes it think that it does and it is thus more comfortable
and likely to extend the credit.

Slovik and Weber note that much social science analysis rejects the concept of
measuring uncertainty, arguing that “objective characterization of the distribution
of possible outcomes is incomplete at best and misleading at worst.”* Risk, they
say, is “a concept that human beings have invented to help them understand and
cope with the dangers and uncertainties of life.”

The assignment of numbers to that which is not measurable creates its own risk,
much in the way that an earthquake can disrupt ones faith in the stability of the
ground on which we stand. This is particularly true if one has never experienced an
earthquake and is in an area where earthquakes are not supposed to happen, as
Prospect theory has found dramatic effect on human perceptions when a risk
changes its state from the impossible to possible.

Define the terms “public” and “expert” in a general sense that conveys informa-
tion asymmetry. The term expert is used to refer to someone or a group with, or
perceived to have, more information, and public is used to refer to a group with less
or no information about a realized or potential risk. In the ABC Company example
above, we consider the market for credit default swaps to be our proxy “expert.”
Should our expert prove to be wrong, we may alter our response to the realization
of risk, figuring it to be farther up on the unknown risk spectrum than first believed
and perhaps even of increasing risk and greater dread. This could trigger a greater
emotional reaction and social amplification.

What is the impact when an expert is wrong? Reduced trust in institutions or
experts results in stronger negative affective responses to potential risks and thus
greater chance for amplification.*® In the subprime crisis, early in 2008, we see less
trust in credit risk models (proxy experts) and in guarantors of credit, suggesting
further risk events resulting in credit losses will spur larger negative reactions,
absent any change in transparency. Risk signals and blame attributable to
incompetent risk management seems particularly important to public concerns.?!

Incentives and Operational Risk

In addition to understanding how human perceptions and the processing of negative
risk events can alter our value perception with respect to the true value of an enter-
prise risk management system or the value of an enterprise, there are also important
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psychological aspects to how humans within our systems will respond to incentives
to perform better. In particular, work by Darley notes that rigid or overly quantified
incentive or criterial control systems can create new risks of their own which are
unknown or unexpected to those involved in the system.*

Darley’s Law says that “The more any quantitative performance measure is used
to determine a group or an individual’s rewards and punishments, the more subject
it will be to corruption pressures and the more apt it will be to distort and corrupt the
action patterns and thoughts of the group or individual it is intended to monitor.”

Darley’s Law is a good warning to organizations that employ overly objective
incentive or valuation systems. Humans are quite adept at manipulating rules to
personal benefit. Success in recognizing this and in aligning incentives with behav-
ioral objectives means that incentives must be carefully crafted so that the mix of
measurable and qualitative inputs to the award match the behavior desired from the
individual being incented. We must, as a first root, understand how humans respond
to incentives and controls before we are able to build structures to match desired
behaviors with compensation.

In 2001 the Risk Management Group (RMG) of the Basel Committee on
Banking Supervision defined operational risk in a causal-based fashion: “the risk of
loss resulting from inadequate or failed internal processes, people and systems...”

Darley describes compensation and incentive programs as being “criterial con-
trol systems.”** We set criteria for people’s performances, measure, and reward or
punish according to a process or system. The general intent of criterial control sys-
tems is to develop calculations or, in the business vernacular, “metrics” of how
individual contributions have helped the organization to reach corporate goals. By
inference, the corporate goals are metrics like share price, earnings and market
share, expecting that the company will be rewarded by “the market” for making
goals and punished for not doing so. Such systems are designed to pay off those
who make their numbers and punish those who do not.

Incentive systems, simple or complicated, are typically based on objective meas-
ures upon which all parties agree, ex ante. Employers formulate a choice and
employees respond to the potential outcomes perceived and the risks with which
they associate them.

The appeal for the employer of such systems is in the perception that they
provide more predictable budgeting, they may make employees behave more like
owners and they help to retain attractive human capital.

Such systems, though, may inadvertently attract a concentration of a certain type
of human capital. Employees who are averse to subjective systems under which
they perceive less control are more likely to be drawn to highly objective or criterial
control systems. The cause of their preference may be related to a level of trust in
organizations, or something deeper in the personality of the employee. Whatever
the source, the more rigidity there is in a criterial control formula; the more tightly
defined will be the personality attracted to it and the greater the potential impact of
concentrated misalignment.

Prospect Theory research has yielded numerous examples of how the framing of
a choice can greatly alter how that choice is perceived by humans. If the behavior
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that an organization is seeking to stimulate through criteria-based incentives pro-
vides the employee with a choice in an “incorrect” manner, the organization might
be creating risk of which it is not aware, or, in fact, exacerbating risk that it thought
the incentive system was reducing. Further, this risk might be highly concentrated
in places where its realization it is also likely to have high impact, like trading
desks, sales teams or business line management.

Darley also suggests that a highly objective system is not necessarily a morally
neutral system.* Objective systems may create certain pressures on the actors
within the system that may be not at all what the performance measurers intended.
This goes beyond the framing issue of Prospect Theory and into even more com-
plex behavioral notions.

Three general sorts of occasions arise when the criterial control system is not
morally neutral:®

1. A person, in hopes of advancement or in fear of falling behind, “cheats” on the
performance measurement system by exploiting its weaknesses to “make his or
her numbers.” Others who see this, and see this action succeeding, are then
under pressure to cheat also. There is a diffusion of a corrupt innovation that
corrupts the individuals within the system.

This group behavior can become pervasive. Consider two employees at the same
level in an organization, both seeking advancement within the organization. If one
succeeds in cheating, the second may perceive his/her chances for promotion slip-
ping away. That person is thus pressured to engage in the same or “better”” cheating.
The increased cheating is more likely to stimulate cheating behavior by other
advancement-hungry peers.

2. Or a person, with the best will in the world, does what optimizes his or her per-
formance measurements, without realizing that this is not what the system really
intended. A performance measurement system is a powerful communication that
the authorities have thought these issues through, and want what they reward.
The individuals in the system are to some extent relieved of their responsibilities
to think through the system goals, and to independently determine their contri-
butions to those goals.

In this instance, the rules of the game have been defined and the employee sim-
ply plays the game to their highest benefit.

3. Or a person who has the best interests of the system in mind, may “game” the
performance measurement system in various ways, to allow the continuation of
the actions that best fulfill his or her reading of the system goals. However, this
“takes underground” those activities, and diminishes the possibilities of dia-
logue about system goals or modifications in system measurements.

There is ample evidence of Darley’s Law being realized in financial loss case
studies like Enron, Joseph Jett and Kidder Peabody, National Australia Bank and
Barings. See Koenig, for a more detailed examination of these cases in this
context.*
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Another approach to understanding the human response to the framing of incen-
tives or expectations is highlighted by Angelova as risk-sensitive foraging theory.’’
The argument made is that real-life has baselines, such as death, or total capital,
below which one must not fall. These baselines can affect how one chooses risk or
processes risky options.

Suppose that a sales person needs to realize $2 MM in sales in order to keep their
job. Two sales approaches that both have a $2 MM expected value are available, but
one has greater variability, while the other guarantees $2 MM in sales. The rational
sales person should choose the approach with no variability as that ensures their
survival. However, if the requirement to maintain employment is shifted to
$2.1 MM, the sales person must choose the riskier approach or realize the loss of
their job with certainty. They will, therefore, move from risk-averse behavior to
risk-loving with only a modest change in the paradigm that they face.

Poorly framed incentive structures have broken systems. These structures are
often not given enough attention, if any at all, by traditional enterprise risk manage-
ment programs. Yet, they fall into the category of low-probability, high-impact
events and have the potential to dramatically affect the value of the firm in a nega-
tive sense when their crafting was an attempt to shift the value upward.

Conclusion

Within most organizations the debate about whether an enterprise risk management
function adds value is less contentious than even five years ago. However, there are
still ample situations in which risk management is either not being used, is not well
understood or is undervalued because of a lack of appreciation for the importance
of how humans respond to risk and opportunity and how risk management programs
can be structured to mitigate the risks of such reactions.

In effect, through enterprise risk management, we are attempting to reframe the per-
ceptions, of investors, customers and liquidity providers, of the system to which risk
management is being applied. We are seeking to increase its value by understanding what
risks are perceived to be most important by those most important to our enterprise.

Psychological research being applied in past decades to finance and econom-
ics suggests that many of our traditionally held assumptions about valuation and
utility are not as complete or effective as had been previously assumed. In partic-
ular, traditional models of valuation have not placed enough emphasis on the
perceived impact on value assigned by humans to loss, extreme loss and rare
events. When this increased valuation or loss avoidance is taken into account,
enterprise risk management systems, designed to create ductile systems (corpora-
tions, firms or other), receive greater importance and the cost-benefit decisions
about preemptive risk management initiatives become less subject to error via a
negative decision.

Understanding that risk events need not lead to an amplification of their impacts,
which risk events might spur emotional reactions, how transparency can reduce this
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effect via a movement down the unknown risk spectrum and understanding how peo-
ple evaluate prospects can dramatically and positively alter the value of our systems.

The literature on human responses to risk and opportunity, while relatively new,
is quite vast. Only a very small segment of that research has been discussed in this
chapter. Readers are recommended to study the works of Kahneman and Tversky,
Weber, Slovic and Darley in particular. For those interested in a highly concentrated
review of some of the psychological influences on finance theory, see Shiller.*

One final note which serves as a warning is that some of the research has found
evidence of something called single-action bias. This expression was coined by
Weber for the following phenomenon observed in a wide range of contexts.*
Decision-makers are very likely take one action to reduce the risk that they encoun-
ter but are much less likely to take additional steps that would provide incremental
protection or risk reduction. The single action taken is not necessarily the most
effective one. Regardless of which single action is taken first, decision-makers have
a tendency to stop from taking further action presumably because the first action
suffices in reducing the feeling of fear or threat. In the absence of fear or dread
response to a risk, purely affect driven risk management decisions will likely result
in insufficient responsiveness to the risk.*

As the understanding of human behavior advances so too will the practice of enter-
prise risk management, adding greater value to the systems in which it is practiced.
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Chapter 3
Enterprise Risk Management: Financial
and Accounting Perspectives

D. Wu and D.L. Olson

ERM and Finance Operations: Key Financial Risks

Recent financial disasters in financial and non-financial firms and in governmental
agencies have led to increased emphasis on various forms of risk management such
as market risk management, credit risk management, and operational risk manage-
ment. Financial institutions like banks are further motivated by the need to meet
various regulatory requirements for risk measurement and capital. There is an
increasing tendency toward an integrated or holistic view of risks. A framework for
thinking about the collective risk of a group of financial instruments and an
individual security’s contribution to that collective risk would be useful. A Tillinghast-
Towers Perrin survey has reported that nearly half of the insurance industry used an
integrated risk management process (with another 40% planning to do so), and 40%
had a chief risk officer.'

Enterprise Risk Management (ERM) is an integrated approach to achieving the
enterprise’s strategic, programmatic, and financial objectives with acceptable risk.
The philosophy of ERM generalizes these concepts beyond financial risks to
include all kinds of risks. For example, a portfolio of equity investments has been
generalized to the entire collection of risks facing an organization. A number of
principles have often been found useful in practice:

1. Portfolio risk can never be the simple sum of various individual risk
elements.

2. One has to understand various individual risk elements and their interactions in
order to understand portfolio risk.

3. The key risk, i.e., the most important risk, contributes most to the portfolio risk
or the risk facing the entire organization. Therefore, decision makers should be
most concerned about key risk decisions.

4. Using quantitative approaches to measure risk is very important. For example, a
key financial market risk can broadly be defined as volatility relative to the
capital markets. One measure of this risk is the cost of capital, which can be
measured through models such as the Weighted Average Cost of Capital
(WACC) and Capital Asset Pricing Model (CAPM).?

D.L. Olson, D. Wu (eds.) New Frontiers in Enterprise Risk Management, 25
© Springer-Verlag Berlin Heidelberg 2008
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ERM and Financial Operations

Traditional finance operations have focused on cost and efficiency in operations
and processes.’ A firm is assumed to seek efficiency either through information
technologies such as enterprise systems, or through newer operations management
techniques such as shared cost/services and outsourcing. While this has been suffi-
cient to preserve competitive advantage when these methods were novel and not
widely used, use by competitors makes heavy investment in information technol-
ogy highly risky. Companies, financial or not, have achieved high performance by
utilizing information technology to capture and process data. The challenge today
is to process the inherent uncertainties of business, in this case, through finance
operations data, in order to develop a coherent strategy. Efficiency is a means to
achieve strategic objectives. Where there is strategy, there is an attempt to over-
come uncertainty and incomplete knowledge, to act in the face of risk.

To make clear where ERM takes over from finance operations, we must exam-
ine best and first principles. While finance operations in an enterprise vary across
different industries and products and services provided, effective finance opera-
tions rely on four competencies: (1) Transaction processing: creating satisfied
efficiency in core finance functions, e.g., accounts payable and general ledger
which are increasingly delivered through shared services or outsourcing strategies.
(2) Financial and regulatory reporting: capturing regulatory and tax reporting
requirements from a transactional and systems perspective. (3) Management
reporting: providing various data and information for management decision mak-
ing. And (4) Internal controls: providing support to effective risk management
within the enterprise through the disciplined oversight of financial, accounting and
audit systems.

These four competencies are similar to the COSO ERM framework,* where
three objective categories are identified: operational objectives, financial reporting
objectives, and compliance objectives. The COSO framework defines ERM as an
ongoing process for identifying and managing potential events and operations that
could affect the entity’s ability to manage business risks such that they remain
within its risk appetite.’

Finance operational activities are usually managed through various quantita-
tive models that can be used by ERM. Value-at-Risk models have been popular,
partially in response to Basel II banking guidelines.® Other analytic approaches
include simulation of internal risk rating systems using past data and decision
analysis models.” Swedish banks have been found to use credit rating categories,
and that each bank reflected its own risk policy.® One bank was found to have a
higher level of defaults, but without adversely affecting profitability due to con-
straining high risk loans to low amounts. Systemic risk from overall economic
systems as well as risk from networks of banks with linked loan portfolios are
important.” Overall economic system risk was found to be much more likely,
while linked loan portfolios involved high impact but very low probability of
default.'
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Key Financial Risks

Typically, the major sources of value loss in financial institutions are identified as:

Market risk is exposure to the uncertain market value of a portfolio, where the
underlying economic factors are such as interest rates, exchange rates, and
equity and commodity prices.

Credit risk is the risks that counterparty may be unable to perform on an
obligation.

Operational risk is the risk of loss resulting from inadequate or failed internal
processes, people and systems, or from external events. The committee indi-
cates that this definition excludes systemic risk, legal risk andreputational
risk.!!

During the early part of the 1990s, much of the focus was on techniques for
measuring and managing market risk. As the decade progressed, this shifted to
techniques of measuring and managing credit risk. By the end of the decade, firms
and regulators were increasingly focusing on Operational risk.

A trader holds a portfolio of commodity forwards. She knows what its market
value is today, but she is uncertain as to its market value a week from today. She
faces market risk. The trader employs the derivatives “greeks” to describe and to
characterize the various exposures to fluctuations in financial prices inherent in a
particular position or portfolio of instruments. Such a portfolio of instruments may
include cash instruments, derivatives instruments, borrowing and lending. In this
article, we will introduce two additional techniques for measuring and reporting
risk: Value-at-Risk assessment and scenario analysis.

Market risk is concerned both internally and externally. Internally, managers and
traders in financial service industry need a measure that allows active, efficient
management of the firm’s risk position. Externally, regulators want to be sure a
financial company’s potential for catastrophic net worth loss is accurately measured
and that the company’s economic capital is sufficient to survive such a loss.
Although both managers and regulators want up-to-date measures of risk, they do
estimate exposure to risks based on different time horizons. Bank managers and
traders measures market risks on a daily basis, which is very costly and time con-
suming. Thus, bank managers compromise between measurement precision on the
one hand and the cost and timeliness of reporting on the other.

Regulators are concerned with the maximum loss a bank is likely to experi-
ence over a given horizon so that they can set the bank’s required capital (i.e., its
economic net worth) to be greater than the estimated maximum loss and be
almost sure that the bank will not fail over that horizon. As a result, they are con-
cerned with the overall riskiness of a bank and have less concern with the risk of
individual portfolio components.'? The time horizon used in computation is rela-
tively long. For example, Under Basel II capital for market risk is based on the
10-day 99% VaR and for credit risk and operational risk is based on a 1-year
99.9% VaR.
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Market Risk Measurement

There are two principle approaches to risk measurement: value-at-risk analysis and
scenario analysis.

VaR: Value at Risk

Value at Risk, or VaR, represents a measure of the risk inherent in a portfolio of
financial instruments or contracts, such as a trading portfolio. It can be characterized
as a maximum expected loss, given some time horizon and within a given confidence
interval. Its utility is in providing a measure of risk that illustrates the risk inherent
in a portfolio with multiple risk factors, such as portfolios held by large banks, which
are diversified across many risk factors and product types. The VaR and other analyt-
ics are primarily run in a series of overnight, automated batch processes. The flow
of information and processing is roughly as outlined in the diagram below.

Market Data

Pre-
Processing > RiskWatch |—>
and Batching

VaR Report
Generation

Trading

Position Data

VaR is a measure of risk that is globally accepted by regulatory bodies responsi-
ble for supervision of banking activities. These regulatory bodies, in broad terms,
enforce regulatory practices as outlined by the Basel Committee on Banking
Supervision of the Bank for International Settlements (BIS). The regulator that has
responsibility for financial institutions in Canada is the Office of the Superintendent
of Financial Institutions (OSFI), and OSFI typically follows practices and criteria
as proposed by the Basel Committee.

A key agreement of the Basel Committee is the Basel Capital Accord (generally
referred to as “Basel” or the “Basel Accord”), which has been updated several times
since 1988. From the point of view of Market Risk Operations, the most significant
Amendment to the Basel Accord occurred in January 1996.

In the 1996 (updated, 1998) Amendment to the Basel Accord, banks are encour-
aged to use internal models to measure Value at Risk, and the numbers produced by
these internal models support capital charges to ensure the capital adequacy, or liquid-
ity, of the bank. Some elements of the minimum standard established by Basel are:



3 Enterprise Risk Management: Financial and Accounting Perspectives 29

e VaR should be computed daily, using a 99th percentile, one-tailed confidence
interval

e A minimum price shock equivalent to ten trading days be used. This is called the
“holding period” and simulates a 10-day period of liquidating assets in a period
of market crisis

e The model should incorporate a historical observation period of at least one year

e The capital charge is set at a minimum of three times the average of the daily
value-at-risk of the preceding 60 business days.

In practice, these minimum standards mean that the VaR that is produced by
the Market Risk Operations area is multiplied first by the square root of 10 (to
simulate 10 days holding) and then multiplied by a minimum capital multiplier of
3 to establish capital held against regulatory requirements.

In summary, VaR provides the worst expected loss at the 99% confidence level.
That is, a 99% confidence interval produces a measure of loss that will be exceeded
only 1% of the time. But this does mean there will likely be a larger loss than the
VaR calculation two or three times in a year. This is compensated for by the inclu-
sion of the multiplicative factors, above, and the implementation of Stress Testing,
which falls outside the scope of the activities of Market Risk Operations. Various
approaches can be used to compute VaR, of which three are widely used: Historical
Simulation, Variance-covariance approach, and Monte Carlo simulation

Scenario Analysis

Scenario analysis typically refers to varying a wider range of parameters at the
same time. Scenario analyses often examine the impact of catastrophic events on
the firm’s financial position, for example, simultaneous movements in a number of
risk categories affecting all of a firm’s business operations, such as business vol-
umes, investment values and interest rate movements. Scenarios can also be gener-
ally considered under three broad headings. Changes to the business plan, changes
in business cycles and those relating to extreme events. The scenarios can be
derived in a variety of ways including stochastic models or a repetition of an his-
torical event. Scenarios can be developed with varying degrees of precision and
depth. One specific scenario analysis is Stress testing, which typically refers to
shifting the values of individual parameters that affect the financial position of a
firm, and then determining the effect on the firm’s business. A stress test isolates
the impact on a portfolio’s value of one or more predefined moves in a particular
market risk factor or a small number of closely linked market risk factors. This
approach has the advantage of not requiring a distributional assumption for the risk
calculation. Scenario analyses are based on the analysis of the impact of unlikely,
but not impossible, events. These events can be financial, operational, legal or relate
to any other risk that might have an economic impact on the firm.

Because there is generally more focus on the specific question, stress and sce-
nario tests can generally be constructed and get to the point of producing reliable
results much more quickly than in the case for stochastic models. The actual
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scenarios used will be comprehensible to management of the business, and the
subjectivity in the assessment of relative likelihood will clear for all to see.'

Measuring Credit Risk

Credit risks are defined as the risk of loss due to a debtor’s non-payment of a loan
or other line of credit (either the principal or interest (coupon) or both). Examples
of Credit Risk Factors in the insurance industry are:

e Adequacy of reinsurance program for the risks selected

e Reinsurance failure of the company’s reinsurance program and the impact on
claim recoveries

e Credit deterioration of the company’s reinsurers, intermediaries or other
counterparties

o Credit concentration to a single counterparty or group

o Credit concentration to reinsurers of particular rating grades

e Reinsurance rates increasing

e Bad Debts greater than expected

A financial service firm has used a number of methods, e.g., credit scoring, ratings,
credit committees, to assess the creditworthiness of counter-parties (Refer to Chap.
10 for details of these methods). This would make it difficult for the firm to inte-
grate this source of risk with the market risks. Many financial companies are aware
of the need for parallel treatment of all measurable risks and are doing something
about it.!

If financial companies can “score” loans, they can determine how loan values
change as scores change. Then, a probability distribution of value changes can be mod-
eled relating to these changes produce over time due to credit risk. Finally, the time
series of credit risk changes could be related to the market risk, which enable market
risk and credit risk to be integrated into a single estimate of value change over a
given horizon.

Measuring Operational Risk

“Operational risk is the risk of loss resulting from inadequate or failed internal
processes, people, and systems, or from external events.” The definition includes
people risks, technology and processing risks, physical risks, legal risks, etc, but
excludes reputation risk and strategic risk. The Operational Risk Management
framework should include identification, measurement, monitoring, reporting, con-
trol and mitigation frameworks for Operational Risk. Basel II proposed three alter-
natives to measure operational risks: (1) Basic Indicator, which requires Financial
Institutions to reserve 15% of annual gross income; (2) Standardized Approach,
which is based on annual revenue of each of the broad business lines of the
Financial Institution; and (3) Advanced Measurement Approach (AMA), which is
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based on the internally developed risk measurement framework of the bank adhering
to the standards prescribed.

The following lists the official Basel II defined business lines:

Corporate finance
Trading and sales
Retail banking
Commercial banking
Payment and settlement
Agency services

Asset management
Retail brokerage

The following lists the official Basel II defined event types with some examples for
each category:

Internal Fraud — misappropriation of assets, tax evasion, intentional mismarking
of positions, bribery: Loss due to acts of a type intended to defraud, misappro-
priate property or circumvent regulations, the law or company policy, excluding
diversity/discrimination events, which involves at least one internal party.
External Fraud — theft of information, hacking damage, third-party theft and
forgery: Losses due to acts of a type intended to defraud, misappropriate prop-
erty or circumvent the law, by a third party.

Employment Practices and Workplace Safety — discrimination, workers com-
pensation, employee health and safety: Losses arising from acts inconsistent
with employment, health or safety laws or agreements, from payment of per-
sonal injury claims, or from diversity/discrimination events.

Clients, Products, and Business Practice — market manipulation, antitrust,
improper trade, product defects, fiduciary breaches, account churning; Losses
arising from an unintentional or negligent failure to meet a professional obliga-
tion to specific clients (including fiduciary and suitability requirements), or from
the nature or design of a product.

Damage to Physical Assets — natural disasters, terrorism, vandalism: Losses aris-
ing from loss or damage to physical assets from natural disaster or other events.
Business Disruption and Systems Failures — utility disruptions, software fail-
ures, hardware failures: Losses arising from disruption of business or system
failures.

Execution, Delivery, and Process Management — data entry errors, accounting
errors, failed mandatory reporting, negligent loss of client assets: Losses from
failed transaction processing or process management, from relations with trade
counterparties and vendors

Financial Institutions need to estimate their exposure to each type of risk for each
business line combination. Ideally this will lead to 7 x 8 = 56 VaR measures that
can be combined into an overall VaR measure. Other techniques to measure opera-
tional risks includes: Scenario Analysis, Identifying Causal Relationships, key risk
indicator (KRI), Scorecard approaches, etc.
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The Accounting Perspective: The COSO ERM Cube

Accounting is responsible for providing stockholders with measures of organiza-
tional performance. This includes assurance of accurate financial reporting, which
has proven to be fundamental in organizational risk management. Motivated by
corporate governance malfeasance exemplified by Enron Corporation, Sarbanes—
Oxley placed responsibilities for disclosure and procedures seeking to guarantee
honest accounting.

The accounting approach to risk management is centered to a large degree on the
standards promulgated by the Committee on Sponsoring Organizations of the
Treadway Commission (COSO), generated by the Treadway Commission beginning
in 1992. The Sarbanes—Oxley Act of 2002 had a synergistic impact with COSO.
While many companies have not used it, COSO offers a framework for organizations
to manage risk.” Use of COSO was found to be used to a large extent by only 11%
of the organizations surveyed, and only 15% of the respondents believed that their
internal auditors used the COSO 1992 framework in full. This finding was supported
by a 2005 study conducted by the IIA Research Foundation which found under 12%
of responding organizations to have complete implementation of ERM, while 14%
were not going to adopt it.'"® Chief Executive Officers and Chief Financial Officers
are required to certify effective internal controls. These controls can be assessed
against COSO." This benefits stakeholders. Risk management is now understood to
be a strategic activity, and risk standards can ensure uniform risk assessment across
the organization. Resources are more likely to be devoted to the most important risk,
and better responsiveness to change is obtained.

The COSO ERM Cube

In 2004, COSO published an Enterprise Risk Management-Integrated Framework.'®
The COSO ERM cube considers dimension of objective categories, activities, and
organizational levels Table (3.1).

Categories

The strategic level involves overarching activities such as organizational governance,
strategic objectives, business models, consideration of external forces, and other
factors. The operations level is concerned with business processes, value chains,
financial flows, and related issues. Reporting includes information systems as well
as means to communicate organizational performance on multiple dimensions, to
include finance, reputation, and intellectual property. Compliance considers organi-
zational reporting on legal, contractual, and other regulatory requirements (includ-
ing environmental).
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Table 3.1 COSO ERM cube

Categories Activities Levels
Strategic Internal environment Entity level
Operations Objective setting Division
Reporting Event identification Business unit
Compliance Risk assessment Subsidiary

Risk response

Control activities

Information and communication
Monitoring

Activities

The COSO process consists of a series of actions."

1.

Internal Environment: The process starts with identification of the organizational
units, with entity level representing the overall organization. This includes
actions to develop a risk management philosophy, create a risk management
culture, and design a risk management organizational structure.

. Objective Setting: Each participating division, business unit, and subsidiary

would then identify business objectives and strategic alternatives, reflecting
vision for enterprise success. These objectives would be categorized as strategic,
operations, reporting, and compliance. These objectives need to be integrated
with enterprise objectives at the entity level. Objectives should be clear and
strategic, and should reflect the entity-wide risk appetite.

. Event Identification: Management needs to identify events that could influence

organizational performance, either positively or negatively. Risk events are iden-
tified, along with event interdependencies. (Some events are isolated, while
others are correlated.) Measurement issues associated with methodologies or
risk assessment techniques need to be considered. O’Donnell (2004) provided a
systems view to create a map of the organization’s value chain and a taxonomy
of categories to identify events that might threaten business performance.

. Risk Assessment: Each of the risks identified in Step 3 are assessed in terms of

probability of occurrence, as well as the impact each risk will have on the
organization. Thus both impact and likelihood are considered. Their product
provides a metric for ranking risks. Assessment techniques can include point
estimates, ranges, or best/worst-case scenarios.

. Risk Response: Strategies available to manage risks are developed. These can

include risk acceptance, risk avoidance, risk sharing, or risk reduction. Options
have been summarized into the four Ts

Treating a Risk: taking direct action to reduce impact or likelihood
Terminate a Risk: discontinue activity exposing the organization to the risk
Transfer a Risk: insurance or contracts

. Take (or tolerate) a Risk: for areas of organizational expertise, they may
decide to accept risk with the idea that they are expert at dealing with it

eo o
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Another view considers risk avoidance, reduction, acceptance, transfer, or seeking

risks fitting the organization’s risk appetite.?’ This is compatible with the four Ts.

Avoidance is akin to terminating, acceptance to treating, reduction and transfer to

transfer above, and seeking risks to toleration. Risks are necessary to lead to situations

likely to offer profit, but risks should be taken only after informed business analysis.
The effects of risk response on other risks should be considered.

6. Control Activities: Controls needed to mitigate identified risks are selected.
Implicit in this step is assessment of the costs of each risk response available,
and consideration of activities to reduce risks.

7. Information and Communication: Control and other risk response activities are
put in place to ensure appropriate action is taken within the organization.
Organizations need to ensure that information systems can measure and report
risk accurately. ERM effectiveness and cost should be communicated to
stakeholders.

Monitoring: As part of an ongoing process, the effectiveness of plan implemen-
tation is monitored, feeding back to the control step if problems are encountered.
Monitoring includes risk evaluations comparing actual event occurrences with prior
estimates of probability, frequency, and cost.

Event Identification: As an example of how step 3 above can be implemented,
Table 3.2 provides a categorization of risks for financial institutions.

Risk Appetite

Risks are necessary to do business. Every organization can be viewed as a specialist
at dealing with at least one type of risk. Insurance companies specialize in assessing
the market value of risks, and offer policies that transfer special types of risks to
themselves from their clients at a fee. Banks specialize in the risk of loan repay-
ment, and survive when they are effective at managing these risks. Construction
companies specialize in the risks of making buildings or other facilities. However,
risks come at organizations from every direction. Those risks that are outside of an
organization’s specialty are outside that organization’s risk appetite. Management
needs to assess risks associated with the opportunities it is presented, and accept
those that fit their risk appetite (or organizational expertise), and offload other risks
in some way (see Step 6 above).

Example of Risk Quantification

Matyjewicz and D’Arcangelo gave simple examples of how risk assessment
could be applied. First, a matrix of risk level (high or low) and control strength
(weak or strong) could be generated for each identified risk. Risk impact could
be further categorized as critical, significant, moderate, low, or insignificant,
while risk probability could have categories of highly probable, probable, likely,
unlikely, or remote.
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Table 3.2 Financial institution enterprise risk management model

Top level Internal Specific risks

External Regulatory/legal
Investor relations
Competitors
Financial markets
Catastrophic loss
Sovereign/political issues

Strategic Corporate governance
Leadership
Alignment
Planning
Communication

Legal Compliance
Litigation
Contractual/obligations
Fiduciary

Reputation Fraud
Ethics
Privacy

Credit Domestic
Foreign

Market Valuation
Foreign exchange

Interest rate risk Repricing
Yield curve
Basis
Options

Operational ~ Accounting
Performance measurement
Product development, pricing
Business interruption
Technology
Budgeting and planning
Human resources
Policy/procedure compliance
Customer loyalty/retention
Financial reporting
Third-party relationships

The likely actions of internal auditing were identified. Those risks involving
high risk and strong controls would call for checking that inherent risks were in fact
mitigated by risk response strategies and controls. Risks involving high risk and
weak controls would call for checking for adequacy of management’s action plan
to improve controls. Those risks assessed as low call for internal auditing to review
accuracy of managerial impact evaluation and risk event likelihood.
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Implementation Issues

Past risk management efforts have been characterized by bottom-up implementa-
tion.?! Effective implementation calls for top-down management, as do most
organizational efforts. Without top support, lack of funding will starve most
efforts. Related to that, top support is needed to coordinate efforts so that silo
mentalities do not take over. COSO requires a holistic approach. If COSO is
adopted within daily processes, it can effectively strengthen corporate governance.
Another important issue is the application of sufficient resources to effectively
implement ERM.

One view of ERM, parallel to that of the CMI system used in software engineering,
is as follows.?

1. Level 1: Compliance — review of policy and procedure with a checklist orienta-
tion, providing low value to the organization in terms of ERM.

2. Level 2: Control — implementation of control frameworks, still using a checklist
orientation, also providing low value to organizations.

3. Level 3: Process — taking a process view across departments, focusing on effec-
tiveness as well as efficiency, to include process mapping.

4. Level 4: Risk Management — use of shared risk language, with the ability to
prioritize efforts based on process mapping.

5. Level 5: Enterprise Risk Management — the Nirvana of holistic risk reviews tied
to entity strategy based on common risk language, viewing risk management as
a process, providing high value to organizational risk management.

Conclusions

Risks in a financial firm can be quantified and managed using various models.
Models also provide support to organizations seeking to control enterprise risk.
ERM provides tools to integrate enterprise-wide operations and finance functions
and better inform strategic decisions. The promise of ERM lies in allowing manag-
ers to better understand and use their firms’ fundamental relation to uncertainty in
a scientific framework: from each risk, strategy may create opportunity. We have
discussed various risk modeling and reviewed some common risk measures in
financial service company from the core financial and accounting perspective.

Gupta and Thomson identified problems in implementing COSO.% Small com-
panies (fewer than 1,000 employees) reported a less favorable impression of
COSO. Complaints in general included vagueness and nonspecificity for auditing.
COSO was viewed as high-level, and thus open to interpretation at the operational
level. This seems to reflect a view by most organizations reflective of Level 1 and
Level 2 in Bowling and Rieger’s framework. Other complaints about COSO have
been published.* One is that the 1992 framework is not completely appropriate for
2006. The subsequent COSO ERM is more current, but some view it as vague,
simplistic, and provides little implementation guidance.
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A number of specific approaches for various steps have been published. Later

studies have indicated about one half of the surveyed organizations to have either
adopted or were in the process of implementing ERM, indicating some increase.”
Carnaghan reviewed procedures for business process modeling.” If such approaches
are utilized, more effective ERM can be obtained through COSO.
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Chapter 4
An Empirical Study on Enterprise Risk
Management in Insurance

M. Acharyya

Enterprise Risk Management in Insurance

Enterprise Risk Management (hereinafter referred as “ERM?”) interests a wide range
of professions (e.g., actuaries, corporate financial managers, underwriters, account-
ants, and internal auditors), however, current ERM solutions often do not cover all
risks because they are motivated by the core professional ethics and principles of
these professions who design and administer them. In a typical insurance company
all such professions work as a group to achieve the overriding corporate objectives.
Risk can be defined as factors which prevent an organization in achieving its objec-
tives and risks affect organizations holistically. The management of risk in isolation
often misses its big picture. It is argued here that a holistic management of risk is
logical and is the ultimate destination of all general management activities.
Moreover, risk management should not be a separate function of the business proc-
ess; rather, managing downside risk and taking the opportunities from upside risk
should be the key management goals. Consequently, ERM is believed as an approach
to risk management, which provides a common understanding across the multidisci-
plinary groups of people of the organization. ERM should be proactive and its focus
should be on the organizations future. Organizations often struggle to see and under-
stand the full risk spectrum to which they are exposed and as a result they may fail
to identify the most vulnerable areas of the business. The effective management of
risk is truly an interdisciplinary exercise grounded on a holistic framework.
Whatever name this new type of risk management is given (the literature refers
to it by diverse names, such as Enterprise Risk Management, Strategic Risk
Management, and Holistic Risk Management) the ultimate focus is management of
all significant risks faced by the organization. Risk is an integral part of each and
every action of the organization in the sense that an organization is a basket of con-
tracts associated with risk (in terms of losses and opportunities). The idea of ERM
is simple and logical, but implementation is difficult. This is because its involve-
ment with a wide stakeholder community, which in turn involves groups from dif-
ferent disciplines with different beliefs and understandings. Indeed, ERM needs
theories (which are the interest of academics) but a grand theory of ERM (which
invariably involves an interdisciplinary concept) is far from having been achieved.

D.L. Olson, D. Wu (eds.) New Frontiers in Enterprise Risk Management, 39
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Consequently, for practical proposes, what is needed is the development of a framework
(a set of competent theories) and one of the key challenges of this thesis is to establish
the key features of such a framework to promote the practice of ERM.

Multidisciplinary Views of Risk

The objective of the research is to study the ERM of insurance companies. In line
with this it is designed to investigate what is happening practically in the insurance
industry at the current time in the name of ERM. The intention is to minimize the
gap between the two communities (i.e., academics and practitioners) in order to
contribute to the literature of risk management.

In recent years ERM has emerged as a topic for discussion in the financial com-
munity, in particular, the banks and insurance sectors. Professional organizations have
published research reports on ERM. Consulting firms conducted extensive studies
and surveys on the topic to support their clients. Rating agencies included the ERM
concept in their rating criteria. Regulators focused more on the risk management
capability of the financial organizations. Academics are slowly responding on the
management of risk in a holistic framework following the initiatives of practitioners.
The central idea is to bring the organization close to the market economy. Nevertheless,
everybody is pushing ERM within the scope of their core professional understanding.
The focus of ERM is to manage all risks in a holistic framework whatever the source
and nature. There remains a strong ground of knowledge in managing risk on an iso-
lated basis in several academic disciplines (e.g., economics, finance, psychology,
sociology, etc.). But little has been done to take a holistic approach of risk beyond
disciplinary silos. Moreover, the theoretical understanding of the holistic (i.e., multi-
disciplinary) properties of risk is still unknown. Consequently, there remains a lack
of understanding in terms of a common and interdisciplinary language for ERM.

Risk in Finance

In finance, risky options involve monetary outcomes with explicit probabilities and
they are evaluated in terms of their expected value and their riskiness. The traditional
approach to risk in finance literature is based on a mean-variance framework of port-
folio theory, i.e., selection and diversification.! The idea of risk in finance is understood
within the scope of systematic (non-diversifiable) risk and unsystematic (diversifiable)
risk.? It is recognized in finance that systematic risk is positively correlated with the
rate of return.’ In addition, systematic risk is a non-increasing function of a firm’s
growth in terms of earnings.* Another established concern in finance is default risk and
it is argued that the performance of the firm is linked to the firm’s default risk.> A large
part of finance literature deals with several techniques of measuring risks of firms’
investment portfolios (e.g., standard deviation, beta, VaR, etc.). In addition to the
portfolio theory, Capital Asset Pricing Model (CAPM) was discovered in finance to
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price risky assets on the perfect capital markets.” Finally, derivative markets grew tre-
mendously with the recognition of option pricing theory.?

Risk in Economics

Risk in economics is understood within two separate (independent) categories, i.e.,
endogenous (controllable) risk and background (uncontrollable) risk. It is recognized
that economic decisions are made under uncertainty in the presence of multiple risks.’
Expected Utility Theory argues that peoples’ risk attitude on the size of risk (small,
medium, large) is derived from the utility-of-wealth function, where the utilities of
outcomes are weighted by their probabilities.'” Economists argue that people are risk
averse (neutral) when the size of the risks is large (small).!" Prospect theory provides
a descriptive analysis of choice under risk."” In economics, the concept of risk-bearing
preferences of agents for independent risks was described under the notion of
“standard risk aversion.”"® Most of the economic research on risk is originated on the
study of decision making behavior on lotteries and other gambles.

Risk in Psychology

While economics assumes an individual’s risk preference is a function of probabilis-
tic beliefs, psychology explores how human judgment and behavior systematically
forms such beliefs." Psychology talks about the risk taking behavior (risk prefer-
ences). It looks for the patterns of human reactions to the context, reference point,
mental categories and associations that influence how people make decisions.'s The
psychological approach to risk draws upon the notion of loss aversion'® that manifests
itself in the related notion of “regret.” According to Willett'”; “risk affects economic
activity through the psychological influence of uncertainty.”” Managers’ attitude of
risk taking is often described from the psychological point of view in terms of feel-
ings."® Psychologists argue that risk, as a multidisciplinary concept, can not be
reduced meaningfully by a single quantitative treatment. Consequently, managers
tend to utilize an array of risk measurers to assist them in the decision making process
under uncertainty.'® Risk perception plays a central role in the psychological research
on risk, where the key concern is how people perceive risk and how it differs to the
actual outcome.” Nevertheless, the psychological research on risk provides funda-
mental knowledge of how emotions are linked to decision making.!

Risk in Sociology

In sociology risk is a socially constructed phenomenon (i.e., a social problem) and
defined as a strategy referring to instrumental rationality.”” The sociological litera-
ture on risk was originated from anthropology and psychology® is dominated by
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two central concepts. First, risk and culture** and second, risk society.” The
negative consequences of unwanted events (i.e., natural/chemical disasters, food
safety) are the key focus of sociological researches on risk. From a sociological
perspective entrepreneurs remain liable for the risk of the society and responsible
to share it in proportion to their respective contributions. Practically, the responsi-
bilities are imposed and actions are monitored by state regulators and supervisors.
Nevertheless, identification of a socially acceptable threshold of risk is a key chal-
lenge of many sociological researches on risk.

Convergence of Multidisciplinary Views of Risk

Different disciplinary views of risk are obvious. Whereas, economics and finance
study risk by examining the distribution of corporate returns,” psychology and
sociology interpret risk in terms of its behavioral components. Moreover, econo-
mists focus on the economic (i.e., commercial) value of investments in a risky situ-
ation. In contrast, sociologists argue on the moral value (i.e., sacrifice) on the risk
related activities of the firm.?” In addition, sociologists’ criticism of economists’
concern of risk is that although they rely on risk, time, and preferences while
describing the issues related to risk taking, they often miss out their interrelation-
ships (i.e., narrow perspective). Interestingly, there appears some convergence of
economics and psychology in the literature of economic psychology. The intention
is to include the traditional economic model of individuals® formal rational action
in the understanding of the way they actually think and behave (i.e., irrationality).
In addition, behavioral finance is seen as a growing discipline with the origin of
economics and psychology. In contrast to efficient market hypothesis behavioral
finance provides descriptive models in making judgment under uncertainty.?® The
origin of this convergence was due to the discovery of the prospect theory?® in the
fulfillment of the shortcomings of von Neumann-Morgenstern’s utility theory for
providing reasons of human (irrational) behavior under uncertainty (e.g., arbitrage).
Although, the overriding enquiry of disciplines is the estimation of risk, they
comparing and reducing into a common metric of many types of risks are there
ultimate difficulty. The key conclusion of the above analysis suggests that there
exist overlaps on the disciplinary views of risk and their interrelations are emerging
with the progress of risk research. In particular, the central idea of ERM is to
obscure the hidden dependencies of risk beyond disciplinary silos.

Insurance Industry Practice

The practice of ERM in the insurance industry has been drawn from the author’s PhD
research completed in 2006. The initiatives of four major global European insurers
(hereinafter referred as “CASES”) were studied for this purpose. Out of these four
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insurers one is a reinsurer and the remaining three are primary insurers. They were at
various stages of designing and implementing ERM. A total of fifty-one face-to-face
and telephone interviews were conducted with key personnel of the CASES in
between the end of 2004 and the beginning of 2006. The comparative analysis (com-
pare-and-contrast) technique was used to analyze the data and they were discussed
with several industry and academic experts for the purpose of validation. Thereafter,
a conceptual model of ERM was developed from the findings of the data.

Findings based on the data are arranged under five dimensions. They are under-
standing; evaluation; structure; challenges, and performance of ERM.

Understanding of ERM

It was found that the key distinction in various perceptions of ERM remains
between risk measurement and risk management. Interestingly, tools and processes
are found complimentary. In essence, meaning that a tool can not run without a
process and vice versa. It is found that the people who work with numbers (e.g.,
actuaries, finance people, etc.) are involved in the risk modeling and management
(mostly concerned with the financial and core insurance risks) and tend to believe
ERM is a tool. On the other hand internal auditors, company secretaries, and
operational managers; whose job is related to the human, system and compliance
related issues of risk are more likely to see ERM as a process.

ERM: A Process

Within the understanding of ERM as a process, four key concepts were found. They
are harmonization, standardization, integration and centralization. In fact, they are
linked to the concept of top-down and bottom-up approaches of ERM.

The analysis found four key concepts of ERM. They are harmonization, stand-
ardization, integration and centralization (in decreasing order of importance). It was
also found that a unique understanding of ERM does not exist within the CASES,
rather ERM is seen as a combination of the four concepts and they often overlap. It
is revealed that an understanding of these four concepts including their linkages is
essential for designing an optimal ERM system.

Linkages Amongst the Four Concepts

Although harmonization and standardization are seen apparently similar respond-
ents view them differently. Whereas, harmonization allows choices between alterna-
tives, standardization provides no flexibility. Effectively, harmonization offers a
range of identical alternatives, out of which one or more can be adopted depending
on the given circumstances. Although standardization does not offer such flexibility,
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it was found as an essential technique of ERM. Whilst harmonization accepts exist-
ing divergence to bring a state of comparability, standardization does not necessarily
consider existing conventions and definitions. It focuses on a common standard, (a
“top-down” approach). Indeed, integration of competent policies and processes,
models, and data (either for management use, compliance and reporting) are not
possible for global insurers without harmonizing and standardizing them. Hence, the
research establishes that a sequence (i.e., harmonization, standardization, integra-
tion, and then centralization) is to be maintained when ERM is being developed in
practice (from an operational perspective). Above all, the process is found important
to achieve a diversified risk culture across the organization to allocate risk manage-
ment responsibilities to risk owners and risk takers.

ERM: A Tool

Viewed as a tool, ERM encompasses procedures and techniques to model and
measure the portfolio of (quantifiable) enterprise risk from insurers’ core
disciplinary perspective. The objective is to measure a level of (risk adjusted) capi-
tal (i.e., economic capital) and thereafter allocation of capital. In this perspective
ERM is thought as a sophisticated version of insurers’ asset-liability management.
Most often, extreme and emerging risks, which may bring the organization down,
are taken into consideration. Ideally, the procedure of calculating economic capital
is closely linked to the market volatility. Moreover, the objective is clear, i.e., meet-
ing the expectation of shareholders. Consequently, there remains less scope to
capture the subjectivity associated with enterprise risks.

ERM: An Approach

In contrast to process and tool, ERM is also found as an approach of managing the
entire business from a strategic point of view. Since, risk is so deeply rooted in the
insurance business, it is difficult to separate risk from the functions of insurance
companies. It is argued that a properly designed ERM infrastructure should align
risk to achieve strategic goals. Alternatively, application of an ERM approach of
managing business is found central to the value creation of insurance companies.
In the study, ERM is believed as an approach of changing the culture of the organi-
zation in both marketing and strategic management issues in terms of innovating
and pricing products, selecting profitable markets, distributing products, targeting
customers and ratings, and thus formulating appropriate corporate strategies. In this
holistic approach various strategic, financial and operational concerns are seen
integrated to consider all risks across the organization.*

It is seen that as a process, ERM takes an inductive approach to explore the pit-
falls (challenges) of achieving corporate objectives for broader audience (i.e.,
stakeholders) emphasizing more on moral and ethical issues. In contrast, as a tool,
it takes a deductive approach to meet specific corporate objectives for selected audi-
ence (i.e., shareholders) by concentrating more on monitory (financial) outcomes.
Clearly, the approaches are complimentary and have overlapping elements.
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The Evaluation of ERM

In the survey suggested 82% suggested the leadership of CEO as being the key
driving force. In addition, Solvency II, Corporate Governance, Leadership of CRO,
and Changing Risk Landscape, are rated as the leading motivating forces for devel-
oping ERM.

The analysis establishes leadership of the CEO and regulations (Solvency II and
Corporate Governance) as the key driving forces of motivation towards insurers’ ERM.

Leadership

It is interesting to explore why leadership of the CEO is regarded as a key driver
for developing ERM. In fact, the ideas of leadership vary and they depend on the
level of management in the hierarchy.’’ The analysis suggests that the CEO was
influenced to encourage ERM by a number of factors as discussed below.

It is seen that the markets of the CASES are global and insurance and solvency
capital regulations are becoming more global. Moreover, rating agencies (who
eventually fill up the gaps between the regulators and insurance companies) are
increasingly focusing on ERM. Practically, ratings influence the decisions of insur-
ers’ customers (i.e., policyholders) and shareholders. In addition, a major factor
influencing the CEOs was the fact that shareholders were unhappy with the massive
reduction in the value of companies’ shares 2000 and 2003, when most sharehold-
ers in the insurance sector lost a substantial percentage of their investments and
they held management accountable. This ultimately influenced the board of direc-
tors of all CASES to change their CEOs during this period of time.

The analysis however finds other factors which influenced the leaders (CEO,
CRO and Board of Directors) to think about ERM. They are profit stream, the
economic environment, regulations, and the dynamic nature of risks. However,
these factors of motivation are seen interrelated but difficult to prioritize. It was
revealed that their resultant consequence influences the leaders to implement an
aggressive business drive to manage their risks holistically. In fact, all these factors
have led CASES to be aware of the dynamics of the global marketplace in which
they operate. In turn, the CASES were motivated to think about the adequacy of
their level of capital to protect them from any potential economic downturn.

Regulations

In addition to leadership, solvency regulation and the initiative of rating agencies
were also found as the key drivers of ERM in the CASES. Clearly, the new regime
of risk-based regulations forced the CASES to accelerate and reshape their decen-
tralized risk management systems in a more holistic framework. Interestingly, a
voice was also noted from the respondents about their intention of going ahead
above of the regulatory curve. This means that in some CASES, regulations guide
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but they do not necessarily drive their ERM initiatives. In other words, regulation
can be seen as a key driving force of ERM for some CASES but for others regula-
tion simply provides guidance to the internal motivation.

In summary, the leadership of CEO and CRO were found as a key motivation
towards ERM within CASES. However, such leadership was not an isolated issue
but essentially driven by many economic and political factors (e.g., market volatil-
ity, competition, globalization, etc.). All these sub factors effectively influence the
CEOs (and the top management) to add more value in the firm in order to remain
solvent and beat the competition. In addition, regulation was also found as a key
factor towards the motivation of insurers” ERM.

Structure of ERM

The study revealed four key stages (i.e., identification, quantification, assessment,
and implementation), which build the structure of insurers’ ERM. In essence, they
are understood as the core management process of any organizational function.

Four Essential Stages

The ERM design, as seen in the CASES, has four common stages: identification,
quantification, implementation and monitoring. The first stage involves an identifi-
cation of the risks faced by the organization. This is not just an identification of
risks for purposes of compliance but necessarily for strategic decision making. The
second important stage of ERM involves analysis and quantification of risks. The
third stage of ERM involves assessing what can be done about the risk that is now
understood. The key managerial concern is to determine the amount of chance
(i.e., opportunity) that an organization assumes in a certain level of loss. The initial
analysis assesses the capacity (or ability) of the organization in terms of available
resources. This gives insurers an understanding of their capability, which then helps
to find insurers’ current position and to decide where they want to be at a certain
time of future. Finally, the fourth stage is for actual implementation and ongoing
execution of the ERM process. So ERM, in a very broad sense, in the CASES
involves with these four stages. However, it is noticed that each CASE undertakes
different specific activities under each of these stages. However, in all four key
stages, organizational structure plays an important role. The following paragraph
discusses its various aspects as seen in the study.

The Structure of Risk Governance
The study revealed a three line organizational structure. The structure distinguishes

risk observing as an independent function from risk taking. However, risk taking
was found as a management function. The first line of defence takes owns and man-
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ages risks in accordance with the set guidelines (e.g., Group Risk Policy). Although
the group CEO holds the overall responsibility for the management of risks faced
by the group, as the owner of risk, the primary responsibility of managing risks
goes to individual business units (or local units). The second line of defence (con-
stituting a part of central office) is often led by the CRO, who acts as risk observer
and facilitator, with primarily responsible for providing technical (and logistic) sup-
port to the first line of defence. The second line of defence however does not incur
any management responsibility. Consequently, it was not found directly liable for
mismanagement of risks. The third line of defence, often led by a group internal
auditor (who directly reports to the board), provides independent assurance on the
effectiveness of risk management (carried out by the first line of defence) and effi-
ciency of technical support (offered by the second line of defence). Since both the
second and the third lines of defence do not hold any risk management responsibil-
ity (they perform an advisory function), their functions (e.g., operational risk)
sometimes coincide. However, it is found that the objective of these two lines of
defence in relation to operational risk is distinct. In one hand, the group internal
auditors look at operational risks around the area of non-compliance of Group Risk
Policy (for example). On the other hand, the CRO is keen to develop tools and
techniques to manage large-scale operational risks and monitor the efficiency of the
tools and provide alternative solutions, where necessary, in association with the
relevant technical people. Alternatively, the job of CRO under ERM is found more
creative and innovative.

Challenges of ERM

The challenges of implementing ERM were found into two separate phases, i.e.,
operational and technical. The former (i.e., operational) is linked to the process and
the latter (i.e., technical) is linked to the tools as discussed earlier.

Operational Challenges

In the survey, 82% respondent identified the development of a common risk lan-
guage in communication issues as the key operational challenge. This is followed
by several other factors, i.e., a common culture and risk awareness (i.e., identifying
and studying the risk prior to the happening of the event), etc. In addition, the accu-
racy, consistency and adequacy of data were found as the key challenges.

Discussion

It is important to discuss why the identified issues, e.g., data accuracy, risk commu-
nication, risk awareness, a common risk language, and a common risk culture as
derived from the above process are perceived as the key challenges facing the
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CASES in implementing ERM. The discussion establishes that communication is
the overriding operational challenge of ERM. It is important to note that all the
issues are closely linked to each other. Whereas risk awareness is a potential barrier
to effective communication of risk, a common language of risk facilitates communi-
cation. While economic capital provides a common language of risk® across the
financial community, it is not so well understood by other respondents. As such,
effective communication of risk across the organization suffers. Since people under-
stand and judge risks in terms of locally defined values and concerns, communication
is found to be a major problem. Moreover, because of the lack of communication
and awareness, people focus on their own risk (which remains under their individual
domain) thus providing inadequate knowledge of risk sharing between members of
the organization. Consequently, the enterprise risk remains hidden, and ultimately
becomes large, complex and costly over time.* It is understood that risk communica-
tion, culture, and awareness of risk need to be aligned within a common language.
The study finds that such a common language of risk is often attempted by the
organizations through developing a unique and consistent Group Risk Policy.
The central point of all of these discussions focuses to a point, which suggests that
insurers should always hold a balance on the portfolio of its risks.

Technical Challenges

The analysis indicated that the CASES struggle significantly with technical chal-
lenges in implementing ERM. In the survey 71% respondents ranked the measure-
ment of operational risk as the top technical challenge. This was followed by
several other factors, e.g., measuring correlation of risk among risk types and lines
of businesses and risk profiling at the corporate level.

Measurement of Operational Risk

It was found that the management of operational risk within ERM in the CASES has
particular interest to calculate an amount of (economic) capital as necessary for solvency
requirements. Consequently, the management of operational risk has evolved as a quan-
titative exercise beyond the traditional aspects of operating errors. Recalling the previous
discussion it is understood that the two dimensions of ERM, i.e., organizational (process)
and technical (tool) are complimentary. In essence, operational risk arises from both
dimensions (i.e., tool and process) but they have different characters. Nevertheless, oper-
ational risk is not new in the insurance industry but the study discovered that measure-
ment of operational risk in numerical terms is a new idea. Therefore, conceptualizing and
defining operational risk, and identifying a complete list of risk indicators (which may
include purchasing inadequate reinsurance, incorrect data, and loss of reputation) is
problematic.** Consequently, measurement of operational risk is a major technical chal-
lenge, although the recent regulatory constraints for measuring operational risk have
given initial momentum to the insurers’ ERM initiatives.
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Risk Correlations

The issue regarding correlation (or dependency) comes with the complexity of
quantifying total risks of insurers. In order to combine the different parts of the
business it is important to consider correlations between risks (across types and
business lines). This arises because the capital charges for risks may not be accurate
(often it is higher) if the proper correlations are not considered. This is also found
as an important issue for diversification of risks. In addition to the appropriate
model, the key challenge to calculating correlations is accurate and adequate data.

Risk Profiling and Modeling

In order to increase the visibility of risk, risk profiling is found as a challenging
issue. A risk profile was established as the key to the accuracy of all risk manage-
ment functions and strategic decisions in the CASES. Alternatively, the risk profile
is considered a primary support tool for their ERM, including risk identification
and managing risk tolerances. Risk modeling is also regarded as a core of function
of ERM in the CASES. However, it is closely related to other issues (e.g., risk
quantification, risk correlations, and risk profiling) as identified earlier. CASES
were found to be well developed in modeling financial risks, but they struggled to
model operational risk within ERM. However, it was noted that CASES have taken
the modeling of operational risks seriously because of the regulatory constraints.
Still the adequacy, accuracy and consistency of data are found to be the key con-
cerns of all CASES.

Performance of ERM

The analysis finds that CASES do not use any specific framework or technique to
evaluate the performance of their ERM. The evaluation of companies’ perform-
ance by key stakeholders (credit rating agencies, financial analysts, and regulators)
is generally considered as crude benchmarking criteria. The analysis finds that the
execution of ERM is complex, time-consuming and costly. This is because ERM
depends on the company’s specific business model (retail or wholesale), its cul-
ture, the depth of knowledge of its staff in handling risks and also the size of the
organization. It is concluded that organizations having less (or more) volatile
profit streams have less (or more) structured ERM systems in place. In addition,
the effort of reinsurers towards developing ERM is seen to be greater than that of
primary insurers.

The analysis suggests that the benefits that managers find while practicing ERM
are general in nature. They include improved risk assessment in terms of under-
standing, identifying and prioritizing risks. Through risk mapping, management has
a better knowledge of the critical risks and their potential impact on the company.
It is argued that the organization through ERM will be better prepared to manage
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its risks and maximize its opportunities within the acquisition, product, and funding
programs. In addition, the practice of ERM could provide a common language for
describing risks and its potential effects, which could improve general communica-
tion. Better knowledge of risk, in particular, the emergent risks, could enable
management to handle them more efficiently and effectively in terms of quantification
and modeling; which may help the efficient pricing of risk. The development of risk
awareness could mitigate the level of risk, thus requiring less capital, which would
ultimately reduce the cost of capital. Above all, the practice of ERM may enable
insurers to maintain competitive advantage. In addition, the research finds that
industry managers apparently do not see any disadvantages arising from ERM.
Although the centralization (as opposed to harmonization) of risk and capital man-
agement issues in the framework of ERM could cause a systemic failure in the
future.’*

A Conceptual Model of ERM

Until now the findings of the study were discussed under five headings, i.e., under-
standing, evolution, structure, challenges, and performance of ERM. The following
paragraphs will develop a model of ERM out of the above findings. The model
represents several internal risk models designed for several significant risks (i.e.,
market risk, credit risk, investment risk, insurance risks, operational risk, etc.) The
separate models are used, in aggregation, to estimate economic capital for three
purposes, i.e., compliance of solvency regulations; achieving targeted ratings; and
driving the business in the competitive market.

The study found that insurance companies are increasingly using the ERM
model as an essential part of making corporate decisions and delivering strategies.
One of the key characteristic of the model is that it discusses ERM both as a process
and a tool simultaneously.

The study noted two technical aspects of the ERM model. They are estimation
of the probability of default (or failure) and deployment of (economic or risk-
adjusted) capital on the basis of this estimation. However, the requirements of the
governance issues have emerged distinctly in relation to the components.

Five Stages of the ERM Model

Stage I: The model theoretically suggests that ERM should consider all risks irre-
spective of source and nature. Risks captured in an (imaginary) radar screen are
separated through a filter into numerically quantifiable and unquantifiable compo-
nents. The quantifiable risks, which contain financial (i.e., market (stock, FX,
interest rate), core business (insurance), credit (counterparty), and operational
(system and human error)) are then identified. Thereafter, a risk landscape (risk
register or profile) is opened to track the quantifiable risks. Even all quantifiable
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risks are not considered for the purpose of ERM; rather a chunk of large risks
including emergent risks (which are best described as the unknown of known
risks, e.g., natural catastrophes, human pandemics, etc.) are there considered for
the next stage of ERM. The choice of significant risk is purely a unique exercise
for any organization because organizations’ corporate objectives and strategies are
distinct in the competitive marketplace. A second radar screen always remains in
operation to capture the new statistical correlations within the portfolio of signifi-
cant risks.

Stage 2: The significant risks are then modeled numerically in a predetermined
probability of default (failure) over a certain period of time. In addition, the efforts
remain always live to measure the unquantifiable risks as much as possible. Another
filter (imaginary) is then used to calculate total acceptable risks, which are essen-
tially linked to the risk appetite of the firm. In fact, the risk appetite is a complex
issue as it includes many subjective factors like organizational culture, customers’
preference, market environment, shareholders expectations, organization’s past
experience, etc. They are very specific to the firm and difficult to quantify numeri-
cally. In effect, the organizations often exhibit inconsistent risk preferences. Ideally,
risk appetite should reflect a clear picture of the current level of business risk of the
firm. Organizations’ risk tolerance is then determined numerically based on its risk
appetite. In essence, the risk tolerance of a firm drives its corporate strategies. One
of the complex tasks in ERM is the aggregation of various risk models. Several
reasons lead such complexities, i.e., non-linearity among the lines of business, dif-
ferent risk class and inconsistent risk measures, etc.® Indeed, selection of the level
of tolerance (i.e., acceptable impacts or confidence level) and determination of time
horizon depends on the prudent judgment of the insurers.

Stage 3: Various techniques, including both the insurance market and capital market
are used to transfer and finance the total acceptable risk. A variable (risk-adjusted)
amount of capital is then deployed to finance these total acceptable risks. These
actions illustrate that the CASES deal with risks by first calculating and then choos-
ing from the available and alternative risk-return combinations.* A third radar
screen comes into operation at this stage to observe the changes in the total accept-
able risks (including potential unexpected losses) and this information is then
deployed to adjust the amount of capital. This is commonly known as economic
capital.’’ There always remains a residual risk (= liabilities — economic capital),
which insurers always to carry. At this stage risks are also reduced through addi-
tional mitigation measurers (e.g., improve controls).

Stage 4: Upon determining the economic capital the next step is to allocate risks
into different risk types and lines of businesses. The objective is to ensure the
proportional contribution of each line of business on the overall cost of capital of
the firm.® Furthermore, determining the size of the economic capital and its
breakup of the subsidiaries is problematic because of the inconsistencies of regula-
tions among geographical locations. The idea of an economic balance sheet (in
contrast to statutory accounting balance sheet) is to reflect the forecasted market
volatility in the return taking the time value of money into account. This in turn is
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linked to the calculation of shareholder (firm) value at a particular point (or period)
of time in order to derive future business strategies.

Stage 5: The performance of risk management is then disclosed (reported) to the
stakeholders (i.e., shareholders, bondholders, and policyholders). The policyhold-
ers and shareholders have different interests in insurers’ performance in terms of
the economic balance sheet. Ideally, policyholders want to see that the organization
operates with the maximum amount of capital but the shareholders prefer the oppo-
site. Third parties, i.e., government regulatory agencies, and rating agencies play an
influential role to monitor the performance of the insurers. Regulators are there to
maintain the interest of the policyholders and rating agencies provide their opinion
on the financial strength of the organizations, which interests both policyholders
and shareholders. The objective of the organization is to comply with the (solvency)
regulations and meeting the criteria of the rating agencies to achieve or maintain a
targeted level of rating. Finally, the system needs to repeat continually with neces-
sary adjustments in line with the corporate objectives and strategies.

It is important to mention here that the five-stage model is not unique but a
benchmark of managing insurers’ enterprise (i.e., all significant) risks. Indeed, the
execution could vary at the operational stage from one company to another. For
example, risk tolerances may be established in Stage 1 instead of Stage 2 to see of
the potential impact of various risks during identification phase in line with corpo-
rate objectives.

Conclusion

The objective of the research was to study the ERM in the insurance industry
empirically. Leadership and regulations were found the key motivation of ERM in
insurance. Moreover, the understanding of ERM is uneven. ERM is understood
both as a tool (objective view) and a process (subjective view). Four key stages of
the process, i.e., centralization, integration, standardization, and harmonization
were discovered. In addition, ERM was seen as an approach of managing business
holistically. There appears a need of close integration of the process oriented
knowledge of risk (i.e., corporate governance in terms of the fluctuation of per-
formance) with the subject oriented expertise of ERM (i.e., opportunity). The cen-
tral idea of the discussions suggests two perspectives of risk management. First,
risk as insurers’ core business functions (i.e., underwriting, investment, finance)
and second risk arising from the fluctuation of performance while performing the
core business functions. The former views risk management as a tool and the latter
as a process. At the corporate level, ERM combines both toll and process views of
risk management and suggests an approach of managing the total risks of the
organization in a single framework.

The design and implementation of ERM was found inconsistent across the
industry mainly because of the different level of risk appetite. The value of ERM
still remains as a speculation for the absence of concrete evidence. Nevertheless,



4 Enterprise Risk Management in Insurance 53

ERM is an evolving concept and there need more research on the topic from multi-
disciplinary perspective. Practically, insurers’ internal risk models are regarded as
a part of Solvency II framework. Principally, thinking widely on the sources of risk
and deploying appropriate mitigation tools/strategies will reveal opportunities.
Despite the complexity of integrating the objective and subjective concepts of risk,
the study reveals that insurance companies will increasingly use ERM system to
support their future growth opportunities (in line with corporate objectives) by
maintaining targeted level of capital. The central idea of virtually all functions
within ERM is to secure maximum profit (i.e., shareholder value) at the minimum
(i.e., lowest) level of risk. However, incorporating the benefits of business mix and
geographical diversification into the ERM model will remain an ongoing debate
between the organization and regulators and rating agencies.

Finally, the evolution of ERM is a part of firms’ initiative towards establishing
a market-oriented organizational culture to generating, disseminating, and respond-
ing appropriately to market requirements. The challenge is however to maximize
the link between the demand of the market (i.e., external requirements) and compe-
tency of the organization (i.e., internal requirements). Ideally, risk (i.e., the volatil-
ity) is the key component of such a complex link and ERM has been evolved to
minimize the total risk of the firm. Consequently, ERM is a value adding function.
In particular, it is important to remember that similar to other process/system, an
ERM, even robust, can not always guarantee the efficient and effective management
of risk of the origination. The success essentially depends on the dedication and
attitude of users (i.e., both at individual and group levels) towards identifying and
managing risks in their everyday functions for the best interest of their
organizations.
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Chapter 5
Supply Chain Risk Management

D.L. Olson and D. Wu

Global competition, technological change, and continual search for competitive
advantage have motivated risk management in supply chains.! Supply chains are
often complex systems of networks, reaching hundreds or thousands of participants
from around the globe in some cases (Wal-Mart or Dell). The term has been used
both at the strategic level (coordination and collaboration) and tactical level (man-
agement of logistics across functions and between businesses).” In this sense, risk
management can focus on identification of better ways and means of accomplishing
organizational objectives rather than simply preservation of assets or risk avoid-
ance. Supply chain risk management is interested in coordination and collaboration
of processes and activities across functions within a network of organizations. Tang
provided a framework of risk management perspectives in supply chains.®> Supply
chains enable manufacturing outsourcing to take advantages of global relative
advantages, as well as increase product variety. There are many risks inherent in
this more open, dynamic system.

Supply Chain Risk Management Process

One view of a supply chain risk management process includes steps for risk identi-
fication, risk assessment, risk avoidance, and risk mitigation.* These structures for
handling risk are compatible with Tang’s list given above, but focus on the broader
aspects of the process.

Risk Identification

Risks in supply chains can include operational risks and disruptions. Operational
risks involve inherent uncertainties for supply chain elements such as customer
demand, supply, and cost. Disruption risks come from disasters (natural in the
form of floods, hurricanes, etc.; man-made in the form of terrorist attacks or wars)
and from economic crises (currency reevaluations, strikes, shifting market prices).
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Most quantitative analyses and methods are focused on operational risks.
Disruptions are more dramatic, less predictable, and thus are much more difficult
to model. Risk management planning and response for disruption are usually
qualitative.

Risk Assessment

Theoretically, risk has been viewed as applying to those cases where odds are
known, and uncertainty to those cases where odds are not known. Risk is a prefera-
ble basis for decision making, but life often presents decision makers with cases of
uncertainty. The issue is further complicated in that perfectly rational decision mak-
ers may have radically different approaches to risk. Qualitative risk management
depends a great deal on managerial attitude towards risk. Different rational individ-
uals are likely to have different response to risk avoidance, which usually is
inversely related to return, thus leading to a tradeoff decision. Research into cogni-
tive psychology has found that managers are often insensitive to probability esti-
mates of possible outcomes, and tend to ignore possible events that they consider
to be unlikely.” Furthermore, managers tend to pay little attention to uncertainty
involved with positive outcomes.® They tend to focus on critical performance tar-
gets, which makes their response to risk contingent upon context.” Some approaches
to theoretical decision making prefer objective treatment of risk through quantita-
tive scientific measures following normative ideas of how humans should make
decisions. Business involves an untheoretical construct, however, with high levels
of uncertainty (data not available) and consideration of multiple (often conflicting)
factors, making qualitative approaches based upon perceived managerial risk more
appropriate.

Because accurate measures of factors such as probability are often lacking,
robust strategies (more likely to enable effective response under a wide range of
circumstances) are often attractive to risk managers. Strategies are efficient if they
enable a firm to deal with operational risks efficiently regardless of major disrup-
tions. Strategies are resilient if they enable a firm to keep operating despite major
disruptions. Supply chain risk can arise from many sources, including the
following:®

¢ Political events

e Product availability

¢ Distance from source

e Industry capacity

e Demand fluctuation

e Changes in technology

e Changes in labor markets
o Financial instability

e Management turnover
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Risk Avoidance

The oldest form of risk avoidance is probably insurance, purchasing some level of
financial security from an underwriter. This focuses on the financial aspects of risk,
and is reactive, providing some recovery after a negative experience. Insurance is
not the only form of risk management used in supply chains. Delta Airlines insur-
ance premiums for terrorism increased from $2 million in 2001 to $152 million in
2002.° Insurance focuses on financial risks. Other major risks include loss of cus-
tomers due to supply change disruption.

Supply chain risks can be buffered by a variety of methods. Purchasing is usu-
ally assigned the responsibility of controlling costs and assuring continuity of sup-
ply. Buffers in the form of inventories exist to provide some risk reduction, at a cost
of higher inventory holding cost. Giunipero and Al Eltantawy compared traditional
practices with newer risk management approaches.'” The traditional practice, rely-
ing upon extra inventory, multiple suppliers, expediting, and frequent supplier
changes suffered from high transaction costs, long purchase fulfillment cycle times,
and expensive rush orders. Risk management approaches, drawing upon practices
such as supply chain alliances, e-procurement, just-in-time delivery, increased
coordination and other techniques, provides more visibility in supply chain opera-
tions. There may be higher prices incurred for goods, and increased security issues,
but methods have been developed to provide sound electronic business security.

Risk Mitigation

Tang provided four basic risk mitigation approaches for supply chains.!" These focus
on the sources of risk: management of uncertainty with respect to supply, to demand,
to product management, and information management. Furthermore, there are both
strategic and tactical aspects involved. Strategically, network design can enable better
control of supply risks. Strategies such as product pricing and rollovers can control
demand to a degree. Greater product variety can strategically protect against product
risks. And systems providing greater information visibility across supply chain mem-
bers can enable better coping with risks. Tactical decisions include supplier selection
and order allocation (including contractual arrangements); demand control over time,
markets, and products; product promotion; and information sharing, vendor managed
inventory systems, and collaborative planning, forecasting, and replenishment.

Supply Management

A variety of supplier relationships are possible, varying the degree of linkage between
vendor and core organizations. Different types of contracts and information exchange
are possible, and different schemes for pricing and coordinating schedules.
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Supplier Selection Process

Supplier (vendor) evaluation is a very important operational decision. There are
decisions selecting which suppliers to employ, as well as decisions with respect to
quantities to order from each supplier. With the increase in outsourcing and the
opportunities provided by electronic business to tap world-wide markets, these
decisions are becoming ever more complex. The presence of multiple criteria in
these decisions has long been recognized.'”> A probabilistic model for this decision
has been published to include the following criteria:'

. Quality personnel

. Quality procedure

. Concern for quality

. Company history

. Price relative to quality
. Actual price

. Financial ability

. Technical performance
. Delivery history

10. Technical assistance
11. Production capability
12. Manufacturing equipment
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Some of these criteria overlap, and other criteria may exist for specific supply chain
decision makers. But clearly there are many important aspects to selecting suppliers.

Supplier Order Allocation

Operational risks in supply chain order allocation include uncertainties in demands, sup-
ply yields, lead times, and costs. Thus not only do specific suppliers need to be selected,
the quantities purchased from them needs to be determined on a recurring basis.

Supply chains provide many valuable benefits to their members, but also create
problems of coordination that manifest themselves in the “bullwhip” effect."
Information system coordination can reduce some of the negative manifestations of
the bullwhip effect, but there still remains the issue of profit sharing. Decisions that
are optimal for one supply chain member often have negative impacts of the total
profitability of the entire supply chain.!®

Demand Management

Demand management approaches include using statistics in models for identification
of an optimal portfolio of demand distributions'® and economic models to select strate-
gies using price as a response mechanism to change demand.'” Other strategies include



5 Supply Chain Risk Management 61

shifting demand over time, across markets, or across products. Demand management
of course is one of the aims of advertising and other promotional activities. However,
it has long been noted as one of the most difficult things to predict over time.

Product Management

An effective strategy to manage product risk is variety, which can be used to
increase market share to serve distinct segments of a market. The basic idea is to
diversify products to meet the specific needs of each market segment. However,
while this would be expected to increase revenues and market share, it will lead to
increase manufacturing costs and inventory costs. Various ways to deal with the
potential inefficiencies in product variety include Dell’s make-to-order strategy.

Supply Chain Disruption

Tang classified supply chain vulnerabilities as those due to uncertain economic
cycles, customer demand, and disasters. Land Rover reduced their workforce by
over one thousand when a key supplier went insolvent. Dole was affected by
Hurricane Mitch hitting their banana plantations in Central America in 1998.
September 11, 2001 suspended air traffic, leading Ford Motor Company to close
five plants for several days.'® Many things can disrupt supply chains. Supply chain
disruptions have been found to negatively impact stock returns for firms suffering
them."

Supply Chain Risks

Recent research into supply chain risk covers many topics.

New Technology Risk

Golda and Phillipi* considered technical and business risk components of the sup-

ply chain. Technical risks relate to science and engineering, and deal with the

uncertainties of research output. Business risks relate to markets, human responses

to products and/or related services. At Intel, three risk mitigation strategies were

considered to deal with the risks associated with new technologies:

1. Partnerships, with associated decisions involving who to partner with, and at
what stage of product development



62 D.L. Olson, D. Wu

2. Pursue extendable solutions, evolutionary products that will continue to offer
value as new technical breakthroughs are gained
3. Evaluate multiple options to enable commercialization

Partner Selection Risk

Partner (to include vendor) evaluation is a very important operational decision.
Important decisions include which vendors to employ and quantities to order from
each vendor. With the increase in outsourcing and the opportunities provided by
electronic business to tap world-wide markets, these decisions are becoming ever
more complex. The presence of multiple criteria in these decisions has long been
recognized.?!

Outsourcing Risks

Other risks are related to partner selection, focusing specifically on the additional
risks associated with international trade. Risks in outsourcing can include:?

e Cost — unforeseen vendor selection, transition, or management

e Lead time — delay in production start-up, manufacturing process, or transportation

e Quality — minor or major finishing defects, component fitting, or structural
defects

Outsourcing has become endemic in the United States, especially information
technology to India and production to China.?* Risk factors include:

e Ability to retain control

o Potential for degradation of critical capability

¢ Risk of dependency

e Pooling risk (proprietarial information, clients competing among themselves)
e Risk of hidden costs

Ecological Risks

In our ever-more complex world, it no longer is sufficient for each organization
to make decisions in light of their own vested self-interest. There is growing con-
cern with the impact of human decisions on the state of the earth. This is espe-
cially true in mass production environments such as power generation,* but also
is important in all aspects of business. Cruz (2008) presented a dynamic frame-
work for modeling and analysis of supply chain networks in light of corporate
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social responsibility.” That study presented a framework multiple objective pro-
gramming model with the criteria of maximizing profit, minimizing waste, and
minimizing risk.

Multiple Criteria Selection Model

A number of methodologies are applied in practice, to include simple screening and
scoring methods,?® supplier positioning matrices to lay out risks by vendor, with
associated ratings,”” and a combination of sorts combining risk categorization with
ratings of opportunity, probability, and severity.”® Traditional multiple criteria meth-
ods have also been applied, to include analytic hierarchy process.” The simple
multiattribute rating theory (SMART)*® model bases selection on the rank order of
the product of criteria weights and alternative scores over these criteria, and will be
used here. Note that we are demonstrating, and are not claiming that the orders and
ratings used are universal. We are rather presenting a method that real decision
makers could use with their own ratings (and even with other criteria that they
might think important in a given application).

Options

There are various levels of outsourcing that can be adopted. These range from sim-
ply outsourcing particular tasks (much like the idea of service oriented architec-
ture), co-managing services with partners, hiring partners to manage services, and
full outsourcing (in a contractual relationship). We will use these four outsourcing
relationships plus the fifth option of doing everything in-house as our options.

Criteria

We will utilize the criteria given below:

e Cost (including hidden)

e Lead time

e Quality

e Ability to retain control

e Potential loss of critical capability

e Risk of dependency

e Risk of loss of proprietarial information
e Risk of client contention

The SMART method begins by rank ordering criteria. Here assume the follow-
ing rank order of importance:
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. Ability to retain control

. Risk proprietarial information loss
. Quality of product and service

. Potential loss of critical capability
. Risk of dependency

Cost

. Lead time

. Risk of client contention

The next step is to develop relative weights of importance for criteria. We will
do this by assigning the most important criterion 100 points, and give proportional
ratings for each of the others as given in Table 5.1:

Weights are obtained by dividing each criterion’s assigned point value by the total
of points (here 435). This yields weights shown in Table 5.2:

Scoring of Alternatives over Criteria

The next step of the SMART method is to score alternatives. This is an expression
by the decision maker (or associated experts) of how well each alternative performs
on each criterion. Scores range from 1.0 (ideal performance) to 0 (absolute worst
performance imaginable). This approach makes the scores independent of scale,
and independent of weight. Demonstration is given in Table 5.3:

Table 5.1 Assignment of points to criteria

Rank Criterion Points
1 Ability to retain control 100
2 Risk proprietarial information loss 90
3 Quality of product and service 85
4 Potential loss of critical capability 60
5 Risk of dependency 40
6 Cost 30
7 Lead time 25
8 Risk of client contention 5

Table 5.2 Weight development

Rank  Criterion Points Weights
1 Ability to retain control 100 0.230
2 Risk proprietarial information loss 90 0.207
3 Quality of product and service 85 0.195
4 Potential loss of critical capability 60 0.138
5 Risk of dependency 40 0.092
6 Cost 30 0.069
7 Lead time 25 0.057
8 Risk of client contention 5 0.011
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Table 5.3 Scores

Criteria Out-tasking ~ Co-managed Managed  Contract In-house

Ability to retain control 0.9 0.6 0.3 0.0 1.0

Risk proprietarial 0.8 0.5 0.2 0.0 1.0
information loss

Quality of product 0.3 0.4 0.6 0.9 0.7
and service

Potential loss of 0.3 0.2 0.2 0.0 1.0
critical capability

Risk of dependency 0.8 0.4 0.3 0.0 1.0

Cost 0.3 0.5 0.7 1.0 0.2

Lead time 0.8 0.3 0.5 0.7 0.4

Risk of client 0.0 0.2 0.3 1.0 0.3
contention

Table 5.4 Value functions

Alternative ~ Out-tasking Co-managed Managed Contract In-house
0.613 0.438 0.363 0.297 0.844
2 3 4 5 1

Once weights and scores are obtained, value functions for each alternative are sim-
ply the sum products of weights times scores for each alternative. The closer to 1.0
(the maximum value function), the better. Table 5.4 shows value scores for the five
alternatives:

The outcome here is that in-house operations best satisfy the preference function of
the decision maker. Obviously, different weights and scores will yield different
outcomes. But the method enables decision makers to apply a sound but simple
analysis to aid their decision making.

Conclusions

Supply chains have become important elements in the conduct of global business.
There are too many efficiency factors available from global linkages to avoid. We
all gain from allowing broader participation by those with relative advantages.
Alliances can serve as safety nets by providing alternative sources, routes, or prod-
ucts for its members. Risk exposure within supply chains can be reduced by reduc-
ing lead times. A common means of accomplishing lead time reduction is by
collocation of suppliers at producer facilities.

This chapter has discussed some of the many risks associated with supply
chains. A rational process of dealing with these risks includes assessment of what
can go wrong, quantitative measurement to the degree possible of risk likelihood
and severity, qualitative planning to cover a broader set of important criteria, and
contingency planning. A wide variety of available supply chain risk-reduction strat-
egies were reviewed, with cases of real application.
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While no supply chain network can expect to anticipate all future disruptions,

they can set in place a process to reduce exposure and impact. Preplanned response
is expected to provide better organizational response in keeping with organizational
objectives.
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Chapter 6
Two Polar Concept of Project Risk
Management

S.M. Seyedhoseini, S. Noori, and M. AliHatefi

The state-of-the art of Risk Management Process (RMP) has primarily relied on
two main phases, (a) Risk Assessment and (b) Risk Response. Most of these studies
have had a significance emphasis on risk assessment but we can find a limited study
on the subject of risk response. So, the main objective of this research study is to
emphasize on the indispensable shift of our perspectives at the present time to a
more “Equilibrant” RMP, both for risk assessment and risk response. Based on this
view, this paper proposes a two-polar generic RMP framework for projects and
introduces some new elements. It can be concluded that a two-polar perspective
proposed in this research study can be used for risk management projects in most
effective and productive manner in real world’s problems.

We require managing risks, related to our projects. The need for project risk
management has been widely recognized' but it is generally overlooked, from
concept to completion. “Sadly, many organizations do not know much about risk
management and do not even attempt to practice it.”> Project risk management
has been defined as the art and science of identifying, assessing, and responding
to project risk throughout the life of a project and in the best interests of its
objectives.?

The main objective of this chapter is to emphasize on the indispensable shift
of our perspectives at the present time to a more “Equilibrant RMP.” For this pur-
pose, after looking at some RMPs in the state-of-the art, the paper introduces the
concept of “Equilibrium” in RMP and proposes a two-polar generic framework
for RMP.

Risk Management Processes

Many studies have introduced risk management processes (RMPs), but there is
more work needed. Most studies proposing RMP applied in the project environ-
ment belong to one of the contexts given below:

¢ Project management context
¢ Civil engineering context

D.L. Olson, D. Wu (eds.) New Frontiers in Enterprise Risk Management, 69
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e Software engineering context
e Public application context

Almost all conventional RMPs have a similar framework. In many cases there are
differences in the way of structuring the process. The series of steps in the process
tends to reflect the view of the author but the overall approaches tend to be similar;
however there are detail differences. In some RMPs there are scope differences.
One of the biggest differences through common RMPs being discovered is some
kind of planning which is included in the process.* Furthermore, conventional
RMPs, usually, consist of three to nine phases. Within the research by present
paper, we have studied and compared most of RMPs in the literature. Some typical
RMPs are presented in Table 6.1.

Equilibriant RMPs and Related Gaps

There has been some discussion about the relative importance of different phases
of RMP. The assumption would thus be that all phases support equally but in dif-
ferent ways the overall goal of improving project performance.?! We define the
critical success factor of the “Equilibrium” as due attention to all phases of RMP
which are important in turn. There is a consensus that the RMP must be com-
prised of two main phases.?? The first phase is risk assessment including risk
identification and risk analysis, which is analytical in nature. The second phase
is risk response, which is synthetic. The critical success factor of the “Equilibrium”
expresses that the initial phases of RMP play a fundamental role and the tail end

Table 6.1 Typical RMPs

RMP name Author Context Year  Description

Construction risk ~ Al-Bahar and Civil 1990  This RMP provides an effec-
management Crandall® Engineering tive and systematic frame-
system (CRMS) work for quantitatively

identifying, evaluating,
and responding to risk in
construction projects

RISKMAN Carter et al.® Project Manage- 1996 It has a practical approach

ment to the management of

risk. The purpose of the
RISKMAN methodology
is to provide a general
framework for professional
project RM, and guidance
for its implementation

(continued)
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Table 6.1 (continued)
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RMP name Author Context Year  Description
Risk analysis and ~ UK Institution  Civil Enginee =~ 1998  The RAMP has four phases
management for of Civil ring and thirteen sub-phases
projects Engineers specifically conceived for
(RAMP) et al.’ capital investment projects
Continuous risk Rosenberg Software 1999  This methodology was devel-
management et al. Engineering oped in conjunction with
(CRM) the Software Engineering
Institute (SEI) at Carnegie
Mellon University and
tailored to the NASA
systems community
Department of U.S. Department Public 2000  The DoD is a product of a
defense (DoD) of Defense Application joint effort by the under
(DoD) et al.’ secretary of defense. This
RMP includes risk plan-
ning, assessing, handling
and monitoring steps with
feedback from monitoring
and documentation for all
process steps
Capability matur Software Software 2001 It is the updated revision of
ity model integra-  Engineering Engineering the CMM, Capability
tion (CMMI) Institute Maturity Model, by SEI
(SED)'® and Humphrey (1990)
RISKIT (Risk Kit) Kontio'! Software 2001  Itis based on a graphical
Engineering modeling formalism. The
RISKIT method supports
multiple stakeholder views
to risks by considering
their potential utility losses.
Kontio developed the con-
cept of risk scenario within
the RISKIT. Also a process
improvement framework
and some empirical evalua-
tions support the RISKIT
Management of Office of Public Appli- 2002 The MoR is a guide which;
risks (MoR) Government cation defines the best practice
Commerce in the implementation of
(0GC)*2 RMP. It takes a corporate

governmental focused
approach to the develop-
ment of an organizational
framework for managing
risk from strategic level
to operational level

(continued)
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RMP name Author Context Year  Description
Risk filtering, Haimes, et al.””  Public Appli- 2002 The RFRM identifies, pri-
rank-ing and cation oritizes, assesses, and
management manages risks to complex,
(RFRM) large-scale systems. It
encapsulates the six ques-
tions of risk assessment
and management, thereby
adhering to a comprehen-
sive risk analysis process.
The RFRM consists of
eight phases
Project Del Cano and Civil 2002  The PUMA is a hierarchi-
uncertainty man- De la Cruz! Engineering cally structured, flexible,

agement (PUMA)

Shape, harness, Chapman and Project Manage- 2003

and manage Ward"® ment
project
uncertainty
(SHAMPU)
Project management Project Manage- Project 2004
body of knowl- ment Management
edge (PMBoK) Institute
(PMI)'®

Project risk Simon et al."” Project 2004
analysis and Management
management
(PRAM)

and generic methodology
that has been applied to
construction projects. This
methodology is proposed
based on professional
experience of the
authors, an analysis

of the previously
published RMP of
project environment

and Interviews to
professionals

The SHAMPU is a

generic RMP consisting
of nine steps. It is explic-
itly defined to be iterative
with the level of detail

The first versions of PMBoK

released in 1996, which;
included four phases.

In the next version, the
2000 edition, the PMBOK
presented six processes.
The 2004 edition is
developed version of the
2000 edition

In the PRAM all phases are

defined in detail, includ-
ing flowcharts covering
the different activities in
each phase. The process
is designed for the largest
projects and the authors
provide simplifications
for specific cases

(continued)
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Table 6.1 (continued)

RMP name Author Context Year  Description

Multi-party risk Pipattanapi- Civil 2004 The MRMP considers several
management wong'® Engineering parties’ views involved
process in project. It consists of
(MRMP) three main systematic and

logical processes which;
is shown in input-process-
output flow diagram

AS/NZS 4360 Australian New  Public 2004  This standard was developed
Zealand Application in 1996 to accommodate
Standard" public sectors and private

organizations on risk
management. Its risk man-
agement approach is very
generic and can be used in
any projects
RISKAID Risk Reasoning  Project Manage- 2005 The RISKAID includes a

Ltd.*® ment methodical process for
identifying and assessing
risks, identifying actions
and assessing their effects
on risks, then managing
the risks throughout the
project lifecycle. It sup-
ported by a software tool-
set, a training guideline
and a backup service

phases of RMP play a throughout role. Focusing on one and ignoring the other
misleads RMP. Indeed, one can assume that risk assessment and risk response are
poles of RMP in which; risk assessment is a decision-making tool and risk
response is the decision made and put in practice. It should be noted that, ignor-
ing the concept of the “Equilibrium” causes problems in design of and/or imple-
mentation of RMP. One of the biggest problems with many RMPs is that one or
more process steps are missing, weakly implemented, or out of order. “All RMP
steps are equally important. If you do not do one or more steps, or you do them
poorly, you will likely have an ineffective RMP.#

Importance of Risk Assessment and Risk Response

The primary phase in RMP is risk assessment, so any faults and defections on this
phase are extends and accumulated to the next phases. So, effective RMP begins with
effective risk assessment.?* In the other words, one cannot manage risks if one does
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not characterize them to know what they are, how likely they are, and what their
impact might be.” On the other hand, one can consider that risk response phase has
a throughout role in RMP. Kliem and Ludin maintained that good risk management
requires good decision-making.?® Some investigators assert that importance of risk
response is premier than importance of risk assessment. They believe that it is risk
response which; really leads RMP toward the final results. Hillson stated “Identification
and assessment will be worthless unless responses can be developed and implemented
which really make a difference in addressing identified risks.”?” Fisher also stated that
all of the risk management activities are meaningless if they do not produce informa-
tion based on which the decision maker makes decisions for the benefit of the
program.?® Williams asserted that the purpose of risk analysis is always providing
input for an underlying decision problem.”

A Significant Gap

In the traditional view, initial phases of RMP are more significant cause they are
more fundamental. Based on this view, Elkjaer and Felding stated, “If risks are not
identified, they cannot be managed thus giving greatest weigh to the risk identifica-
tion phase.”* This view has directed most risk management researches toward risk
assessment. This subject has originated a significant gap in the related researches
in the literature. Undoubtedly, we can assert that the main recent gap in RMP is in
the subject of risk response. Many researchers stress the mentioned gap while the
following statements confirm it:

— “Yet risk response development is perhaps the weakest part of RMP, and it is
here that many organizations fail to gain the full benefits of RMP.”3!

— “Although there is wide agreement that the development of risk response plans
is an important element of project risk management, few solutions have been
proposed and there are no widely accepted processes, models or tools to support
the cost-effective selection of risk responses.””*

— “Risk response planning is far more likely to be inadequately dealt with, or
overlooked entirely, in the management of project risk.”**

— “A few specific tools have been suggested in the literature for determining risk
responses.”*

— “There are several systematic tools and techniques available to be promptly used
in risk identification; several quantitative and qualitative techniques also are
available for risk analysis; but, in risk response process, less systematic and
well-developed frameworks have been provided.”*

The above statements emphasize that existing RMPs are directed toward focusing
on risk assessment and neglecting risk response. Table 6.2, introduced by
Pipattanapiwong, supports the above statements.
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Table 6.2 Summary of risk management research in construction

RMP
Area of risk management research Risk identification Risk analysis Risk response
Risk category
Economic, financial, bidding risk Medium High Low
Estimating, scheduling related risk Low High Low
Managerial risk Medium Medium Low
Political and legal risk Medium Low Low
Cultural related risks Medium Low Low
Health and safety risk Low Low High
Social, design, force major risk Low Low Low
RM Development High High Low
Subjective issues
Subjective assessment Low Medium Low
Risk perception Low Low Low
Risk attitude Low Low Low
Risk communication Low Low Low
Survey of risk management Low Medium Medium
practice
Type of application project
Build, Operate, Transfer (BOT) Medium Low Low
Infrastructure project Low Medium Low

A Two Polar RMP Framework for Projects

Regarding the critical success factor of “Equilibrium” in RMP, the two-polar perspec-

tive expresses that RMP has two main equivalent poles or columns including risk and

response. Here, we propose a two-polar RMP, which is compatible to project environ-

ment. This RMP commences with the box of “RMP start up” and finishes with the

box of “RMP shut down.” Table 6.3, shows the breakdown of our proposed RMP.
The proposed RMP has the following main properties:

e The proposed RMP is designed based on a two-polar concept. In deed, we have
designed all elements of our RMP, in respect with two main equivalent poles or
columns including risk and response.

e The proposed RMP is generic. This means that risk management analysts must
generate a RMP to match the size and complexity of their project.

e Our RMP is integrated to the overall project plan.

e The proposed RMP could be applied to each given level of project work break-
down structure (WBS). Project WBS is a top-down hierarchical chart of tasks
and subtasks required for completing the project.’

e The skeleton of our proposed RMP is based on the view of Plan-Do-Check-
Action (PDCA)* (Kleim and Ludin 1997). The iteration loop consists of
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Table 6.3 Breakdown of the proposed RMP

PDCA view
(Plan-do-check-
action)

Level-1

Level-2 Level-3

RMP start up

Action Actuation
Plan Risk assessment Risk identification
Risk analysis Risk measurement
Risk processing
Risk classification
Response assessment Response identification
Response analysis Response measurement
Response processing
Response classification
Do and Implementation and
Check control

RMP shut down

Acuation, Risk Assessment, Response Assessment, and Implementation and
Control. The most overriding core of this process is ‘“Plan” which; will be established
based on a two-polar concept because it contains risk assessment and response

assessment.

Conceptual Framework

To establish a powerful RMP, the risk management analyst must define project,
risks and responses and distinguishes clear relationship among them. So the con-
ceptual model presented here is structured based on three pivotal elements i.e.
project, risks and responses. The key concepts are defined as following:

Project measure:

Project ultimacy:
Risk event:

Risk measure:

The project scope is split into three key success factors
including project time, project quality and project cost (see
Table 6.4). These factors could be named as project meas-
ures. In principle, reaching the project scope requires us to
get the targets related to these three project measures.

It is the ultimate state of project in terms of project measures.
It is a discrete occurrence that if it occurs, has a positive
(opportunity) or negative (threat) effect on the project meas-
ures (Simon et al. 2004).%® Indeed, risks affect on schedule,
quality and cost of project work elements and these affec-
tions generalizes to the project scope.

Risks have several characteristics, which could be used to
characterize risk events. We name these characteristics as
risk measures, which are described in Table 6.5.
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Table 6.4 Project measures

No. Project measure

Description

1 Project time
2 Project quality
3 Project cost

The project plan on schedule
The specifications of the project product
The planned cost of project

Table 6.5 Risk measures
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Risk measure

Description

Risk probability

Risk impact

Risk detection

Risk manageability

Risk effect delay

Risk proximity

Risk predictability
Risk growth

Risk uncertainty

Risk uniqueness

The likelihood of occurring risk event
(risk event occurrence probability)

When an event occurs, it impacts on the project measures.

Therefore, risk event impact could be stated in terms
of schedule, quality and cost
The degree of easiness of detection of risk.*
This measure is developed based on Risk Priority
Number (RPN) that is a failure assessment criterion in
Failure Mode and Evaluation Analysis (FMEA)
It refers to degree of influence on the
controlling of the risk.*
Indeed this measure is concerned with this question:
“Can anything be done about risk?”
This measure, which sometimes is named timeframe,*'
describes the time of latency between the
event occurring
time and the actual impact of damage*®
Some risks occur early in the project cycle and others
late in the cycle. Risk proximity is the period of time
within which the risk is expected to occur
This measure determines where and when in
the project, risk might occur®
The variation of risk measures along time,
if it is left unattended*
Risk uncertainty refers to the lack of information about
the nature of probabilistic distribution
function of risk measures.
This measure brings the risk classification
including known,
unknown known and unknown unknowns*
Sometimes, dealing with a special subject,
a risk may receive
attention. For example, a special marketing situation
guides the risk management analyst to give
high weigh to a risk

Risk coupling The effect, which a risk would have on measures
of other risks
Risk class: Risk class implies typology of risk. A risk, from different

Response action:

views, belongs to different classes.
Response action is a discrete activity that when carried out,
has a positive (ameliorator) or negative (deteriorator) effect
on the risks measures.
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Response measure:  Similar to those of risk, there are some measures to charac-

terize response actions. These characteristics could be named
as response measures. Response measures are explained in
Table 6.6.

Response class: Response class implies typology of response. A response,

from different views, belongs to different classes.

The conceptual framework to clarify the relationships among project, risks,

responses and their measures contains five important scenarios as follows:

Implementing of response actions affects the risk measures
Occurrence of risk events affects the project measures
Response measures are used to characterize response actions
Risk measures are used to characterize risk events

Project measures are used to characterize project ultimacy

RMP Start up

Our proposed RMP begins with phase of starting up. In this phase, organization/project
management board decides about applying RMP for project and appoints the leader of
risk management. Then, the most important tasks are establishing the organizational
chart of risk management, constructing team of risk management and training RMP
team and project members. Here, some critical success factors are as following:

Early starting up: It should be noted that risk management researchers empha-
size that RMP should start in a very early stage of the project process. Naturally,
when risk management is started early it is more difficult but more useful.’!
Teamwork: Most authors of risk literature think that risk management is essen-
tially a team effort.>> Also consider that leadership is a key.*® It is recommended
to demonstrate a visible and continuous senior leadership for the RMP.>*
Training: An organizational focus for training about risk management is essen-
tial. So, project members must receive sufficient training in risk management to
implement RMP effectively.”
Organizational position: Risk management must have a suitable position in the
organizational chart of project organization. One of the major choices is whether
to have a centralized or decentralized risk management organization. The decen-
tralized risk management organization is the recommended approach, and gener-
ally results in an efficient use of personnel resources.>

Actuation

This phase is designed as an extended form of the phase of “risk management plan-
ning” in PMI (2000) or the phase of “establish the context” in standard AS/NZS
4360 (2004). The major activities of this phase are presented in Table 6.7. Some of
these activities will be explained in the next sections. It should be noted that actua-
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Table 6.6 Response measures
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RCSpOl’lSC measure

Description

Response probability

Response impact

Response resources

Response capacity

Response duration

Response effect delay

Response urgency

Response uncertainty

Response uniqueness

The likelihood of success response action
(response action success probability)

When a response action is applied, it impacts
on the measures of risk events. Therefore,
response action impact could be stated in
terms of risk measures

This response measure focuses on the
resources, which response action will
take to address the risk. Simply, one
can state this measure in term of
response action cost

This response measure focuses on the
availability of resources to implement
response action.*® Kontio (2001) states that
the resource constraints may rule out some
effective response actions

Similar to the work elements in a project,
response actions also take time.

This measure could be mapped in
scheduling tools such as risk and
response Gantt chart*’

It describes the time of latency between
the implementation of response action
and the actual impact of response action.

In the other words, response effect delay is
the time period which risks will be impacted
by response action

A risk should be addressed so as to have the
desired effect.*® Therefore, response urgency is
the measure of how imperative or critical
it is to address the risk.* According to PMI (2000),
the time-criticality of response actions may magnify
the importance of a risk

It is about the lack of information about the
nature of probabilistic distribution function
of response measures

Sometimes, dealing with a special subject,

a response action may receive priority.
For instance, stakeholder perspectives may
influence the priority of a response action®

tion phase is repeated in each round of the proposed RMP. In deed, this phase is the
core part of “Action” within the loop of PDCA

Assessment of Project, Risks and Responses

“Assessment” is an activity, which contains two phases of identification and analysis.
We prefer to use the term “Assessment” for project, risks and responses. Before the
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Activity

Description

Application

Regarding the project WBS,
the level of RMP should
be clarified.

Determining possible classes
of risks

Assigning weighted factors
to risk classes

Determining possible
classes of responses

Assigning weighted factors
to response classes

Selecting risk measures.

Assigning weighted factors
to selected risk measures

Selecting response measures.

Assigning weighted factors
to selected response
measures

Defining the formulation
of risk level function

Defining the formulation of
response level function

Selecting tools and
techniques

Clarifying conditions of
beginning next periods
of the RMP

Establishing the RMP success
measurement indicators

Determining what level of the
project WBS to be applied
to RMP

It includes determining the
hierarchical or dimensional
structures for risk
classification

For each identified class, the
risk management analysts
may assign a coefficient

It includes determining the
hierarchical or dimensional
structures for response
classification

For each identified class, the
risk management analysts
may assign a coefficient

Risk measures are risk charac-
teristics such as risk
probability etc

For each selected risk meas-
ures, the risk management
analysts should assign a
coefficient.

Risk measures are response
characteristics such as
response cost etc.

For each selected response
measures, the risk manage-
ment analysts should
assign a coefficient

In comprehensive view, this
function includes all risk
measures and risk classes

In comprehensive view, this
function includes all
response measures and
response classes

It includes determining all
tools and techniques,
which will be used in
steps of the RMP

The conditions may be time-

bases, optimality-based, etc

To determine the amount of
success in each round, we
require establishing some
indicators

Determining level of
efforts on RMP

Priorizing risks

Formulating risk level function

Priorizing responses

Formulating response level
function

Priorizing risks.

Formulating risk level function

Priorizing responses.

Formulating response level
function

Priorizing risks.

Priorizing responses.

Specifying when the next
round of the RMP
should be commenced

This indicators guide the
risk analysts to measure the
effectiveness of RMP on
achieving the project scope
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phase of project/risk/response analysis, the analyst must identify project work
elements/risks/responses.

We encapsulate all conventional project-planning activities into the box of project
assessment. In fact, project assessment includes identifying work elements and analyz-
ing of them. This box contains steps such as creating WBS, resources assignment,
project scheduling and project costing. Risk assessment phase contains two stages of
risk identification and risk analysis. Also, response assessment phase includes response
identification and response analysis. As mentioned previously, risk and response assess-
ment constitute the part of “Plan” within the loop of PDCA. Risk analysis stage, have
two steps. Firstly, risk measures should be determined (risk measurement) and sec-
ondly, risks should be classified (risk classification). Through these two steps, the risk
management analysts may process risks. The next step is to determine risk level and
then risk priority. Responses, also, require to the go through all the above-mentioned
processes (response measurement, response classification, response processing,
response level specification and response priority determining).

Risk and Response Identification

We believe that almost, all of the techniques, which could be used in risk identifica-
tion, also, could be applied in response identification. Some of those techniques are
brainstorming, brain writing, interviewing, checklists, panel sessions, Delphi tech-
nique, etc.’’ In addition to these techniques, we recommend using risk/response
classes and project WBS. However, the output of risk identification and response
identification are, respectively, serial lists of risks and responses.

Risk and Response Measurement

Traditionally, most RMPs consider two risk measures: risk probability and risk
impact that is a two-dimensional notion.”® For example, Kerzner defines risk as
[fllikelihood, impact).”® These two risk measures are both descriptive of the risk event.
This means that other risk measures are not addressed at all.®> We believe that to have
more complete simulation of risks, the risk management analyst is required to con-
sider not only these two measures, but also all pivotal risk measures as Table 6.5.
Also, regarding the two-polar perspective, the risk management analyst can use
response measures to model responses. Risk measures focus on the potential risk
event itself but response measures focus on the ability to address response actions.
Here, the next step to establish the measurement system is to scale the above meas-
ures. For example, some instance scaled measures are presented in Tables 6.8-6.11.

Risk and Response Classification

Hillson (2002) states that risk identification often produces nothing more than a
long list of risks, which can be hard to understand or manage.®' The list does not
provide any insight into the class of risk. The best way to deal with a large amount
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Table 6.8 Scaling the measure of risk effect delay

No.  Qualitative scale Synonym term Quantitative scale Weighted factor
1 Very low Near term <1 months 0.1
2 Low Short term 1-2 months 0.2
3 Moderate Medium term 2-4 months 0.4
4 High Long term 4-6 months 0.7
5 Very high Far term >6 months 0.8

Table 6.9 Scaling the measure of risk manageability

No.  Qualitative scale Synonym term Weighted factor
1 Very low Largely uncontrollable 0.1
2 Low Uncontrollable 0.4
3 Moderate Moderate controllable 0.5
4 High Highly controllable 0.8
5 Very high Essentially manageable 0.9

Table 6.10 Scaling the measure of response capacity

No. Qualitative scale Synonym term Weighted factor
1 Very low No capacity available 0.1
2 Low Available with low resource 0.2
3 Moderate Available with moderate resource 0.6
4 High Available with high resource 0.7
5 Very high Free available 0.8

Table 6.11 Scaling the measure of response urgency

No. Qualitative scale Synonym term Weighted factor
1 Very low Can be addressed at a later stage 0.9
2 Low Must be addressed in the near future 0.9
3 Moderate Must be addressed immediately

to avoid adjustments to project plan 0.7
4 High Must be addressed immediately

but will require minor adjustment

to project plan 0.4
5 Very high Must be addressed

immediately but will require major

adjustment to project plan 0.3

of data is to structure the information to aid comprehension. This function is one of
the main steps of risk analysis in some RMPs. For example RISKIT method calls
it as “risk clustering” and RISKAID calls it as “risk structuring.” Apart from termi-
nology, the classification could be accessed through the classification of data into
the hierarchical or dimensional structures. In a hierarchical structure, classes are
organized in a tree format and in dimensional structures classes are formed into
matrix templates. Based on the two-polar perspective, we believe that these struc-
ture models should be considered for both risks and responses. For classification in
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the hierarchical structure, we recommend the terms event taxonomy structure
(ETS) and action taxonomy structure (ATS) respectively for risks and responses
(Note that the hierarchical structure is related to typology of risk events rather than
breakdown of a unique phenomenon, therefore, we prefer to use ETS instead of risk
breakdown structure (RBS) that is used in the existent literature). Table 6.8,
presents a sample ETS in software engineering projects, which is proposed by the
software engineering institute (SEI) (Table 6.12).

One can create dimensional structures by placing some hierarchical structures in
the dimensions of a matrix. For classification in the dimensional structure, we rec-
ommend the terms event structuring matrix (ESM) and action structuring matrix
(ASM) respectively for classification of risks and responses. Table 6.13 shows a
sample ESM, which is introduced in the RISKAID. For instance the event “Delay
in consultant presence at work™ falls in a type of human and category of consor-
tium. Also, regarding this matter and category of actions based on project resources,
asample ASM could be created as Table 6.14. For example, the action “Incrementing
the number of labors for an activity” to accelerate the pace falls in type of reducing
and category of manpower.

Risk and Response Processing

During risk measurement and risk classification, the risk management analyst may
do some process on risks. The aim of risk processing is to better risk analysis
through decreasing complexity and size or increasing accuracy and precision.
Regarding risk measures and risk classes, one may do one of the following
processes:

Risk screening: Removing risks

Risk bundling: Combining some risks to one

— Risk adding: Adding new risks

Risk refracting: Decomposing one risk to some risks

The risk management analyst can considers similar processes to the above men-
tioned ones for responses, which are response screening, response bundling,
response adding and response refracting.

Risk and Response Prioritization

Risk level is an index that indicates risk magnitude which; could be used to deter-
mine the priority of risks. For an assumed work element, a risk with higher level is
more critical. Traditionally, to determine risk level, the risk management analysts
use two risk measures including risk probability and risk impact as Fig. 6.1.
A requirement for using most measures is to project them on a one-dimensional
scale.®® Therefore, the risk management analyst may establish a function for deter-
mining risk level. For instance, according to Wideman (1992), the standard perception
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Class Element Attribute
Project Product engineering Stability
Requirements .
Scale
Functionality
Design

Code and unit test

Integration and test

Engineering specialties

Development

Environment
Development process

Development system

Management process

Management methods

Work environment

Non-development SW
Feasibility

Coding/implementation
Environment

System
Maintainability

Specifications

Formality
Product control
Capacity

Deliverability
Planning

Program interfaces
Monitoring

Configuration Mgt
Quality attitude

Morale

Program constrains Schedule
Resources
Facilities
Type of contract
Contract
Dependencies
Customer
Program interfaces ..
Politics
Table. 6.13 A sample ESM to class risk events
Type
ESM Technical Human Politic/economic
Category Project
Consortium

External
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Table 6.14 A sample ASM to class response actions

Type
ASM Remove Reduce Avoid Transfer Accept
Category Management
Money
Manpower
Machinery
Method
Material
Risk
probability Very
High
[7] Medium
[] Low
/—
A medium
level risk Risk impact

Fig. 6.1 Risk level (traditional view)

is that risk probability multiplied by risk impact results in risk level [(1)]. Conrow
(2003) has put more functions forward.®

Regarding the two-polar perspective, response level is an index that presents its
magnitude that could be applied to determine the priority of responses. In other
words, for an assumed risk, a response with higher level is better than a response
with lower level. Within a simple view, similar to the above risk level, we can determine
response level by response probability multiplied by response impact divided by
response resources, (see Fig. 6.2 and (2). The fraction of response impact divided
by response resources indicates efficiency of response.

In a comprehensive view, one could benefit from more risk measures to establish
a function for determining risk level. Based on the two-polar idea, a function which;
includes more response measures could be used to specify response level. The
terms (3) and (4), respectively, show these functions.

Risk level = f (Risk mesure) 3)
Response level = f (Response measure) @

As mentioned earlier, one of the aims of risk classification may be to assign
weighted factor to classes. Therefore, (3) and (4) could be influenced by weighted
factor associated with risk and responses classes. Consequently, risk and response
level functions might be termed as (5) and (6).
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Re-
sponse Very
probability ] High
] Medium
[0 Low
e
A low Response impact /response resources
level re-
sponse

Fig. 6.2 Response level

Risk level = f(Risk measure, Risk classes) 5
Response level = f(Response measure, Response classes) (6)

Downside or Upside Risk/Response

According to Hillson (2001), there is no doubt that common usage of the word “risk”
sees only the downside.* This is reflected in the traditional definitions of the word, both
in standard dictionaries and in some technical definitions (for example standard of
CAN/CSA-Q850-97 (1997)).% However, some professional bodies and standard
organizations have gradually developed their definitions of “risk” to include both
upside and downside (for example standard of AS/NZS 4360 (2004)). One can consider
that the concepts of downside risk (threat) and upside risk (opportunity) are integrated
in a risk spectrum. As mentioned previously, risk has positive or negative effect on
measures of projects. Also, as discussed in the previous section, this effect could be
stated as risk level. Therefore, by mapping risk level in risk spectrum as Fig. 6.3, one
can determine that if risk is downside or upside.

Regarding the two-polar view, we define the concepts of downside response
(deteriorator) and upside response (ameliorator). As mentioned previously, response has
positive or negative effect on measures of risks. Thus downside response includes
action with negative effect on risk measures and upside response includes action
with positive effect on risk measures. Now, by mapping response level in response
spectrum as Fig. 6.4, one can determine that if response is downside or upside.
Naturally, downside responses are not favorable and must be crossed out from
responses list.

Secondary Risks and Responses

Regarding the two subjects of secondary risk and secondary response, one can
observe a tow-polar concept. Secondary risks are created after implementing responses
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Purely Fuzzy area Purely
downside risk Y upside risk
v T \4
— /)
~ ~
Downside risk area (Threat) Upside risk area (Oppor-tunity)
Fig. 6.3 Risk spectrum
Purely Purely
downside Fuzzy area upside
v T \4

| |

Downside response area (Deteriorator) — Upside response area (Ameliorator)

Fig. 6.4 Response spectrum

and secondary responses are those that are planned for secondary risks. The risk
management analysts may consider these items through assessment phases.

Implementation and Control

For an assumed round of the proposed RMP, at the end of the response assessment
phase, the planned responses should be executed. Therefore, implementation and
control are parts of “Do” within PDCA. To implement and control risks, all risks and
responses must have ownership. The task of risk ownership is risk control. Risk con-
trol includes tracking risk statement and monitoring it. The task of response owner-
ship is response control. Response control contains tracking response implementation
and monitoring it. As a useful guideline, to assign risk/response ownerships, the risk
management analysts may consider the previously classified risk/response in the
phase of risk/response analysis. However, it is very important that each person’s
responsibility and authority regarding all the risks and responses be determined.
Continuous application of control indicators, tools and forms, also, is a critical subject.
To control risks and responses, different indexes, tools and techniques are developed
which have already been specified in the phase of actuation and are put in practice in
this phase. The essential conditions to begin new round of the RMP are determined
in the phase of actuation. These conditions may be open-loop control (for example a
six-month period) or closed-loop control (for example while having an index reached
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a particular threshold). Before starting the next round, it requires us to calculate success
measurement indicators for the previous round. Also it is useful to record all “lesson
learned” which could be valuable to be applied in the next rounds. However, this is
the part of “Check” within PDCA.

RMP Shut Down

This final phase guarantees that the RMP completes its mission. It should be noted
that the RMP is shut down after closing the project. In shut down phase, some
major activities should be carried out as the following. Firstly, it should be cleared
that if risk management has been successful or not. As mentioned before, the RMP
success measurement indicators are established in the phase of actuation. Secondly,
it requires recording all data, information, knowledge, experiences and “lesson
learned” which; are earned during the RMP periods. This is a very useful input to
the next projects and can be a channel to integrate knowledge management pro-
grams of organization. Thirdly, regarding the models of Risk Maturity Model
(RMM)®” (Hillson 1997) and regarding the recent implemented RMP, the risk man-
agement analysts can distinguish the level of RMM of the project or the organiza-
tion and can use it as a useful guideline for the next projects.

Comparison

In this section, to emphasize the two-polar concept of our proposed RMP, some of
related aspects are compared, as in Table 6.15. According to the proposed RMP, it
is apparent that importance of risk is equal to importance of response. This is a hint
to considering the critical success factor of the “Equilibrium” for RMP.

Conclusion

Our investigations depicted that most of risk management studied researches and
consequently most of conventional RMPs have had a significance emphasis on risk
assessment but we found a limited study on the subject of risk response. To empha-
size on the indispensable shift of our perspectives at the present time to a more
“Equilibrant” RMP, both for risk assessment and risk response, in this research study
we proposed a two-polar generic RMP framework for projects and introduced some
response related aspects such as response measures, response level, response spectrum,
etc. We conclude that a two-polar perspective proposed in this research study can be
used for risk management projects in most effective and productive manner in real
world’s problems. We hope that taking this perspective directs the risk management
researchers toward developing more and more methods, tools and techniques in the
field of risk response.
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Table 6.15 Some aspects of the two-polar concept of the proposed RMP

89

Risk related items

Response related items

Risk

Risk event

Risk measure
Risk class

Risk level

Risk priority

Risk event occurrence probability
Risk event Impact
Risk effect delay
Risk uncertainty
Risk uniqueness
Risk assessment
Risk identification
Risk analysis
Risk measurement
Risk classification
Risk priorization
Risk screening
Risk bundling
Risk adding

Risk refracting

Risk event taxonomy structure (ETS)
Risk event structuring matrix (ESM)

Risk level function

Risk spectrum

Downside risk (threat)
Upside risk (opportunity)
Secondary risk

Risk ownership

Risk control

Risk tracking

Risk monitoring

Response

Response action

Response measure

Response class

Response level

Response priority

Response action succession probability
Response action impact
Response effect delay

Response uncertainty

Response uniqueness

Response assessment

Response identification

Response analysis

Response measurement

Response classification

Response priorization

Response screening

Response bundling

Response adding

Response refracting

Response action taxonomy structure (ATS)
Response action structuring matrix (ASM)
Response level function
Response spectrum

Downside response (Deteriorator)
Upside response (Ameliorator)
Secondary response

Response ownership

Response control

Response tracking

Response monitoring
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Chapter 7
The Mathematics of Risk Transfer

M. Escobar and L. Seco

Hedge Funds of the Twenty-First Century

Canadian winters are extreme: cold and snow are a fact of everyday life. Canada spends
over $1Bn every year removing snow. As one example, consider the city of Montreal.
The city spends over $50M every year removing snow, about 3% of its total budget. It
does that through a fixed-price contract agreement with a third party, which starts on
November 15 and ends in April 15 — the snow season. During this time, the city’s
exposure to snow removal costs are — to a large degree — predictable. However, snow
precipitation outside of this period can become very costly: it is outside of the contrac-
tual arrangement, and the city may incur into expenses which may, on a relative basis,
exceed the ones during the snow season. The city is exposed to snow financial risk. But
snow financial risk affects also other corporations, such as ski resorts. For them, the
snow financial risk is opposite: low precipitation during the late part of the fall or early
spring will yield operational losses compared to years when snow fall is ample early in
the fall or late into the spring. They also face snow financial risk.

Sometime ago, a proposal was launched to partially mitigate this: a snow swap.
In this, a city will pay a premium to a dealer when snow is scarce outside the snow
season, and receive a premium if snow appears. Similarly, a ski resort will receive
payments if snow is scarce and will pay if snow is plentiful. The dealer arranges
this, and collects a commission for its services. The dealer has no risk exposure to
snow precipitation because it is exchanging offsetting payments between the two
parties. The snow swap did not succeed, however, because there was no agreement
as to where the measurements for snow precipitation were to occur. The snow
financial risk seemed to be solved by the snow swap, but the geographical spread
risk could not be absorbed by anyone.

Let us consider the hypothetical following proposition: a group of investors
(a fund) gets together, puts up some money upfront (merely as collateral), and
decides to take the geographical spread risk. It will pay the city in the case of out-
of-season snow falls in the city, and will pay the ski resort in case of no out-of-sea-
son snow falls at the resort. By contrast, it will receive payments from both if the
opposite occurs. With a nominal payment of $1M, and a nominal fee of 10%
($100,000), the deal will look as follows (Table 7.1):

D.L. Olson, D. Wu (eds.) New Frontiers in Enterprise Risk Management, 95
© Springer-Verlag Berlin Heidelberg 2008
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Table 7.1 Cash flows for the snow swap

Payments Snow No-snow
City -$IM $1M
Ski resort $1M -$IM

Table 7.2 Cash flows for the fund

Event Cash flow Probability (%)
Offset payments $200,000 75

Pays both -$1,800,000 12.5

Receives from both $2,200,000 12.5

The difference with the previous, unsuccessful snow swap is that in this case,
both the city as well as the ski resort gets to measure the snow precipitation at the
place of their choice, with the fund taking the geographical risk. To move ahead
with our example, let us assume the snow events in both places are correlated at
50%, and the fund will charge a $200,000 fee for its risk: this means that the cash-
flows for the fund will be (Table 7.2):

To get an idea of the quality of these funds, note that the expected return for the
$2M the fund had to invest to participate in the swap is $200,000, or 10%, compa-
rable to an investment in the stock market. The standard deviation, however, is
50%, which is more or less comparable to a game of poker. From an investment
viewpoint, this is not a very good proposition, as the risk is too high for the
expected return. Things become more interesting if the fund decided to do similar
swaps in other cities. If 100 independent swaps are considered, for a total of $200M
invested, the expected return continues to be 10%, but the standard deviation, as a
measure of risk, now drops to 5%. As an investment, this is now better than invest-
ing in the stock market and the fund has a future.

But things are slightly better. In our snow fund, we raised $200M to post as col-
lateral for 100 different swap agreements. This was to give rise to an expected
return of 10% ($20M) for the period (6 months), with a standard deviation of 5%.
Note that in calculating our cash flows, we have neglected the fact that the collateral
($200M) was not to be used except as a guarantee to the counterparties — cities and
ski resorts — that our fund would be able to honor its payment obligations even
when all deals may turn against the fund. In other words, the collateral is there just
to enable the fund to have the right credit rating for the deal. The fund would obtain
a rating of AAA, the best possible. But there is no reason to hold the $200M in
cash, one could easily invest them in T-Bills (short term interest notes issued by the
government of the United States), and hence earn LIBOR, the on-going risk-free
interest rate. In this way, our return will be LIBOR+10%, with a standard deviation
almost unchanged.

Situations such as this one are becoming common at the beginning of the twenty-
first century: a certain investment partnership takes on some risk, in an effort to
obtain a return. The risk is often times the result of providing risk mitigation to a
third party, but the fund absorbed residual risk, which is often times hard to deal with
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but it may be diversifiable, such as in our example. These funds, which often times
operate in areas where the traditional financial companies (banks, insurance compa-
nies, etc.) do not operate, and are sometimes based in domiciles with allow unregu-
lated activities (Cayman, Bermuda, etc.), are generally called hedge funds.

But is this type of activity new? From an abstract point of view, financial activity
is an affair in risk transfer. Stocks and bonds, the financial instruments of the nine-
teenth century, are designed to allow investors to participate in commercial enter-
prises; stock holders assume market risk, i.e., the risk that the firm does not meet
profitability expectations; bond investors are not exposed to that market risk, and
only assume default risk, i.e., the risk that the issuing entity cannot meet its finan-
cial obligations. This is also called credit risk, and losses can also occur without the
company defaulting: a mere credit downgrade will lead to a decrease in the market
value of the bond, and hence a loss, realized or not.

In the latter part of the twentieth century, market risk was traded massively
through the derivatives market. Investors could buy price protection related to
stocks, currencies, interest rates or commodities by purchasing options or other
derivatives; some are standard, others are tailor-made and labelled “over-the-
counter.” At the same time, default (or credit) risk was considered through ad hoc
considerations, but was not part of a quantitative treatment, and hence risk transfer
of credit risk was not common. Towards the end of the twentieth century, events
such as the Russian default, Enron and Worldcom, and the demise of Long Term
Capital Management, put credit risk at the forefront of financial institutions, and
credit transfer emerged.

Today, credit risk has been regulated in BIS-II, the resolution of the Bank for
International Settlements, but the credit market has just started (although at the
present time its volumes are very high). A host of new credit products are created
everyday. Later in the paper we will explore some of the newest ones, the
Collateralized Fund Obligations, or CFOs, designed to provide financing to inves-
tors in hedge funds. What is interesting, from a mathematical viewpoint, is that the
arrival of new credit-sensitive products is accompanied with new risks, which need
to be determined, and priced.

We will review some of the earlier properties of financial risk, and we will focus
on the analysis of CFOs as a means to highlight some of the new paradigms that we
will likely face in the near future.

Pricing Risk

There are three types of risk: diversifiable risk, tradable risk (or hedgeable risk),
and systemic risk. The first type of risk is the one we considered in the snow swap.
There was nothing we could do to mitigate it, but building a portfolio of independent
risks allowed us to diversify it to the point that it was worth taking. The second type
of risk is tradable risk, best explained through the following example. The main
difference with respect to our previous example is that, in this case, we will be able
to price the risk accurately, as described below.
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Imagine the following a very simple hypothetical situation (see Fig. 7.1).

There is an asset (a stock, a home, a currency, etc.) trading today at $1, which
can only be worth $2 or $0.50 next year, with equal probability; interest rates are
0%, i.e., borrowing is free. Consider also an investor who may need to buy this
asset next year and is therefore concerned with increase in value; for that reason
decides to buy insurance in the following form: if the asset raises to $2, then the
insurance policy will pay $1. If the asset drops in price however, the policy pays
nothing. This situation is summarized in Fig. 7.1. One would be tempted to price
this insurance policy with a premium obtained through probabilistic considerations,
and it would seem that $0.50 is the price that makes sense.

However, the following argument shows that this is not the case: if the investor
paid $0.50, then the seller of the policy could do implement the following investment
strategy: she borrows an additional $0.10, and buys 60% of the stock. If the stock
raises in value, after paying the $1 and returning the loan, she would make a profit of
$0.10. If, however, the stock drops in price, she will make a net profit of $0.20, as the
policy pays nothing and they only need to return the loan. In other words, $0.50 is too
much, as the issuer of the option will always make a profit: this phenomenon is called
arbitrage, and it is a fundamental assumption for pricing theories that arbitrage should
not exist (market design assumes that any chance of making free money will be elimi-
nated from the market from smart traders, affecting the price which will immediately
reach a non-arbitrage equilibrium.) A simple calculation will show that the no-
arbitrage price is exactly $1/3. As opposed to traditional insurance premiums, finan-
cial insurance for tradable risks is not based merely on probabilistic considerations.

This simple example (a “call option”) is the basis of the no-arbitrage pricing
theory,' and we can quickly learn a few things from it. First, the price of a contract
that depends on market moves may be replicated with buy/sell strategies, which
mimic the contract pay-out but can be carried out with fixed, pre-determined costs.
Second, there is a probability of events which is implied by their price, and is perhaps
independent of historical events. In our example above, the implied probability of
an up-move has to be 66%, and the probability of a down-move is 33%, because
with those probabilities we can price the contract taking simple expectations.
However, a more profound revision of the previous example will convince the
reader with a background in diffusion processes that, if one takes the simple one-step

S=%2 win $1

/ 1=2/3 S-1/3 loan

S=§I

1/3=2/3 S-1/3 loan \

S= $05 — win $U
0=2/3 S-1/3 loan

Fig. 7.1 Pricing Fundamentals
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example into a continuum of infinitesimal time/price increments, one ends with
Brownian motion and associated Kolmogorov forward operator: the heat equation.
One will also have a diffusion process for the asset or stock, and an associated diffu-
sion process implied by market prices.

Black, Scholes? and Merton® derived the analogue of the heat equation and
Brownian motion for the case of an option with an underlying stock price that fol-
lows the Ito process given by

ds = uS dt+oSdw"

Where here S denotes the stock price, |1 denotes the drift, ¢ is the volatility, and dW
are infinitesimal Brownian increments. An option on a stock is as a contract that
will pay a future value at expiration: the payoff depends on the value of the underly-
ing stock S, and will be denoted by £,(S). We denote by 7 the expiration time. Note
the similarity with our simple example above (in Fig. 7.1), the main difference
being that in our case now the stock trades continuously and we could therefore
replicate our option by trading the stock continuously. In this case, the Black—
Scholes—Merton theory shows that the price of the option contract is obtained by
solving the following backward parabolic Partial Differential Equation, or PDE, for
all times #<T prior to expiration:

of o ,0f of
g% ¢ SL =0
o TS s S as

f(8.1)=f0

At first sight, this expression has two counterintuitive features: the absence of |
and the presence of the interest rate r in the PDE. A moment’s reflection however,
will convince us that this is not entirely surprising: after all, in our example in
Fig. 7.1 we already saw that the price of that option is independent of the probabili-
ties of up and down moves of the stock, and it will only depend on the cost of bor-
rowing. This was forced on us by our no-arbitrage assumption.

In more general terms, it turns out that option pricing can be established by tak-
ing expectations with respect to a “risk neutral” measure Q, which is perhaps dif-
ferent from the historical measure P. In our particular case, this implies that the

solution to the PDE is given by
2 2
R A
s(L) 2

1 0o
f(S,1)= N [ raexp ST ho? du
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which is easily checked? From this perspective, pricing becomes equivalent to find-
ing risk neutral probabilities and their pay-off expectations, and the PDE above is
nothing but the Feynmann—Kac formula for this expectation.

The Black—Scholes—Merton theory also shows that one can replicate the option pay-
off by continuously trading the stock so that we always own -0f units of it.

This signified a tremendous revolution, that won Black and Scholes the Nobel prize
for Economics in 1997, as it not only established a pricing mechanism for the booming
options and derivative markets, but because it established certainty where there was risk:
derivatives could be replicated by buy/sell strategies with predetermined costs.

Their discovery revolutionized market risk perspectives. But Merton, who had re-
derived their pricing formalism using stochastic control theory, used this advance to
start the modern theory of credit risk. His viewpoint, which we present below, was just
as revolutionary.

Merton viewed a firm as shareholders and bond-holders. Bond-holders lent money to
the firm, and the firm promised to pay back the loan, with interest. Shareholders own the
value of the assets of the firm, minus the value of the debt (or liabilities); but firms have
limited liability, which means that if the value of the assets falls below the value of the
liabilities, in Merton’s view, the firm defaults, shareholders owe nothing and the bond-
holders use the remaining value of the assets to recover a portion of their loan. In other
words, the shareholders own a call option on the value of the assets of the firm, with a
strike price given by the value of the liabilities at the given maturity time of the loan. The
timing of his theory, which dates back to 1974, was perfect as the theory of option pricing
had just been developed one year earlier, and this opened the ground for credit risk pric-
ing and credit risk derivatives.

Strictly speaking, the Merton approach assumes that the liabilities of a firm (its
debt) expire at a certain time, and default could occur only at that time. Black and
Cox conceptually refined Merton’s proposal by allowing defaults to occur at any-
time within the life of the option, creating the “first passage default models.”* The
reason for this modification is that, according to Merton’s model, the firm value
could dwindle to nearly nothing without triggering a default until much later; all
that matters was its level at debt maturity and this is clearly not in the interest of the
bond holders. Bond indenture provisions therefore often include safety covenants
providing the bond investors with the right to reorganize or foreclose on the firm if
the asset value hits some lower threshold for the first time. This threshold could be
chosen as the firm’s liabilities.

But the largest event in the credit market still had to wait until 1998, when the default
of Russia and the menace of the impeachment of President Clinton over the Monica
Lewinsky affair threw financial markets into disarray; the Russian default, and worries
about the political stability of the United States created a credit crunch as bond investors
fled from corporate debt for the more secure treasury bill market, introducing credit
spread dislocations of historical proportions. This situation culminated with the collapse
of Long Term Capital Management, a multi-billion dollar hedge fund that, anecdotally,
had lured Scholes and Merton to their board of directors.

The result of these massive historical events was the explosion of the credit
market. In it, financial players seek to buy and sell credit risk, either for insurance
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and protection in the case of default or bankruptcy of their counter-parties, or to
take risk exposure which are considered either cheap or advantageous, and there-
fore earn above average returns. The financial instruments, which are used in the
credit market, are numerous, but two are especially noteworthy: credit default
swaps (CDS), and collateralized debt obligations (CDO).

A credit default swap (CDS, see Fig. 7.2) is a contract that provides insurance
against the risk of a default by particular company (known as the reference entity).
The buyer of the insurance obtains the right to sell a particular bond issued by the
company for its par value when a credit event occurs. The bond is known as the
reference obligation and the total par value of the bond that can be sold is known
as the swap’s notional principal. The buyer of the CDS makes periodic payments to
the seller until the end of the life of the CDS or until a credit event occurs. A credit
event usually requires a final accrual payment by the buyer.

A collateralized debt obligation (CDO) provides a way of creating securities with
different risk characteristics from a portfolio of debt instruments. A general example
would be, M types of securities are created from a portfolio of N bonds. The first
tranche of securities has p, of the total bond principal and absorbs all credit losses
from the portfolio during the life of the CDO until they have reached p, of the total
bond principal. The second tranche has p, of the principal and absorbs all losses
during the life of the CDO in excess of p, of the principal up to a maximum of p +p,
of the principal. The last tranche has p,, of the principal absorbs all losses in excess
of p,+p,+...+p,,  of the principal. The reason these instruments exist is that banks
with large loan books, can use CDO’s to effectively slice the default risk in those
portfolios with credit-linked securities (the different tranches) and sell them to inves-
tors (who are often times hedge funds) in packets which exhibit very different risk
profiles: from the highly risk of the top — mezzanine — tranche (which will earn a
higher fee spread), to the very secure last tranche, which will earn perhaps a minimal
fee. One can also easily imagine similar situations where the underlying securities
for the tranches are mortgages, not bonds. Many hedge funds are active participants

Bond: issued by A A owes money to B B bought the bond
A promised to pay back B hopes to get the
the principal and all principal plus interest
interest back

If A defaults, C can

C insures the bond .
lose everything

Gets a little money from

B, and if A defaults, pays| B does not lose anything,|
B principal plus interest. except the payments it
made to C.

Fig. 7.2 A credit default swap
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as counterparties to these type of deals, and the hedge fund style that does this is
called mortgage arbitrage (here, the term arbitrage is abused, in the sense that there
is no real arbitrage, just a statistical arbitrage as the tranches pay more on average
than other instruments with similar risk profiles.)

The valuation of such structures is based on computing the probability distribu-
tion of the event “mth default.” This is technically difficult because it requires one to
handle the multivariate distribution of defaults, and generally most credit models fail
to reliably capture multiple defaults. There are basically two procedures for evaluat-
ing these basket derivatives, multifactor copula models® and intensity models.°®

Escobar and Seco present a partial differential equation (PDE) procedure for
valuing a family of credit derivatives work within the structural framework, where
the default event is associated to whether the minimum value of an stochastic proc-
esses (firm’s asset value) have reached a benchmark, usually the firm’s liabilities.”
More precisely, they assume:

e The interest rate, r is constant
e The value of the assets, V(b), follows an Ito process with constant drift » and
volatility 6 *(1):

dV. = rVdt+ o, () VAW 1)
e Firm i defaults as soon as its asset value V(¢) reaches the liabilities, denoted as
D(1). This is the definition of default within the structural framework.®
Define X(f)=In V(f) as the n-dimensional Brownian motion vector with drift

w=, W)= r-G()/2 and co-variances o, (f). The running minimum is defined as:

X,(1)=min X, (s)
<s<t

They show that the price is a function of the multivariate density p of the vector
of joint Brownian motions and Brownian minimums (it can be easily extended to
maximums)

P(X,(t)edx,,...X, ()edx,, X, ()>m,,...X,(t)>m,)
= p(Xysees X, 1y eom, 1, 2)dX, X,

For the case of more than two underlying components, p is the solution of a PDE
with absorbing and boundary conditions (a Fokker—Planck equation) given by

(& p  &oy(t) 9p
_:_Z#I(t)ogﬁ-z_.—

ot = . 20 oxox;
p(x,t = 0) = 171'116(xi)
p(xi,...,xi =mi,...,xn,t)=0, i=1,.,n

| X, > m,,m, <0, i=1,..,n
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In a one-dimensional setting, assuming constant drift and volatility, the solution
is closely related to the inverse Gaussian distribution

m, — Ut 2m —m, — Ut
X,O)zm)=0| ——|- S ¥ ) ! .
pX,()zm,) ( G\/; J exp{ P } ( 0'\/; ]

He, Keastead and Rebholz provided an explicit formula for the joint density for
the case of two Brownian motions, or two underlying stocks.” Formulas for the
general n-dimensional case remain unknown.

Collateralized Fund Obligations

Let us consider now our next, and final, example, which will bring together the
hedge fund example of Sect. 1, and the credit derivatives of the previous one.

There are over 10,000 hedge funds in the world. Many of them try to obtain
returns independent of market directions but the majority of them, unlike our
snow fund example; they try to do it through financial instruments which are
traded in the financial exchanges: equities, bonds, derivatives, futures, etc. They
often times try to extract return from situations of inefficiency: for example, they
would buy a stock — also termed “taking a long position” — which they perceive
is undervalued with respect to the value of its underlying assets, and would sell
short — borrow, or “take a short position” — a stock they perceive is overvalued
with respect to the value of their assets, expecting a convergence to their fair
price, hence obtaining return in the long term, and not being subject to the direc-
tion of the stock markets, which will probably affect their long and short stock
portfolio the same way. Others may do the same with bonds: there will be bonds
which will earn slightly higher interest than others, simply because there are less
numbers of them, and hence trade slightly cheaper than other bond issues, large
and popular. Other funds, will monitor mergers between companies and try to
benefit from the convergence in equity value and bond value that takes place after
a merger by taking long and short positions in the companies’ stocks and/or
bonds. And we already mentioned those funds who try to benefit from the slightly
higher interest earning properties of tranches of mortgage pools with respect to
borrowing interest rates.

All of this gives investors with a wide universe to make investment choices. Let us
imagine that each of those funds gives us returns similar to the snow fund: LIBOR+10%
expected return, and 5% standard deviation. A portfolio of such investments will give
us the same expected return, but the standard deviation is likely to decrease, because
their return streams will be uncorrelated with each other. These investments, at least on
paper, look extremely attractive. However, for the risk diversification to truly exist, one
need to invest in a sufficiently large number of them; there is always the possibility of
fraud — these funds are largely unregulated and unsupervised-, convergence-based
trades may take a long time before they work, and deviations from our mathematical
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expectations may occur in the short term, etc. And, unlike stocks, or mutual funds, these
funds often require minimum investments of the order of $1M. That means that diver-
sifying amongst them will require substantial amounts of money.

There are several ways to invest in hedge funds: the three more frequent ones are:

e Fund of funds. They are simple portfolio of hedge funds. The assets of the fund-
of-funds are invested in a number of hedge funds (from 10 to 100). The chosen
hedge funds are usually of a variety of different trading styles to achieve maxi-
mum diversification.

o Leveraged products. Imagine an investor has $10M to invest in hedge funds. Instead
of allocating $1M to a portfolio of ten different hedge funds, they may borrow an
additional $30M from lenders, and invest the total amount $40M, in 40 different
hedge funds. The investor pays interest to the lenders, and keeps the remaining gains.
We will describe these types of investments in higher detail below.

e Guaranteed products. They are term products, issued at maturities of 5 years, for
example. The investor is guaranteed their money back after that period — 5 years —
with no interest of course. In lieu of interest, they will receive a variable amount,
which will be linked to the performance of the hedge fund portfolio. If the perform-
ance is good, the payment may be very large. If not, they simply get their money
back, without interest. They are issued by a high-quality institution, who will take
the investor’s assets, invest a portion on a bond that will guarantee the principal at
maturity of the note, and invest the rest — the interest earnings that the investor gives
up —in a leveraged product we described earlier, to maximize the return of the inves-
tor’s assets. They are very popular with retail products, as well as for institutions who
can only invest in bonds, as these can be structured as a bond (Fig. 7.3).

Leveraged products are attractive because of the following. Back in our snow swap
example, expected return was LIBOR+10%. LIBOR is the base lending rate. With
proper collateral, lending at LIBOR+1% is very feasible. That means that we can
borrow at LIBOR+1%, and invest at LIBOR+10%. In other words, for every dollar
we borrow we will make 9 cents for free, after paying all fees. Therefore, investors
should want to borrow as much as possible and invest all the borrowed amounts. If it
was not for the standard deviation, indeed that would be fantastic. The standard devia-
tion, as well as other risks, limits the borrowing capacity and appetite of investors.

Obtains return

0O Secure debt

O Leveraged Investment

Insures principal

Fig. 7.3 Anatomy of a guarantee
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Leverage products are most often offered by banks; they lend to investors, inves-
tors take the first risk that the funds do not perform as expected, but the banks face
the secondary risk that the losses exceed the equity provided by the investors and a
portion of the lent amount may also be lost. Let us just mention that a number of
safety measures are put in place by the banks to prevent this from happening, such as
partial liquidation of the investments as the performance deviates from expectations.
Recently, leverage products are organized by banks, but the borrowed amount is done
through outside investors, through bond tranches very similar to the CDO structures
we reviewed in our previous section. To explain how it works, we consider the case
of the Diversified Strategies CFO SA, launched in 2002. Investors provided equity
worth $66.3M, which supported an investment of $250M in hedge funds. The addi-
tional funds ($183.70M) were raised through three bond tranche issues, as follows:

o AAA tranche ($125M)
e A tranche ($32.5M)
e BBB tranche ($26.2M)

We are not going to go in great detail into the details of the transaction; we will sim-
ply mention that the tranche structure is similar to a CDO; the bond investors provide
the capital, and upon maturity get their principal and interest. In the case the CFO struc-
ture fails to have enough assets to pay back its debts; the CFO will enter into default. In
that scenario, the AAA-tranche investors are first in line to get their money back (prin-
cipal plus interest). Next in line will be the A tranche, and the BBB tranche will be last
in line. In a default situation, the equity investors would have lost all their assets.
Because of the difference in default risk, each of the bond investors receives different
interest payments, highest for the BBB tranche, lowest for the AAA investors.

The interest payment their risk is worth — a credit spread — is a very interesting
risk pricing problem. It is easier than the CDO pricing problem we described ear-
lier, since here we only need to look at the performance of the entire fund perform-
ance, and we do not need to enter into individual default numbers. In fact, with the
assumption that the fund returns are normally distributed, it is very easy to deter-
mine the credit spread. The probability of default will be given by the quantile of a
normally distributed Ito process, which has a simple risk-neutral analog, and we
just price that using expectation under the risk neutral measure. In the case of the
Diversified Strategies CFO, the respective interest rates were as follows:

e AAA tranche. LIBOR+0.60%
e A tranche: LIBOR+1.60%
e BBB tranche: LIBOR+2.80%

Non-Gaussian Returns

Many of the mathematical theories that study financial problems make a fundamen-
tal assumption: returns are normally- or log normally-distributed. It is a reasonable
assumption that permits robust mathematical modeling. However, non-Gaussian
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properties of real market data are a fact, and considerable effort goes into the math-
ematical modeling of such situations that relaxes the Gaussian assumptions. In our
context, the non-Gaussian nature of real markets exhibits itself in two main ways:

Non-Gaussian marginal distributions. The graph below depicts the monthly return
frequency of a hedge fund index, the CSFB fixed income arbitrage index (Fig. 7.4):

There are clear non-Gaussian features, for example, fat tails, also called Kurtosis,
which in this case we can trace back to the events of 1998, and asymmetry, also know
as skewness. This second feature comes naturally for most series, as return can not
go below-1, event of total lost, but still could theoretically be as positive as wanted.
This left-bounded range, together with the drive of companies to emphasize above
average growth, leads to asymmetric distributions for the returns. Other common but
difficult to graph marginal features are: time dependent return volatilities, trends in
the return’s mean as well as cycles, just to mention a few Non-Gaussian dependence
structures. If one tries to determine the dependence amongst several assets fitting it to
a correlation matrix, one often finds that at certain times, the simultaneous occurrence
of certain events does not correspond to a correlation measure.

This is a high-dimensional phenomenon, which is not so easy to describe graphi-
cally, but we will try to explain with the following sets of pictures (Fig. 7.5).

In the first one, we see the correlation matrix of a hedge fund universe. The
matrix is read from left to right and from the bottom to the top, and numbers close
to +1 or —1 are represented with a dark pixel, whereas numbers close to O are rep-
resented with a light pixel. We see that correlations are mostly low, with few
instances of high correlations. This is consistent with our view of hedge funds.

The second picture represents the correlations taking into account only months
of unusual returns; say months where the returns exceed the Gaussian safety band
of 2 standard deviations from the mean. We see a very different correlation struc-

CSFB Fixed Income Arbitrage
Index

@ Frequency

Frequency
S

Monthly returns

Fig. 7.4 Histogram
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Fig. 7.5 Correlations — normal

ture, with increased high correlation numbers. We denote this as correlation risk, or
correlation breakdown phenomena (Fig. 7.6).

Given that correlation is one of the fundamental properties of hedge fund invest-
ing-remember our snow fund, correlation breakdown is a very damaging non-
Gaussian effect for hedge fund portfolios and related structures.

This previous presentation assumed correlation as the right measure to describe
dependence. The very emphasize in the correlation as “the measure” to describe
dependence structures has been strongly challenge since the nineties by the mathemati-
cally more general notion of Copulas, for which the Gaussian correlation is a particular
case.!” This area of research is quite complex from a mathematical viewpoint and at the
same time is difficult to provide a meaning and a reliable estimation framework to the
various parameters that appear; therefore it is still very much under development.

These non-Gaussian dependence structure features have an important impact all
over mathematical finance, leading to interesting results on apparently unrelated
issues like Portfolio theory and Derivative Pricing. On the former, Buckley—
Saunders—Seco studied the implications for Portfolio Theory of assuming multidi-
mensional Gaussian-mixture distributions for the underlying returns'!

The following feature shows contour plots of probability density functions when
working with multidimensional Gaussian Mixtures. The top row contains two
bivariate Gaussian distributions potentially for the tranquil (left) and distressed
(right) regimes. The bottom row illustrates the composite Gaussian mixture distri-
bution obtained by mixing the two distributions from the top row (left) and a bivari-
ate normal distribution with the same means and variance/covariance matrix as the
composite (right).
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Investment opportunity sets for the tranquil and distressed regimes superim-
posed onto the same plot. The axes are the portfolio mean and variance (Fig. 7.7).

Typically the Gaussian Mixture approach optimal portfolio will be sub-optimal
with respect to both the tranquil and distressed mean-variance objectives

On the later, its effect on the default probabilities, and associated credit spreads
for CFO tranches has been studied in Ansejo et al.”> More precisely, it is shown
there that the credit ratings of CFO tranches are sensitive to the correlation break-
down probability, as summarized by Figs. 7.8 and 7.9. Figure 7.8 shows that the
probabilities of default spread over a substantial range when changing the probabil-
ity of a distress month 1-p (market conditions). For example the mezzanine tranche
probability of default could go from 2 to 9%. Figure 7.9 shows the sensitivities of
the spread yield to the market condition parameter p, which present a similar behavior
to probabilities of default.

Fig. 7.7 Non Gaussian multivariate
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Challenges in the New Century

There are important challenges ahead for academics and practitioners in the mathe-
matics of risk transfer, some of which are causing distress in financial markets eve-
rywhere since the very beginning of the century. A whole book would be a
minimum to explain in detail the nature of such challenges; here we aim at exposing
them as well as mentioning some of the recent works on those issues.

The Curse of Dimensionality

The curse of dimensionality is a term coined by Richard Bellman to describe the
problem caused by the increase in volume associated with adding extra dimensions
to a (mathematical) space. For example, 100 evenly-spaced sample points (i.e.,
from daily stock prices) suffice to sample a unit interval with no more than 0.01
distance between points; an equivalent sampling of a ten-dimensional unit hyper-
cube with a lattice with a spacing of 0.01 between adjacent points would require
10°0 sample points: thus, in some sense, the ten-dimensional hypercube can be said
to be a factor of 10® “larger” than the unit interval.

Another way to realize the “vastness” of high-dimensional Euclidean space is to
compare the size of the unit sphere with the unit cube as the dimension of the space
increases: as the dimension increases, the unit sphere becomes an insignificant volume
relative to that of the unit cube; thus, in some sense, nearly all of the high-dimensional
space is “far away” from the centre, in other words, the high-dimensional unit space
can be said to consist almost entirely of the “corners” of the hypercube, with almost
no “middle.”

The curse of dimensionality is a significant obstacle for modeling and pricing
financial products. The reasons are various, in first place, no amount of available
data points could fill up the vastness of the space implied by the joint behavior of
hundreds (as in the case of a CFO), sometime thousands (common for CDO squares
and portfolio theory), of companies. On top of this space-curse, there is the time
factor effect. The stochastic nature of financial products leads to a second direction
of dimensionality: time. Unfortunately, the time component has been downplayed
for ages by relying on first and/or second moment autoregressive processes.
Nowadays there is enough evidence to show the richness of time behavior is far
more complex and it requires extending the ideas of Copulas to the very time rela-
tionship within stock prices. These matricial (dynamic) copulas (columns and rows
denoting space and time respectively) are being studied and they are in a very initial
stage of development.

An even more serious issue comes into play when trying to calibrate the parameters
of even very simple models like the discrete-time multivariate Garch or the continuous-
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time Wishart processes. Calibration is a statistical exercise that requires consistency
(eventual convergence to the actual unknown parameters) but more vital for multidi-
mensional problems, efficiency (a quick convergence to the true parameters). It is well
known since the beginning of the twentieth century that the most efficient calibration
method the maximum likelihood. The drawback, the speed of its convergence depends
on the number of parameters to be estimated. In other words, when calibrating multidi-
mensional models, the sample size needed to achieve the desire closeness to the true
parameters has to be larger than what is needed to achieve the same level for unidimen-
sional data. The reason being that not only the parameters describing the marginal have
to be calibrated but also those describing the dependence structure (Copula). For exam-
ple, in the simple case of a Gaussian multivariate, the total marginal parameters are 2n
while the copula parameters are n(n—1)/2, order n’.

Too Many Features as Sources of Randomness

Exacerbating both the difficulty for proper estimation and the lack of data due to
dimensionality is the richness of financial data features. Since the 1980s for dis-
crete-time models and popular on the 1990s for continuous-time model is the fea-
ture of stochastic volatility. A purely unidimensional problem but with enough
complexity to keep pushing publications decades to come. Some of the difficulties
come from the unobservable nature of the volatility, which implies not only esti-
mating parameters but also requiring filtering to obtain the hidden process.

From the very beginning of the new century a new breed of stochastic unobserv-
able features have been nurtured by the academic and backed up by evidence from
practitioners. Among these stochastic correlations, the one among stock prices is
currently the most popular, but notice that it involves a whole set of, roughly, n’
hidden processes which require calibration and filtration. Some new stochastic fea-
tures have been listed quite recently, these are: stochastic covariation and correla-
tion between volatilities, between stock prices and cross volatilities and between
stock prices and correlations themselves. The next figure shows these features in
the context of two well known stock prices.

Each of those stochastic features has various implications not only for risk man-
agement objectives but also in the pricing of risk-oriented derivatives as those
explained in this document. Failure to proper model stocks and therefore to price
financial products inevitably leads to market unexpected adjustment with the cor-
responding chaos implied. This is one of the main reasons for the big losses in the
credit market during the year 2007; at the core of these losses was the mismanage-
ment of complex but popular products like CDOs and CFOs. These products
depend on hundred of companies for which no model has been found capable of
being simple and, at the same time, explaining their joint behavior.
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Chapter 8
Stable Models in Risk Management

P. Olivares

Introduction

It is a well known fact that the Gaussian assumption on market data is not supported
by empirical evidence. Particularly, the presence of skewness and a large kurtosis
can dramatically affect the risk management analysis, specially, the Value at Risk
(VaR) calculation through quantile estimators.

In this context stable, generalized hyperbolic and Gaussian mixing distributions
have been used with considerable success in order to explain asymmetry and heavy
tail phenomena.

The presence of heavy tails also affects standard estimation and model testing
procedures, due to the frequent presence of “outliers,” calling for more robust
methods.

In the 1960s Mandelbrot and Fama' applied o-stable laws to the modeling of
financial data. The family of stable distributions not only describes heavy tails and
asymmetric behavior but also, the dependency on four parameters allows more flex-
ibility in the fitting and testing of stable models to empirical data.

Another nice property is that stable laws have domain of attraction, i.e., limits
of sums of independent identically distributed random variables, under mild
assumptions are also stables after a suitable renormalization.

The stable distribution has nevertheless two major drawbacks: the density prob-
ability function has no explicit form except in the cases of the Cauchy and the
Normal laws. Numerical methods are needed to compute it. Also, second and
higher moments do not exist; which constitutes a challenge to most statistical
methods.

In the next section the family of stable laws and its properties are introduced.
The next section reviews some calibration and simulation methods for stable distri-
butions. Next, a maximum likelihood approach (m.l.e.) is considered under the
framework of ARMA processes driven by stable noises. Asymptotic properties are
studied and numerical methods are discussed. Finally, we present some simulation
results for stable GARCH processes. The Value at Risk (VaR) for these stable models
is calculated and compared with its Gaussian counterpart, revealing important dif-
ferences between them. The procedure is also illustrated in real financial data.

D.L. Olson, D. Wu (eds.) New Frontiers in Enterprise Risk Management, 113
© Springer-Verlag Berlin Heidelberg 2008
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Stable Laws: Simulation and Calibration

In this section we introduce the stable distribution, some of its properties, different
parameterizations and simulation techniques.

A stable random variable X can be defined as follows:

Let a and b be two real positive numbers and X, and X, be independent
random variables equally distributed to X. There exist c € R* and d € R such
that aX, + bX, = ¢X + d in distribution. Equivalent characterizations are also
possible.

A random variable X with stable distribution and parameters (o, B, G, W) is
denoted as S(a, B, G, W).

The interpretation of the parameters is as follows: o is a tail parameter,’
B is a coefficient of skewness, G is a scale parameter and [ is a location
parameter.

The tail property is expressed for o € (0, 2) as:

limX*P(X>x)=C,(1+B)c” (1)

where the limit is taken when x goes to infinity. C, is a constant depending
on o. In particular this property implies that moments of order smaller than o do not
exist.

Another interesting property stable laws have is self-similarity. Namely, a
change in the time scale at which we observe a sequence of stable random variables
still produces a stable distribution. It is particularly useful to treat financial data
under different time scales. Note also that the Gaussian law is included in the fam-
ily of stable laws.

The characteristic function (CF) of stable laws is not continuous with respect
to the parameters at oo = 1. A useful parameterization solves this problem.® The
tail index and the location parameter in this approach coincide with the standard
parameterization. A Monte Carlo generation of stable random numbers is given
by means of a suitable nonlinear transform of a pair of independent uniform
and exponentially random variables.* In Fig. 8.1 it is shown a empirical density
function obtained from simulated data vs. the density function obtained by
inverting the characteristic function. Note that both functions are reasonably
close.

The density of a stable law is calculated using the inverse Fourier transform. As
it is a peaked function, the computation of the cumulative function requires some
care. A numerical method is applied in order to compute the corresponding area
under the curve after dividing this area into two parts by the point where the density
function attains its maximum value.

In order to estimate the parameters of stable distributions several methods are
available. We group them according to the criterion used in the estimation. An
extensive review on the methods, comparison performance and application to finan-
cial series is available.’
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Fig. 8.1 In continuous line an empirical stable density with o = 1.5 is obtained from simulated
data using Weron’s technique. In discontinuous line the approximated density function using
Nolan’s approach

Tail Based Methods

Tail estimation methods estimate the tail index o by using the information about the
behavior of extreme data.

A simple approach is to consider, taking into account (1), the regression
equation:

logP(X>x)=K_ (1+B)o—oalogx 2)

for x large enough. Then the slope o is estimated using standard least squares tech-
nique. Expression (1) is true only for large values of x, hence, in practice, it is diffi-
cult to assess whether we are in the tail of the distribution. Moreover it depends on
the value of the unknown parameter o.. On the other hand, if we go farther in the
tail fewer points are available for the estimates. In this sense, empirical studies sug-
gest to start from the 90% quantile. In simulation studies the method is reported to
overestimate o for values larger than 1.5, especially when the data achieve an asym-
metric behavior. The Hill estimator is based on the differences between logarithms
of the order statistics is also considered.® Its asymptotic confidence interval is
known. A critical issue is the choice of the window size k. It is a compromise
between the position in the extreme of the tail and the variance of the estimator.
Indeed, the window size needs to be small enough to capture the tail position and
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large enough to control the variance. Numerical studies report the need of large
sizes to achieve accurate results.

Quantile and Moment Methods

The method is based on quantile estimation. The main idea is to use differences in
the quantile distribution properly normalized in order to get rid dependence on
location and scale parameters. Then, two functions on o and 3 are numerically cal-
culated from the sample quantiles values and inverted to get the corresponding
parameter estimates.

An interpolation algorithm allows to get more precise functional values. The
idea goes back to McCulloch (1986).”

A critical point here is the procedure established in order to calculate the in verse
function on the index set into the parametric space. Tables are available to this end.?®
Proceeding by bilinear interpolation the estimates are obtained. A simpler alternative to
DuMouchel tables is to construct a grid of 100 x 100 points with the values of the
indices.

Once the sample index is calculated, the nearest tabulated index is taken and its
corresponding parameter is chosen. For more precision, a rather sophisticated
inversion method is implemented. It consists in finding the solution by moving
through segments of the grid of points (o, ). Precise tabulated values of v require
a large amount of computation, though it is processed only once.

Method of L-Moments

The method of I-moments consists in matching sample weighted quantiles to the
theoretical one. Moments put a greater weight in the tails of the distribution; there-
fore they are more affected by the heavy tail phenomena, which is not the case of 1
moments. That is particularly true for stable laws where some moments do not
exist. Moreover l-moments exist when the mean of the distribution is finite, which
seems to be the case in most stable financial applications.

L-moments are defined, for a random variable X with cumulative distribution
function F, as:

M, ., = EX[FCX)] [1-FX)T

L-moments can be viewed as conventional moments weighted by polynomials
onuand 1 -u’

L-moments themselves are difficult to interpret, however certain linear combina-
tions of them can be viewed in terms of a location parameter A, = 0/, a scale param-
eter A, =0, -20;, or 2B, - B, a skewness parameter A, = 63, 6B, + 3 and a kurtosis
parameter A, =0, - 1201, +300, - 200,
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A natural estimator for the parameters is constructed. Though exact distributions
of the estimators are difficult to obtain, and confidence intervals are not, in general
available, they can be obtained for large sample approximation using asymptotic
theory. For most standard distributions, L-moments estimators and quantiles are
asymptotically normal, hence we can find standard errors and confidence
intervals.

For stable distributions only approximated theoretical I-moments can be obtained.
The difference with the general procedure is that equations matching theoretical and
sample moments should to be solved numerically As in the McCulloch case a table
is constructed relating parameters o and 3 with the theoretical 1-moments for L = 0
and ¢ = 1. To summarize, the steps in the calculation of l-moments are:

e Calculate sample probability weighted moments

e Calculate sample I-moments

o For a given set of parameters (o, B, W, 6) calculate the approximated density
function by inversion in a suitable grid of points

e Calculate the corresponding cumulative distribution function and the corre-
sponding quantile function

e Calculate numerically, by a trapezoidal method, the expected values E(X )

For applications to Risk Management and quantile estimation based on l-moments
have been studied.'® Theoretical optimal properties of 1 — moment estimators have
been studied. "

Maximum Likelihood Method

Classical m.l.e. has long been implemented for stable distributions.'? The main dif-
ficulty in the estimation is that a closed form of the density is unknown. Probability
density function (p.d.f.) can be approximated by inverting the characteristic func-
tion via Fast Fourier Transform. Other related method relies in the Zolotarev’s inte-
gral representation. Once the p.d.f. is calculated on a grid, a quasi-Newton method
is implemented to maximize the likelihood:

1(0.,B,6,8) = X1ogf(X;;0.B,6,8)

in the corresponding four dimensional parametric space.

As most quasi-Newton methods, the idea is to construct an approximation of the
inverse Hessian using the information gathered at the descent process, driven by the
gradient. The current approximation converges to the inverse of the Hessian like in
the classical Newton method but without the necessity to calculate it at every point,
which has a high computational cost. Two stopping criteria are used; a limited
number of evaluations and the amount of the increment in the likelihood. McCulloch
estimators are considered for a starting point. Consistency, asymptotic normality
and efficiency are well known properties of the m.l.e.
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Monte Carlo Markov Chain Simulated Annealing Method

An alternative to ascent methods is the Monte Carlo Markov Chain (MCMC) simu-
lated annealing approach. The main idea involved is to construct a grid on the
parametric space and find the maximum by moving through neighbor points in the
grid. The dynamic in moving from one point to another is as follows:

Starting from any point, among its neighbors, it is chosen at random with equal
probability one of them and, if the likelihood evaluated at this point is greater than the
previous one, the system will move to it with a certain probability. Repeating the
process, a reversible Markov Chain is constructed whose stationary probability law is
the desired one. This can be done using the Hansting Metropolis Algorithm. It turns
out that the limit probability law depends on a parameter called temperature. In order
to assure the probability law charges only optimum points the temperature is raised
slowly to infinity. The maximum of the log-likelihood given in (1.2) is calculated now
on the set of points in the parametric space belonging to the grid.

Sample Characteristic Function Methods

The main idea is to minimize the distance between the CF and the empirical char-
acteristic function (ECF) on an appropriate norm. While the minimization proce-
dure implies a lot of calculations, some simpler variants, exploiting particular
relations derived from CF in stable laws have been used. By the Law of Large
Numbers the ECF is a consistent estimator of the theoretical CF.

The method finds the minimum of the difference between both functions on the
parametric space on a weighted given norm. Optimal selection of discrete points ¢ ,
bty have been discussed.'® A weighting function W(t) with density w(t) with
respect to the Lebesque measure, typically an exponential law, is selected. Another
advantage of ECF methods is that they can be extended to non i.i.d. cases, particu-
larly to dynamic models with heteroscedastic volatility, by considering a multivari-
ate or conditional CF instead. Asymptotic properties as consistency and normality
still hold in this general case.

Regression Method

A regression type method is available.'* From the general expression of the CF a
linear expression is obtained between certain functionals of the CF and the param-
eters o and o, then, using the ECF, it is fitted a linear regression to estimate ¢, which
is precisely the slope of the straight line and then 6. Another linear expression is
obtained from the CF relating the parameters § and [ together with nonlinear rela-
tionship on a and o, then once the later are estimated we proceed to estimate the
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first ones by fitting a linear regression. The fir