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Preface 

This volume contains the proceedings of the First International ICST Conference on 
Digital Business (DigiBiz 2009), hosted by City University London in London, UK. 
This annual event had the main objective to stimulate and disseminate research results 
and experimentation on future Digital Business to a wider multidisciplinary forum that 
would allow the participants to cross the boundaries between research and business. 

The scientific offering in e-business, e-commerce, and ICT in general is quite broad 
and spans many different research themes, involving several communities and meth-
odologies. The growth and dynamic nature of these research themes pose both chal-
lenges and opportunities. The challenges are in having scientists and practitioners talk 
to each other: despite the fact that they work on similar problems they often use very 
different languages in terms of research tools and approaches. The opportunities on 
the other hand arise when scientists and practitioners engage in multidisciplinary dis-
cussions leading to new ideas, projects and products.  

The first DigiBiz in London engaged the participants in discussions on the evolu-
tion of business models, the increased liquidity of competition through increased 
availability of information and the impact of redesigning the Internet for the current 
and future business landscape. Topics such as cloud computing, digital media, enter-
prise interoperability, digital business ecosystems and future Internet paradigms were 
debated and analyzed combining the technological and research aspects with a chal-
lenging business perspective. We tried to cover all aspects related to the success of 
digital business and to present the opportunities for the specifications of novel models, 
products and services that are, use and/or rely on ICT. In its first year, Digibiz at-
tracted some excellent scientific papers, application ideas, demonstrations and contri-
butions from industrial research teams all over the world.  

The 19 contributions published in this volume represent perspectives from different 
fields, including organizational theory, applied economics, information studies, commu-
nication, computer science, software engineering and telecommunication. A range of 
different methodologies have been used, spanning from qualitative to quantitative.  

The papers deal with subjects such as virtual business alliances, organizational and 
coordination theory, model-driven businesses, efficient energy management, e-
negotiations, future Internet markets and business strategies, agent technologies, re-
commender for active preference estimate , trust & reputation models for e-commerce, 
RFID architectures, decentralized system for ubiquitous VoIP services, reservation 
and incentive schemes  for grid markets, end-user-driven service creation, digital 
media distribution, IP-TV, social media trails, P2P business and legal models. Collec-
tively they demonstrate the dynamic and interdisciplinary nature of the business. Each 
of the chapters was competitively selected over 60 submitted works, using a rigorous 
peer-reviewed process.   

The conference emphasized European leadership by featuring keynote speakers 
from the European Commission and contributions from various Commission-funded 
research projects, exhibiting the strength of European industry in the field. It also 
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reviewed innovative visions and ideas from key industry players such as SAP, IBM, 
BT and Sole 24 Ore, without disregarding regulatory aspects related to the evolution 
of the mobile business arena. 

Many people have contributed to the success of DigiBiz. It was a privilege to work 
with these dedicated people, and I would like to thank them all for their efforts. The 
Organizing Committee as a whole created a collaborative working atmosphere, which 
made our task an easy one. Ian Cloete and Dirk Trossen supported us in the definition 
of the DigiBiz concept. Elmar Husmann actively contributed creating a challenging 
panel on cloud computing. Javier Vasquez made an enormous contribution to the 
development of innovative workshops for the conference, while Katarina Stanoevska 
did a great job assembling the Technical Program Committee and running the paper 
submission and reviewing process. Veselin Rakocevic meticulously oversaw the 
preparation of the conference proceedings. Finally, we would like to thank all the 
distinguished members of the Program Committee - the soul of our event. I would also 
like to thank our keynotes: Orestis Terzidis, Cristina Martinez, Steve Wright, Leo-
nardo Chiariglione and Andrea Gianotti for their contributing an inspiring keynotes.  

Organizing a conference which is the first of its kind is always an adventure. I was 
delighted to have been part of it. 
 

 Luigi Telesca 
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Nicolás Hormazábal, Josep Lluis de la Rosa, and Gabriel Lopardo

Incentives, Business Model and Required Technical Infrastructure for
the Economic Aware Data Grid . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 90

Dang Minh Quan, Orestis Terzidis, and Sonja Klingert

The Incoming Trends of End-User Driven Service Creation . . . . . . . . . . . . 98
Zhenzhen Zhao, Nassim Laga, and Noel Crespi

The New Way to Think Television on the Web . . . . . . . . . . . . . . . . . . . . . . 109
Riccardo Mangiaracina, Giovanni Toletti, and Luca Turba



XII Table of Contents

The Wisdom of Sustainable Communities in the Digital Era: The Case
of Efficient Energy Management . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 119

Alessandro Tavoni and Luigi Telesca

P2P Business and Legal Models for Increasing Accessibility to Popular
Culture . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 130

Eitan Altman, Sulan Wong, and Julio Rojas-Mora

Disruption of the Digital Media Distribution . . . . . . . . . . . . . . . . . . . . . . . . 139
Margaret Tan and Miguel A. Morales-Arroyo

Evolutionary and Pervasive Services . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 149
Elia Conchione

Future Internet Markets and Business Strategies: An Analysis and a
Proposal . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 156

Man-Sze Li

Impact of Microfinance Operations on the Livelihood of the Clients: A
Review of the Existing Literature . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 166

Aliar Hossain, Mohammad Kamal Hossain, and
Karim Mohammed Rezaul

Combining Organisational and Coordination Theory with Model
Driven Approaches to Develop Dynamic, Flexible, Distributed Business
Systems . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 175

Javier Vázquez-Salceda, Luigi Ceccaroni, Frank Dignum,
Wamberto Vasconcelos, Julian Padget, Siobhan Clarke,
Paul Sergeant, and Kees Nieuwenhuis

Author Index . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 185



 

L. Telesca et al. (Eds.): DigiBiz 2009, LNICST 21, pp. 1–8, 2009. 
© Institute for Computer Sciences, Social-Informatics and Telecommunications Engineering 2009 

Reservation Schemes for Grid Markets 

Marcel Risch 

International University in Germany, Campus 3, 
76646 Bruchsal, Germany 
Marcel.Risch@i-u.de   

Abstract. Grid markets today have very limited capabilities with regards to reser-
vations. However, it is vital that customers are given the ability to purchase re-
sources far in advance of the actual usage which necessitates the existence of a 
sold reservation model. While this is not an issue of great importance in today’s 
Grid markets, reservation schemes must be developed to enable a sustainable op-
eration of Grid markets. This paper explores a number of different reservation 
models that are in use today and evaluates their usefulness both from the point of 
view of resource sellers as well as from the point of view of resource buyers. It 
then goes on to propose a new reservation scheme for grid markets.  

Keywords: Grid Markets, Reservations. 

1   Introduction 

One of the major issues that must be addressed if open Grid markets are to become a 
reality is the issue of reservations. Since grid customers will not only wish to buy 
resources shortly before they are needed but also far in advance of actual usage, res-
ervations are vital to keep such an economy operating. While many markets have 
been developed and some have reached the production-level stage, reservations still 
remain largely ignored.  

Such an option is a requirement if customers are to be allowed to order resources 
far in advance of the actual usage. This requirement, in turn, leads to the important 
question of which type of reservation should be used. There are a number of reserva-
tion types which are used in various settings. These will be analyzed with regards to a 
grid market so that the appropriate reservation scheme can be chosen.  

The paper is structured as follows: in the next section, two currently existing grid 
markets will be explained with a special emphasis on their reservation schemes. In the 
following section, a number of reservation schemes which are currently in use in 
other fields are analyzed with regards to their suitability for grid markets. We then 
develop an improved reservation scheme which is based on a prepaid model. This 
section will be followed by an analysis of the future work. 

2   Existing Reservation Schemes 

2.1   Existing Grid Markets  

The Distributed European Infrastructure for Supercomputing Applications (DEISA) 
[1] is an organization in which eleven high performance computing (HPC) centers are 
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interconnected to provide computing power mainly to researchers from participating 
countries. In addition to researchers, private enterprises can also use some of the 
computing power for which they have to pay. The procedure for gaining access to 
these resources is very complex, as can be seen from [2].  

While the DEISA consortium reserves the resources, it does so at its own conven-
ience. Customers do not have any influence on the time at which the resources are 
available but must wait until their assigned time. Therefore, this model cannot be 
considered to be customer friendly and is not suitable for a grid market in which cus-
tomers can obtain resources for usage at their convenience.  

The Amazon Elastic Compute Cloud (EC2) [3] is the first grid market in which 
anybody can buy resources. The resources can be bought in bundles for a fixed price 
and are charged for according to the actual usage. This system allows users to create 
images which are then uploaded to virtual computers and run on the Amazon.com 
servers. While this approach has many benefits, it is nevertheless not perfect from an 
economic point of view.  

Users who want to reserve resources find themselves unable to do so. While they 
are able to add multiple resources to an existing resource pool, they cannot reserve the 
resources in advance. Thus, it can happen that when resources are scarce the customer 
cannot add urgently needed resources to his pool. Furthermore, once the resource is 
obtained, it can be used without any time constraints, which implies that Amazon.com 
is unable to determine when resources will become available for further use.  

Tsunamic Technologies [4] provides clustering services to paying customers. This 
company provides a number of services: 

 

− On-Demand Cluster: A simple clustering scheme without any requirements. Users 
can use as much or as little compute power as they require. 

− Subscription Clusters: In this scheme, users agree to use a minimum number of 
CPU-hours per month, in exchange for a lower CPU-hour rate. 

 

The first scheme is identical to the Amazon EC2 scheme. The second scheme can be 
seen as a middle ground between a reservation and a reservation-less system. By 
requiring the user to use a certain amount of CPU-hours, the company can perform 
some basic planning tasks. On the other hand, it is not clear whether the resources are 
guaranteed to be available for the required amount of hours per  month or whether 
they can be reserved for certain time periods. 

2.2   Reservations in Other Markets 

Since current markets do not handle reservations well, we have to look at other areas 
in which reservations have been widely used. There are a number of reservation mod-
els that currently exist which could all be applied to grid markets.  

The restaurant-style is modeled after the reservation service offered in restaurants. 
In the case of grid markets, the customer orders a resource far in advance of the actual 
usage, telling the provider a starting time and date for the usage, as well as the dura-
tion for which the resources are to be used. The provider then reserves the resources 
ordered. Should the customer use the resources, they will remain reserved for the 
duration specified by the customer when the reservation was made. However, if the 
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customer is not ready by the starting time, the reservation is canceled and the provider 
can attempt to sell the idle resources on the grid market.  

For the client, this model offers a number of distinct advantages over buying re-
sources for in-house installation. Firstly, this model allows the customer to reserve 
resources before he knows if he actually needs them. Secondly, if the client wishes to 
cancel the reservation, there will be no consequences for the customer.  

For the provider, this model has few advantages. The main advantage lies in the 
fact that the provider can see how high the demand for a certain resource is. On the 
other hand, the provider is not able to accurately forecast the income generated, due to 
the risk of cancellations which requires the provider to apply some strategies to offset 
the consequences of these cancellations, such as overbooking.  

As opposed to the restaurant reservation scenario, where the customer had nothing 
to fear in the case of late cancellations or expiration of reservations, the airline-style 
reservation makes it the customer’s responsibility to have all data ready on time. The 
reservation scheme is modeled after the airline reservation system in which the cus-
tomer reserves a seat, pays in advance and then gets a ticket and reservation. In the 
case of cancellations, there are three different models to consider: in the first case, the 
customer is refunded the entire payment; in the second case, the customer is returned 
the payment minus a fixed fee; and in the last case, the customer cannot cancel the 
ticket at all. Thus, the risk incurred by a cancellation is not entirely shouldered by the 
provider in the last two cases. The first is identical to restaurant-style reservations.  

The two remaining cases are much more advantageous for the provider as com-
pared to the previous reservation scheme. Firstly, since the customer pays in advance, 
the provider can be certain of the income generated by the resources. If the customer 
has the job delivered on time, he can have access to all resources. Should the client 
not be ready by the starting time of reservation, the provider has the option of selling 
the resources on the grid market. In addition, the provider can be certain of a small 
amount of income being generated. Furthermore, if the provider is able to sell the idle 
resources, the income generated is increased by the cancellation fee, thus giving the 
provider an added bonus for allowing reservations.  

For the resource user, this model is more risky, since a cancelled reservation can be 
costly. In the case that the resources are still needed and the reservation has been 
cancelled, the cost will be even higher, since the customer is forced to purchase the 
required resources on the grid market. As opposed to the restaurant-style reservation 
scheme, this reservation model puts a fixed amount of the costs for missing a reserva-
tion on the shoulders of the customer.  

Since the first two reservation schemes have been focused on either party carrying 
the financial burdens of cancelled reservations, the third alternative is a mixture of 
these two. Its first point of change is the fact that reservations do not expire if the 
customer is late. Instead, the length of time that the resources will be kept available 
depends on the non-refundable down payment the client is willing to pay. An im-
proved solution is a proportional model which can be described mathematically as 
follows: 

served

Available

Total

Down

T

T

C

P

Re

=
 . 

(1)
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In the equation, PDown denotes the down payment made by the customer, CTotal denotes 
the total cost for the resources for the entire reservation period, TAvailable denotes the 
time for which the resources will be kept available without customer action, TReserved 
denotes the total reservation period. Thus, the duration for which the resources will be 
kept available even if the customer does not take any action is proportional to the size 
of the down payment. In other words, if the client pays 50% of the total resource cost, 
the resources will be reserved for half the time that the client requested them for. 

The improvement of the model lies in its fairness and its firm guarantees. The cli-
ent can be certain that the resources will be available for a certain amount of time 
which is influenced by the size of the down payment. The provider, on the other hand, 
can determine the likelihood that the resources will be actually used by the customer. 
A large down payment would indicate a high probability that the resources will be 
needed; while a low down payment would indicate that the customer is not certain if 
the reserved resources will be needed. This is proportional model is somewhat similar 
to the truth telling reservation scheme proposed in [5]. 

Additional advantages for the provider are that the customers are encouraged to 
take the reservation seriously, since the resources have been partially paid for. Fur-
thermore, this model gives the provider the ability to plan the cash flow because he 
knows a lower bound on the income thanks to the prepaid reservations.  

This model has very few disadvantages for both resource provider and client. The 
customer needs to ensure that the deadline can be met within the time frame specified 
by the down payment. The main disadvantage for the provider is that the hardware 
can remain idle because the customer doesn't need it but cannot be sold again on the 
grid market until the time reservation time has passed, depriving the provider of a 
second source of income.  

3   An Improved Reservation System 

Of the reservation schemes explained above, only the last shows some promise, since 
it strikes a balance between the risks shouldered by the customer and the risks shoul-
dered by the provider. However, the main disadvantage is that the provider is very 
inactive when it comes to setting the size of the down payment. This new reservation 
model will rectify this shortcoming.  

3.1   The Reservation Model 

Since the airline-style reservation scheme is very advantageous for the provider, it 
should not be removed from the pool of possible reservation schemes in a grid  
resource economy. However, in order to level the playing field with regards to cancel-
lations, the refund scheme must be changed to be more flexible than the currently 
existing schemes. In general, providers have three possible ways of calculating the 
size of the refund. 

Ideally, the size of the refund should be proportional to the remaining time to the 
beginning of the intended resource usage. If customers cancel far ahead of the actual 
resource usage, they would get a large part of their money refunded. On the other 
hand, if the cancellation of the reservation is done shortly before the start of the reser-
vation, only a small part of the down payment would be refunded.  
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This approach naturally leads to the question of how to determine the size of the 
refund. There are a number of possible mathematical solutions which will be detailed 
here. It is assumed that the customer makes the reservation at time T0 and that the 
reservation will begin at time TR while the cancellation is made at time TC. The cost 
of the resources is assumed to be CR while the refund is denoted by R.  

The first and most basic of these refund models is the linear model in which the 
size of the refund is directly proportional to the time left to the start of the reservation.  

C
R

R
R T

TT

C
CR ∗

−
−=

)( 0

 . (2)

Thus the client is given an incentive to cancel the reservation as early as possible to 
maximize the refund. This equation is easy to understand, making the refund process 
very transparent for the customer. This can be seen in figure 1, where the refund per-
centage is linearly proportional to the time remaining till the reservation starts. 

 

Fig. 1. Linear Model 

An alternative strategy is to use a concave-up exponential function. In this case, the 
size of the refund would diminish very quickly but then fall slowly before the start of 
the reservation. This behavior can be modeled by the following equations: 

[ ]21

2
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,

*
1001

1

RRMinR

CR

C
T

R

R

R
C

=
=

⎟⎟
⎠

⎞
⎜⎜
⎝

⎛
∗+

=

. 
(3)

Therefore, unless customers cancel reservations early, they will not get a large refund, 
since R1 will decrease very quickly. R2 avoids the problem of having an infinite return 
if the reservation is cancelled immediately after being placed. However, if the reser-
vation is cancelled quickly after being placed, the customer will get a large refund. 
This is illustrated in figure 2. 
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Fig. 2. The Concave-up Model 

It can be clearly seen that the refund is very large initially but then drops sharply, 
thus encouraging the client to either cancel a reservation quickly or not to cancel it at all.  

The final strategy is very customer friendly, since it will not punish the customer 
for cancelling late. Instead, a large part of the down payment will be refunded if the 
reservation is cancelled early enough. However, he will be penalized for canceling 
reservations late. Mathematically, this concept can be described as follows: 

],[

0

*
100

100
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RRMaxR
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(4)

The customer has an incentive to use the resources he has bought while at the same 
time is given some leeway to cancel the reservation. This is shown in figure 3. 

 

Fig. 3. The Concave-down Model 

In this example, the user receives a large refund until shortly before the reservation 
begins. If such a scheme has been agreed upon with the provider, the customer can 
easily cancel the reservation without having to pay large fines.  
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3.2   Analysis of the Model 

The prepaid model has a number of advantages for providers which will make this 
scheme very attractive to them. Since customers pay the moment the reservation is 
made, providers can be certain that they have a certain amount of income. The mini-
mum income can be calculated by the time remaining to the start of the reservation. In 
addition, providers can choose from the three refund models the one which best fits the 
market situation and their own resource utilization. In essence, providers can choose the 
refund method as a way to attract customers or to reward returning customers.   

For the customer, the mathematical model allows for a very transparent calculation 
of the size of the refund and thus allows the customer to confirm the provider’s calcu-
lation. This ability to check the provider is another point in favor of such a scheme, 
since customers may no trust their providers. 

As to which refund scheme is best under which circumstances is very difficult to 
say, due to the many parameters that must be considered: the demand, the willingness 
of customers to commit to resource purchases, the refund models used by other pro-
viders and the objectives of the provider. In the case of high demand and a high will-
ingness to commit to resources, providers can choose the concave-up refund scheme, 
since customers will be concerned about being able to buy the resources they need. 
However, if the provider wishes to attract more customers, he may choose to use the 
linear model instead. This should attract customers who are not as certain of their 
resource requirements but still wish to participate in the grid market. It may also be 
the case that the provider chooses to offer the concave-down refund scheme to fre-
quent customers as an incentive to return to this provider and not use other providers.  

In the case of high demand and a low willingness to commit to resources, the  
provider can hope at best to use the linear model and may have to resort to the con-
cave-down refund scheme. Using the concave-up model will only serve to discourage 
customers and thus be counterproductive when it comes to selling resources.  

However, it is not only a matter of demand and the customer’s willingness to commit 
to a purchase. If other providers offer mainly the concave-down or linear refund 
schemes, customers will prefer these, since they may not be entirely certain whether or 
not they need the resources. Furthermore, a provider needs to consider which refund 
policy other providers use. If most providers use the concave-up refund model, the pro-
vider may be able to attract more customers by using the less strict linear model. On the 
other hand, if most providers use the linear of concave-down models, using the concave-
up model would be counter productive, since customers would choose to buy resources 
from the more flexible providers. Thus, determining the best refund scheme is up to the 
provider who must take into account the current market situation, the actions of other 
providers while taking his own goals into account.  

4   Conclusions and Future Work 

In this paper we have analyzed a number reservation schemes used in grid markets 
today, as well as analyzing some reservation schemes that are used outside of grids. The 
former showed that in today’s grid economy, reservations are very much neglected.  
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Since the additional reservation schemes examined were not satisfactory, a new 
model was developed which is based on the prepaid reservations where the size of the 
refund is based on the time remaining to the start of the reservation.  

The suggested refund model allows providers to choose the function with which to 
calculate the refund. The choice depends on a number of parameters and must be 
carefully made so that customers will not be turned away to the competition. This 
determination of which reservation scheme to use at which point in time is the topic 
of further research.  
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Abstract. Today, one of the most important factors of successful e-commerce is 
creating trust and security. Undoubtedly, in absence of trust as a key element of 
online business communications, e-commerce will face a lot of challenges. As-
sessing trust, especially in the beginning of a commercial relation and generally, 
formulizing the trust is a complex and difficult task. Trust may not be defined in 
a special framework even for customers and e-vendors. The reason is that for 
giving a definition for trust, different people, based on their cultural and famil-
ial background, believe in different features and dimensions in their mind. In 
the model proposed for computing trust in e-commerce, first of all based on 
past research three general fields are envisaged. Then, a computational model 
has been presented for evaluating trust. Finally a case study is presented to il-
lustrate the proposed trust evaluation model. Future works are also discussed in 
addition. 

Keywords: Trust model, trust evaluation, e-commerce, trust manager agent 
(TMA).  

1   Introduction 

Trust is very important in individual and social life. In absence of trust, many of so-
cial aims will be unachievable and inaccessible. E-commerce has not yet attained its 
full capacity mostly because of the absence of trust in relations of the agents of the 
transaction. Based on the research presented in [11], trust has several properties: - 
Trust is context dependent. -Trust describes the degree of belief in the trustworthiness 
of a partner. - Trust is based on previous experience. - Trust is not transitive. - Trust is 
subjective. Generally, if people get certain that electronic buying and selling will save 
the time and costs, their trust will promote. In this line, the models offered for assess-
ing trust in e-commerce are very useful. 

This paper will establish a trust evaluation model in e-commerce based on analyz-
ing conception and component of trust in e-commerce. This trust evaluation model 
has two features: First, trust is evaluated dynamically and with a change in any of 
trust variables, the new value is calculated for trust. Second, it is optional. It means 
that it is capable to make partial study of trust on contexts presented in general dimen-
sions of trust. The advantage of partial study of trust is that the trust parameters are 
mostly personal and each agent has his own beliefs which can serve as basis of trust 
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evaluation. The remainder of this paper is organized as follows. The envisaged di-
mension for trust is presented in Section 2. Main factors that influence the trust in e-
commerce also are analyzed in this section.  Computational Trust Model is   intro-
duced in Section 3. Definitions of the model and the components that are used in this 
model and also the trust management agent are presented in this section. In Section 4 
a case study is given to illustrate the proposed trust evaluation model. Section 5 dis-
cusses conclusions, limitations and future works. 

2   The Envisaged Dimensions 

Based on past investigations the dimensions proposed in this study which will be a 
base for presenting the computational trust model have been presented as follows. As 
seen, three general backgrounds have been viewed for trust in e-commerce. They are: 

- Institutional Trust  
- Technology Trust  
- Trading Party Trust  

Institutional trust includes laws and regulations which facilitate commercial transac-
tions. It consists of two groups, namely structural assurance and certificates of third 
parties. This category of trust mostly is focused on B2B transactions and structurally 
decreases distrust and uncertainty. It is like a state in which we do not trust the other 
party and use structures and control mechanisms as substitute of trust and apply a 
series of supervision mechanism. The testimonies of third parties which assesses an 
online trade in respect of security or organizational and procedural and then releases 
the results on web site for being visited by probable customers is an example of those 
mechanisms.  

Nowadays, there are organizations which assess the commercial transactions in ac-
cordance with their special standards. The commercial companies coordinate their 
commercial processes with those standards and then receive approval certificate of 
those organizations. In [6], the infrastructural dimensions of an institutional trust have 
been examined. The structural guarantees include agreements and instructions dealing 
with organizational processes and the standards and procedures which lead to success 
of different services such as transportation, delivery, and processes. 

Technology trust may be studied from two angles of view: 

- Web site  
- Security Infrastructure 

Web site is the first thing the customer faces (especially for a person who visits an e-
commerce site for first time) and can have desirable effect on purchase decision of the 
visitor. The particulars which may attract the attention of the consumer to the web site 
include appearance of the web site (such as beauty, convenience of using, accessibil-
ity, and speed) and the site’s technical specifications (such as being up to date in re-
spect of software and hardware) as well as transparency and standardization of the 
information. For instance, the complete specification of the product and company, the 
company’s logo and trade name shall be given in the web site and the laws and con-
tracts shall be observable. Off line attendance or contact (Tel No., Email address, fax 
No.) too is effective in winning the trust of the customer. 
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The security infrastructures which provide safe connective mechanisms deal with 
issues such as confidentiality and security of information related to persons and or-
ganizations. Generally, the mechanisms such as integrity, confidentiality, non-denial, 
access control, etc., are among the security mechanisms [2]. Because technical ability 
and security services of websites play important role in customer trust absorption and 
website is the first demonstrator of vendors' abilities, increase trading party trust.  

As past investigations in [1], [2] indicate and especially in B2B transactions, three 
categories of trust, that is, competency, benevolence, and predictability of the trading 
party are considered. 

In trading a product or a service one very critical matter is that satisfaction of the 
product may become the root of many later decisions. Since in doing a transaction is 
acquiring a special product or service so trust to the product is very critical and satis-
faction of the product is one of the prerequisites of trading party trust. For evaluating 
the product trust a signature of one reliable reference may be used or the product trust 
index based on satisfied or unsatisfied customers may be given along with the specifi-
cations of the product. 

3   A Computational Trust Model 

Samples of models for evaluating trust in e-commerce have been presented in [3], [5], 
[10], [18], [19]. In this section, a solution for evaluating trust is proposed. The solu-
tion has two important features: 1) It studies trust in a dynamic way and by changing 
each of the variables of trust the new value of trust is calculated. 2) It is optional, that 
is, the consumer may measure the properties or features that he/she wishes to know 
their value. The importance of this aspect rests in the fact that since trust is a multi-
dimensional issue, different individuals may concentrate on different dimensions of 
that and thus it is better for them to measure the features they attach importance to. 
The important point is that distrust is qualitatively different from trust. Lack of trust 
does not mean distrust because lack of trust may be originated from non-existence of 
trust-related information. In [15, 17], trust and distrust and their preliminaries and 
consequences in e-commerce have been studied. In the proposed model, an agent may 
be considered trusted in one context and may be distrusted in another context because 
of lack of needed information or bad history in past transactions. 

Generally, there are two approaches to trust management. One is the centralized 
method in which for storing and searching the data some perfectly concentrated 
mechanisms are used. These mechanisms have one main central database for assess-
ment and there is a central control. The second approach is the distribution methods. 
In this method, there is no central database and thus none of the agents have a general 
understanding of entire system. Assessment and management of trust are done locally 
by number of agents without using any central control.  

In proposed model, for evaluating trust we assume a reliable reference which is 
trusted by both vendor and consumer. This reference is in fact the principal core of 
the evaluating system and may control the commercial processes too.  

We call this trusted medium of the model “trust manager agent” or TMA and  
suppose that for specific subsets of network nodes there is a node with duty of trust 
management and the other nodes have assigned the duty of other subsets trust man-
agement. So, the trust management is distributed between trade agents.  
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It is possible that TMA enjoys the help of other references for completing its 
knowledge. In this case, the techniques of trust propagation shall be used. Samples of 
trust propagation models are in [13], [14], [16], [12]. In addition to that, since the 
intrinsic nature of trust is being temporary the agent at each intention of purchase will 
have opportunity to enjoy this TMA to complete its knowledge. 

TMAs not only receive the information of transactions from the nodes of the set 
but also share information with other TMAs if requested. Neighboring TMAs know 
each other and confirm the validity of each other through cryptography. 

In TMA database there is a table for maintaining the information of agents. The 
calculated value of trust in each context is allocated for each agent.  The table is up-
dated dynamically with implementation of transactions or propagation the information 
from other nodes. TMA saves the feedback of agents in its database too. The manner 
is such that the e-vendors send some information to TMA periodically about their 
transactions. Also the consumers reflect their assessment of their trading party. The 
reflections are kept by TMA.  

We have following definitions: 

1. Agent is an active entity who plays a role in trust model and fulfills different ac-
tivities toward meeting the needs. Vendor, mediums, and trusted parties are ex-
amples of agents: Agent = {a1, …, an | Agent(ai), i ∈ [1, m]} 

2. Transaction is a unit of action which is entangled with two agents. The result may 
be failure or success. The result of a transaction can be a value in [0, 1] interval 
which points at the degree of success of the transaction.  

3. The context of trust as was stated and considering the request of the agent, is de-
fined as: Context = {I, T, Tp,  Be, Co, Pr, G} 

I: Institutional Trust, T: Technology Trust, Tp: Trading Party Trust, Be: Benevolence, 
Co: Competence, Pr: Predictability, G: Goods 

In relation to trading party trust we have defined four context, namely, Be, Co, Pr 
and G. for future calculation, trading party trust itself and two other dimentions too 
have been included in the context.  

One of the advantages for existing TMA is that an agent may need consultation 
only in one context. For instance, for a consumer, the trustworthiness of trading party 
is certain but trustworthiness of his technology is not perfect then consumer consults 
with TMA. We have T(x) function whose (x ∈  Context) makes clear that in which 
context TMA assesses the trustworthiness of aj.  

3.1   Trading Party Trust 

3.1.1   The Supplier Trust 
One of the definitions proposed for trust is following definition: Trust is the subjective 
probability by which person A expects person B to fulfill an activity assigned to him/her 
in direction of the welfare of person A. The important element existing in this definition 
is “activity”. Activity is in contrast with information and we can trust a man through 
considering a specific activity by that person and also we can trust a man based on the 
information provided by him/her. In computation model both of activities and informa-
tion are envisaged. We have relation (1) for trade party trust evaluation.   
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Where I(a) is total number of transactions of agent a and i indicates the transaction. 

The relation 
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is based on the past transactions history of the agent. S(i) 

are transactions completed successfully and with satisfaction of the customer. Any 
successful transaction is graded “1”. Success in transactions may be determined by 
the feedback mechanisms of e-commerce sites. Since feedback mechanisms play a 
very important role in studying the history of commercial transactions we attach posi-
tive point to having feedback mechanism in commercial sites. α is a coefficient which 
is used in calculating the final value based on the importance degree of satisfaction 

and success. In formula (1), we have purposed the 
( )

( ) / ( )
1

I a
D i I a

i
∑
=

 for information shar-

ing factor that indicate benevolence of trading party. The relation shows the total 
number of files downloaded by e-consumers for the total number of transactions of 
agent a and D(i) shows downloading in ith transaction and is determined with due 
regard to transactions and according to the standard drawn up by TMA, for example 
we can envisage that each downloading receives "0.5" as grade. Maximum value of 
information sharing factor in integrated trust value is 0.5.  

The 
( )

( , ) / ( )
1

I a
B a i I a

i
∑
=

 relation shows the positive behaviors of the seller agent. Posi-

tive behavior is same as preference behavior such as giving prizes or prominence to 
some consumers or receiving the amount in installments that the seller may consider 
for some customers. B(a, i) means the positive behavior of the vendor toward con-
sumer in ith transaction. Since this factor does not apply to all customers so it does not 
apply to all transactions and its value is between zero and one. Legal commitment or 
G(a, i) are the guarantees given by the e-vendor to its trading party in ith transaction 

and the 
( )

( , ) / ( )
1

I a
G a i I a

i
∑
=

 relation calculates the number of commitment of the supplier 

in all completed transactions. The commitments are not usually fulfilled for low-value 
transactions and in limited time. In fact, they change with the conditions of transac-
tion and type of the service. We envisage 0.5 as maximum value of this factor in inte-
grated trust value. 

The above mentioned points show the behavior of online merchant and study trans-
actions history of e-vendor. The researchers have found out that trust has positive 
relation with disclosure of information and case studies made on interpersonal ex-
changes confirm that trust is a pre-requisite for self-disclosure because decreases the 
risk existing in disclosing the personal information [9]. A very important issue in the 
field is the truthfulness and correctness of the information given to TMA by the 
agents sincerely and without intention of deceit. This means risk in the transaction 
that shall be assessed based on the value of transaction and its expected revenue. For 
preventing fraud, the customers are asked to reflect their opinions related to above 
matters after each transaction. It needs to be pointed out that since in proposed model 
trust context is optional, the agent who sends request to TMA may send the request on 
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special field. He/she may request the assessment of benevolence alone. In this case, in 
relation 1 the formulas related to past history and legal commitment become inactive 
and the formula will change to:  

( ) ( )
( ) ( ( ) ( , )) / ( )

1 1

I a I a
Ta Be D i B a i I a

i i
∑ ∑= +
= =

                                       (2) 

When assessment of trading party competence is requested the formula will be  
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( ) ( ) / ( )
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*
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                                              (3) 

If the agent wants to assess the trading party predictability, TMA will calculate the 
Formula (1) in the following manner:  
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                                                (4) 

3.1.2   Product Trust 
In this study it has been supposed that trust to the product affects on trading party 
trust. When the consumer makes its first electronic purchase and is not familiar with 
the products offered by the e-vendor, for investigating product trust he/she sends to 
TMA a product trust request.     

TMA is capable to evaluate product if it has been signed by a trusted party or if the 
product has satisfaction index. Organizations which prove their skill in producing 
high-quality goods and services achieve high rank in trustworthiness scale. If the total 
number of goods and services offered for sale by agent a is showed by G(a), the grade 
of product trust will have following form. In this relation, Sg(a, g) is signed goods and 
g is the products. Any signed good is graded “1”. Therefore maximum value for 
product trust will be "1" 

  

( )
( ) ( , ) / ( )

1
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g
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=

                                                (5) 

The above relation can be added to general relation of Ta(Tp). TMA is able to verify 
the genuineness of the product signature.   

3.2   Technology Trust Evaluation 

Web site is the entrance gate of e-commerce. The appearance of web site may have 
considerable effects on continuation of purchase because beauty and efficiency of 
website are features which non-professional users too can realize. For evaluation the 
website, TMA makes a questionnaire accessible to the consumer and when the ques-
tionnaire is filled in TMA gives points based on its own policy and makes the points 
of the product accessible to the agent. For different agents, the points of the web site 
may differ because based on personal factors, tastes, and social and contractual status 
of persons and or organizations the points may differ. Therefore, the points are deter-
mined based on the completed questionnaire. 
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The questionnaire has two sections: website and information.  Let’s suppose that 
the points considered by TMA are as follows: The points of website section are 0.4 
and the points of information section are 0.6.  If all points are won, TMA points 1 for 
technology trust. The security infrastructure of website cannot be checked in this way 
and for evaluating it, received certificates should be examined. This examination has 
been made in section 3.3 accompanied by examination of other certificates. 

3.3   Institutional Trust Evaluation 

Traditional commercial communication relies on legal commitments in primary 
communication making phases which are used for management on uncertainties. 
Because of non-transparent legal environment of internet, this does not work well in 
online environments [6]. To decrease uncertainties of online environments, a great 
number of third parties are active for helping the transactions of the organization and 
special structures, guarantees, and laws are used. Institutional trust is like a belief the 
trustor has on the security of a situation because of the guarantees, safe networks and 
other efficient structures. In studying institutional trust we assume two general com-
ponents: 1) Institution-based third party trust 2) structural guarantees and processes. 

In first form, the mediums define the organizational supplies but in second situa-
tion, the supplies are directed in two-way relation and are not arranged by the medium 
(such as legal agreements between commercial agents and the standards like commer-
cial messages, product information, infrastructure of information technology, etc.). 
The structural guarantees may be provided as they are ordered for meeting common 
needs of the agent. Reference [6] names bilateral institutionalized trust substituting 
the structural guarantees and divides it into three groups. These three groups are struc-
tural guarantees, facilitating conditions and situational normality. The states predicted 
in the contract between trading agents shall be prepared in accordance to a procedure 
or standard which TMA is able to evaluate. The relevant contracts shall be signed by 
parties and shall bear signature of TMA and time stamp.  TMA keeps these signed 
documents in its database. If the consumer wants to know about institutional certifi-
cate of e-vendor, TMA make evaluation in accordance to relation 6. 

Ta(I) = I(C)*α                                                         (6) 

Where C stands for certificates, I(C) is the number of received certificates. The secu-
rity certificates too are evaluated by this relation. Generally speaking, the point of the 
set of the certificates received by online company is determined based on the impor-
tance of the certificate which has been pre-defined for TMA. The degree of impor-
tance is determined by α. The maximum point we have chosen for that is 3.  

4   A Case Study 

For making the trust calculations we take an Internet service providers company in 
Iran, which offers services for finding access to local and world networks. We refer to 
this company as ANET.  Since, it is not possible to have access to the information of 
this site concerning the sales (for becoming aware of the number and items of transac-
tions and services of ANET company) we resort to knowledge of persons who have 



16 M. Divsalar and M.A. Azgomi 

 

had interactions with this website. We call these persons A, B, and C. A is a person 
who had commercial relations with company as a customer for about three years. A 
uses the Internet services of this company in framework of an ADSL contract which 
is extended often monthly. B has used the services of the company for six months in 
form of hourly subscription to dial up Service, and C has used ADSL ANET services 
for one year. First we consider trust to trade partner whose calculation has been pre-
sented in relation 1. In recent two years, totally, A has had 24 interactions with this 
online store and has been pleased with all these transactions except one. So, the result 

of the relation   
( )

( ) ( ) / ( )
1

I a
Ta Co S i I a

i
= ∑

=
  is 0.96. This value for B and C is 1 and 0.92, 

respectively. Concerning information sharing factor, the information related to access 
contracts and other services are available in a complete way. These information has 
been uploaded in forms and are accessible to the customers.  Considering the activi-
ties of this company and the needs of customers, full point may be given to informa-
tion sharing factor. Points that may be given for positive behavior factor is for two 
services: “little more” service (permits the users to have access to ANET services 
during a 5-day period after expiry of the contract period without paying additional 
fee) and giving rewards to any customer who introduces new customer to the com-
pany.  A, in his 24 interactions with this website, has used “little more” service of 
ADSL for 23 times and had one reward for introducing new customer. Therefore, the 
positive behavior point of the company with customer A is 1, with B is 0.83 and with 
customer C is 0.92. 

The obligations of ANET Company have been enumerated in the contracts for 
ADSL and Dial up services. One obligation relates to installation and commissioning 
the connection to Internet at “entrance” of modem for the subscriber. The second 
obligation relates to granting access right in each extension of the contract and render-
ing support services to the subscribers through telephone. It may be said that consid-
ering the need of the customer in respect of having access to the services of the  
company, the Company will receive entire points of legal obligations or G(a, i). 

Concerning product trust, generally speaking, ANET Company offers seven ser-
vices. Though, according to the solution proposed in computational model, many of 
the customers are fully satisfied with this service but the services of the company do 
not bear signature of any special reference and no product satisfaction index has been 
registered for them and therefore, no point can be scored for product trust.  

What pointed out above is all related to appraisal of the trust to trade partner. For 
appraising trust to technology, a questionnaire was send to persons. Based on opinion 
of A, totally 0.95 point was scored to the technology of the company. B and C gave 
points 0.9 and 0.85 respectively to online company for this aspect of trust. Concerning 
organizational trust, there is no certificate of special reference for this company and 
so no point can be allocated to the Company for this type trust.  

Since the competence of the company is an important element appraised with due 
regarded to satisfaction of the customer, high importance is attached to that when 
points are given to trust. Therefore, in calculating the general scores of trust we have 
applied coefficient 2. Considering above points and as presented in calculative model, 
we will have following table for trust to ANET Internet virtual store. Results indicate 
that evaluating of A, B, C is almost similar and is in near range. 
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Table 1. Contexts of trust and their values 

Trust dimensions Trust context A B C Max 

competence 1.92 2 1.84 2 

Benevolence 1.5 1.33 1.42 1.5 

Predictability 0.5 0.5 0.5 0.5 
Trade party trust 

Products 0 0 0 1 

Technology trust  0.95 0.9 0.85 1 

Institutional trust  0 0 0 3 

Total  4.87 4.73 4.61 9 

5   Conclusions 

In this paper, first of all three general dimensions for trust in e-commerce have been 
presented which is the base of later calculations of trust. The manner is such that 
some trusted parties (TMA) have been envisaged distributed in the network. TMAs 
have duty to evaluate, maintain and propagate trust for agents. The presented compu-
tational model has the ability of evaluating all contexts of the trust.  

We present a case study to display efficiency and rationality of the proposed com-
putational formula of trust. We didn't have access to e-suppliers sales and transaction 
information because of security problems. This limitation and the experiment condi-
tion lead us to do our case study with three consumers who purchase from a common 
e-vendor. In future, we intend to do a case study with different supplier and different 
shopping with more experiment and sufficient data to demonstrate the advantages of 
the proposed model. We also intend to implement a prototype of the model in a  
sample e-commerce system. Analyzing the detail of institutional trust especially in 
structural guarantee and process and presenting a solution for evaluating it in our 
computational trust model is another work we will try to do in future. Also we intend 
to design and assess a model for dimensions we discussed in this study and specify 
relations between dimensions. 
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Abstract. Recommender systems usually assume that the feedback
from users is independent from the way a suggestion is presented. Usu-
ally the learning effort to estimate the user model is aimed at recogniz-
ing a subset of items according to the user preferences. We argue that
acceptance or rejection is not independent from the presentation of the
recommended items. Shaping a recommended item means to decide what
kind of presentation can be more effective in order to increase the accep-
tance rate of the item suggested. In this work we address the challenge
of designing an active policy that recommends a presentation of an item,
i.e. which features use to describe the item, that will produce a more
informative feedback from the user. The main contribution of this paper
is a first principled design of an algorithm to actively estimate the op-
timal presentation of an item. An experimental evaluation provides the
empirical evidence of the potential benefits.

1 Introduction

A basic step in recommender systems is the estimate of user model. Learning
the user preferences is the premise to deliver personalized suggestions and to
design adaptive information filters. The challenge is how to support the user to
make a choice when the space of items is so huge that an exhaustive search is
not sustainable [1]. The usual strategy is to take advantage from the feedbacks
of the users to learn their preferences while are browsing a sample of items [2].

The elicitation of preferences takes place as an iterative process where the
users get explicit what kind of items like most or dislike. Conversational recom-
mender systems [3,4] were introduced to manage this process as a dialogue to
shorten the estimate of the user preferences and consequently the recommenda-
tion of a compliant item. Step by step the goal is to converge on a subsample of
items that includes the user’s choice.

Usually this kind of approaches share the simplifying assumption that the
choice of the user is independent from the representation of the items. Let con-
sider a scenario where the purpose is to choose a movie. The choice of the user
may be affected whether the movies is described by features like title, years and
genre, rather than title, actor and rating. What might happens is that the user
would accept our recommendation in the first case while would reject the other
even though the item, e.g. the movie, is the same [5].

The objective of this work is to address the problem of learning what features
affect the user acceptance of a given item. The working hypothesis is that the
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process of decision making is biased by the information encoded in a subset of
features. If such information is available the user may perform the assessment
of an item and to decide whether s/he likes or dislikes. In the other case the
user can’t evaluate an item and the feedback may be perceived equivalent to
a dislike option as above. We prefer to refer to this feedback as a third option
called unknow. Therefore we may distinguish among three kinds of feedback:
like, dislike and unknown.

It is worthwhile to remark that the two answers, dislike and unknown, are
not equivalent. If we received an unknown feedback, it doesn’t necessarily mean
that the recommended item isn’t suitable to the user. May be the same item,
recommended with a different set of informative features, might be accepted at
the next stage. If we received a dislike feedback the recommended item is equally
rejected by the user but we may learn what kind of features affect the decision.

The ultimate goal is to design a recommender system that helps not only to
select compliant items (items that users might like) but also to shape effective
items (items that users might perceive as appropriate) . Our approach is oriented
to active sampling. The idea is to recommend those features that will produce
more informative feedbacks from the user [6]. This work differs from other ap-
proaches based on active policy [2]. Usually the task of estimate the user model
aims to learn the threshold values that discriminate between acceptance and
rejection. We focus the estimate task to learn only what are those features that
are relevant to take a decision. It might be conceived as a shallow user model
that requires less effort, e.g. short interactions.

The motivation of this work derives from a different perspective on e-commerce
where the selection of an item is not driven only by the preferences of a sin-
gle user but more often is matter of negotiation [7] between two parties: pro-
ducer/consumer, buyer/seller, tenderor/tenderee. While the buyer is interested
to find something s/he likes among huge range of items, the seller aims to recom-
mend items that provide larger revenues. In this scenario, much more competitive
rather than collaborative, the general habit is to reduce the amount of elicited
information since it might represent a competitive advantage for the counter
part. In the following we will refer to a framework of bilateral negotiation [8].

The main contribution of this paper is a first principled design of an algorithm
to actively estimate user preferences. An experimental evaluation provides the
empirical evidence of the potential benefits.

2 Formal Definition

In this Section, we formally define the behavioural model of users playing bilat-
eral negotiations.

We model a user using a workflow which encodes the sequence of actions
to be executed; in particular, we define three functions, the pref function, the
shape function and the like function, which encode the user’s preferences and
decision making procedures. While pref and like functions are supposed to be
stationary and defined at the beginning of the negotiation, shape is conceived
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as an adaptive function whose definition evolves through the negotiation by a
process of learning. The way to shape an offer change according to the feedback
collected from the counter part. After each stage of interaction the hypothesis
on issues relevance is revised with respect to the evidence collected so far by the
rejected offers.

The pref function, given the offer number in the negotiation, returns an item
from the ordered preference list of the user. The user is in charge of selecting an
item for the next offer. We indeed suppose that each user has a fixed list of items
ordered in accordance with his utility. Formally, let U be a set of users, T be
the item set, and k be the maximum number of offers (for each user involved in
such negotiation) before the negotiation expires, we define, for each user u ∈ U ,
the pref function as prefu : Ik −→ T where Ik = {1, 2, 3, . . . , k}.

The shape function, given an item, returns an offer to send to the counterpart.
Practically, it selects which features of an item to include in the offer. In the next
Section we give a formal description of the item set and the offer set. Formally,
let O be the offer set, for each user u ∈ U , we define the shape function as
shapeu : T −→ O

The like function, given an offer, return a label (answer) which is related to
the evaluatioLet A = {0,⊥, 1} be the set of all possible answers to an offer, for
each user u ∈ U , we define the like function as likeu : O −→ A The like function
is invoked every time we need to evaluate a new opponent’s offer; we emphasize
that both the values of the issues and the presence or absence of some issues
play a role in the definition of this function.

After the definition of the pref, shape, and like functions, we can focus on
the user’s workflow. Firstly, A calls its pref function which returns the item to
propose. Then, A calls its shape function which provides a subset of issues to
include in the offer. Finally, A sends the offer to B. Once the offer is received,
B calls its like function to decide if accept the offer. If B rejects it, B will call
its pref and shape functions to generate a counter offer, that will then send to
A. At this point A will evaluate it using its like function. The negotiation go on
until one of the two users accepts an offer or the time expires.

3 Computational Model

In this Section we develop an active learning algorithm that will explore the space
of agreements by selecting a set of issues that are “relevant” for the opponent or
yield an high “benefit” when assessing the opponent’s preferences. This search
will be carried out inside the present negotiation and will react according to the
counter-offers proposed by the opponent.

As a first step, let us define the item set T ; we suppose that each item ti ∈ T
can be described as a set of pairs of the type

ti = {(attr1, ai1), (attr2, ai2), . . . (attrn, ain)},
where n, the number of features is fixed, and we denote with aij the value
assumed by the j-th feature of the i-th item. The shape function defined in
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Eq. 2 takes an item ti and shapes the offer by selecting a subset of informative
features. Formally this can be accomplished by setting some of the values aij

to the special value NA (not available, i.e. missing value). Hence, we obtain the
offer oi ∈ O as

oi = {(issue1, vi1), (issue2, vi2), . . . (issuen, vin)},

where

vij =

{
aij if the j-th feature is an issue,
NA otherwise.

Essentially, in order to define the shape function we need to attach a score to
each item’s feature. This score can be obtained by using a variant of the active
learning algorithm for feature relevance [9]. In order to adapt such algorithm we
need to introduce some definitions in the following.

As stated in the previous Section, we assume that the negotiation will end
after a certain number of offer exchanging k. We can, then, define the user’s
content matrix at step m (i.e. after m offers exchanged) as

Vm =

⎛
⎜⎜⎜⎝

v11 v12 . . . v1n

v21 v22 . . . v2n

...
...

...
...

vm1 vm2 . . . vmn

⎞
⎟⎟⎟⎠ , (1)

where m ≤ k. Analogously, we can construct a similar matrix, the opponent’s
content matrix at step m, which contains the issues’ values of the offers received
by the opponent. We denote such matrix as Wm, where m ≤ k. Note that these
matrices contain also missing values. As long as we receive and make new offers,
the matrices will increase row by row.

Vm will encode our strategy for making offers, whereas Wm will contain fea-
tures’ values which are of interest for the opponent.1 During the negotiation
process, the user is able to collect a lot of information related to the opponent’s
preferences analysing the content of the received offers. These data can be used
to estimate probabilistic models by considering each issue as a discrete random
variable with a multinomial distribution (for continuous issue we can think of
transforming the original continuous distribution to a discrete distribution, es-
sentially because we expect to have very few values for each issues, hence a
continuous distribution will bring no information).

Let us define then the issue matrix Fm and the response vector Am at step
m as

1 In fact, we argue that the opponent, when composing an offer, will use item of
interest with potentially interesting features’ values.
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Fm =

⎛
⎜⎜⎜⎝

f11 f12 . . . f1n

f21 f22 . . . f2n

...
...

...
...

fm1 fm2 . . . fmn

⎞
⎟⎟⎟⎠ (2)

Am = (a1, a2, . . . , am)T (3)

where

fij =

{
Pr(issuej = vij |Wi−1) if vij �= NA

0 otherwise.
(4)

represents the probability that the issue issuej be equal to the correspondent
value in the i-th offer we made given the content matrix Wi−1 and ai the i-
th response to our i-th offer (which can assume values in {0,⊥}). Let gj be a
relevance function 2 of the issue issuej computed using the matrix Fm, then, we
can compute the benefit of issue issuej in a new offer as[9]

B(issuej) =∑
a∈{0,⊥}

[
gj(Fm, issuej = v(m+1)j |am+1 = a)−

gj(Fm|am+1 = a)
]2

· Pr(am+1 = a|Fm),

(5)

where v(m+1)j is the j-th issue’s value of the new offer we are willing to make.
This strategy differs from a similar work [10] where the heuristic is to maximize
the expected utility, while here the criteria is to maximize the average increment
on expected utility.

The relevance function and the benefit function are used in the shape function
to attach a score to each feature of an item. In particular, we could use this
information to:

Exploration. Select the features which possess a high benefits B, which means
that including those features in the offer would allow for a smart assessing
of the opponent’s preferences;

Exploitation. Select the features which possess a high relevance g, which means
that using those features in the offer would allow the opponent to take a
decision using his relevant features, hence minimizing the chance of the offer
to be rejected.

In the following we restrict our attention to exploration strategy. We design a
recommender engine that exploits the computation of B to support an Active
Offer Shaping (AOS). AOS recommends features that are ranked at the top by
B function.

2 As a standard measure of relevance we use the mutual information, but other mea-
sures could be used, depending on the context.
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4 Empirical Evaluation

As reference example to sketch the experimental framework we refer to a scenario
of cooperative rental of a DVD movie. Two users engage an iterative process to
select what kind of DVD movie to watch together.

To generate a data set suitable for the simulation of such a kind of bilateral
negotiation as described in the previous sections, we start from the Movielens.

According to the simulation model adopted in Section 2, we need to model
each user by a pref function, defined by the rating of Movielens users, and the
like function, defined as the category of movies that discriminate between high
and low ratings . These two functions completely describes the “virtual” users
that will engage a bilateral negotiation to achieve an agreement on a movie that
both of them like. The shape function is alternatively implemented as a random
choice or as adaptive strategy according to the definition of Section 3.

We designed a simulation using a sample of 1500 user pairs to run negoti-
ations. At each negotiation we have one user which always plays the random
strategy, whereas the other one alternatively uses the random strategy or the
AOS recommender.

From the simulations we obtained that the rate of success for random strategy
is 0.81 (0.01), whereas for the AOS strategy is 0.93 (0.01). There is an increment
of 12% (180 negotiations) in the number of successful negotiations when using
the AOS recommender. It is interesting to analyze in detail the disaggregated
results, as reported in Table 1.

The first row reports the mean number of counts (and the corresponding
standard deviation) when adopting the AOS recommender the negotiation fails,
whereas, using a random strategy the negotiation succeeds. The second row
depicts exactly the opposite, when using the AOS recommender is beneficial
and random strategy does not. The difference between these two counts is about
170 which explains the increase in the rate of success when using the AOS
strategy. The fourth row depicts the situation where both the strategies produce
a successful negotiation, but using AOS a faster agreement is reached. The fifth
line is the opposite. Here we can notice that, typically, there are about 700
negotiations where the random strategy produces faster successful negotiations.

Notice that the remarkable performance of the random strategy is due to the
fact that the problem, as is, is easy to solve; in fact, among the 18 features

Table 1. Mean number and standard deviation of counts for the different situation
that may arise during the negotiations

AOS RND % μ σ

Unsuccessful Successful 0.05 85.9 8.1
Successful Unsuccessful 0.17 257.2 13.1

Unsuccessful Unsuccessful 0.01 20.4 4.9
Faster Slower 0.26 400.0 13.6
Slower Faster 0.46 696.0 20.7

Same speed 0.02 41.3 6.2
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Fig. 1. On the left hand side the differences between negotiations with the AOS rec-
ommender and random strategy; on th eright hand side the distribution of the average
negotiation lenghts with the AOS recommender and random strategy

available, you have only to find the right feature (probability 1/18) and its value,
which may assume only two values, 0 or 1 (with probability which depends on
the distribution of the genre). The problem can even be solved more efficiently
by probing the same feature once one obtains as answer DISLIKE. However when
the scenario becomes more complicated (for example when the user model im-
plies a combination of right features/values and the cardinality of the features
is higher than 2, or possibly continuous) we expect that the random strategy
would perform very poorly, whereas, using the AOS recommender and its ex-
ploration/exploitation capabilities we expect to obtain far better results. The
extremely simple scenario used, nevertheless, is useful for analyzing the behav-
ior of the algorithm used for active learning. Another effect of this simple scenario
is that the number of answers of type DISLIKE one obtains is very low (once dis-
covered the right feature, being it binary, there is an high probability of ending
the negotiation), and the computation of the relevance is deeply affected by it.

Another interesting results is the comparison of the speed in obtaining a
successful negotiation.

In Figure 1 we show, in the left part, the histograms of the mean counts of suc-
cessfull negotiations with the random strategy and with the AOS recommender.
As you can see, the histogram of random strategy is a deacreasing function of the
offer number, as expected, whereas, the AOS histogram presents a peak around
the 20th step. The first peak in the AOS histogram is due to the fact that the
first offer is shaped at random, not having any useful information to use in the
active feature sampling procedure.

In the right part of Figure 1, we plot the cumulative counts of successful
negotiations (and error bars associated), where we can clearly see that in the
first part of the negotiation, the random strategy is better, but after the 20th
offer the AOS recommender provides additional successes. This indicates that at
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certain point in the negotiation, the “exploration power” of the random strategy
stops to be fruitful, whereas the AOS recommender keeps being effective.

5 Conclusions

In this paper we proposed a computational model to support active learning
of issues’ relevance. The active sampling approach is particularly indicated be-
cause it allows to exploit useful information from ongoing negotiations and to
intelligently explore the space of agreements. Furthermore, shortening the esti-
mate of opponent’s features relevance allows to speed up the achievement of an
agreement in a bilateral negotiation.
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ture's specifications. 
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1   Introduction 

Supporting negotiations in a web based environment is a task that many tools and 
vendors already offers. Some of these also offer the ability to customize to some ex-
tent the tender/auction; for example the price and the duration is customizable, as is 
the fact that it can be a public or a private negotiation. In general these solutions sup-
port a rather small number of negotiation types (auction or direct buy usually) and for 
each some level of customization is allowed. Supporting new behaviors like for ex-
ample extending the termination of the negotiation by 5 minutes after the receipt of an 
offer, or adding complete new models like “reverse auction” or generic tenders, is 
hard without the need to undergo a rather long set of changes in the application code. 
The ONE projects has been entirely conceived for being able to dynamically support 
new negotiation models. 

The project is constituted of two main environments: the Factory, where models 
are defined, and the Runtime, where models are instantiated and executed. The latter 
is further defined in two phases: the Setup where negotiations are configured with 
data and the Execution where they are started and users actually participate to arrive 
at an agreement. 

2   The MDA Approach 

In order to support new negotiation models without undergoing the classical de-
velop, compile, test and software deployment life cycle, the ONE consortium has 
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decided to leverage the Model Driven Architecture(MDA [1]). ONE provides a 
tool where negotiation models can be created in a visual environment specifying 
the negotiation protocol, and the underlying information model: with this tool it is 
possible to model virtually any kind of eBusiness negotiation. 

The models defined in the editor are instances of the negotiation modelling lan-
guage, called the One Negotiation Metamodel (defined by the consortium [2]) that 
represents the core expression capabilities of the models. 

The ONE consortium has defined a Domain Specific Language (DSL) for describ-
ing negotiations (a DSL is a specifically tailored language for describing the struc-
ture and the behavior of vertical domains). Adopting this approach, primarily aims at 
raising the level of abstraction at which the software is produced. The main idea is to 
capture the domain knowledge by means of models and to develop the supporting 
applications by instantiating these models and generating code, documentation, and 
other artifacts.  

Models are processed by the run-time environment which allows users to tailor 
them to their needs such as the products information, the services, the start, the end 
date, and in general the values of the various variables defined in the model. During 
this phase, called “Setup”, users can also invite users and specify if the negotiation 
will be public or private. 

3   The Implementation Strategy 

The project has been conceived for a community of users and as a such it has adopted 
the EOA approach (Ecosystem Oriented Architecture) [3]. 

As defined in the DBE project[4] business ecosystem are based on a peer to peer 
model, where each participant plays both the role of a server and of a client, with 
the absence of a central control point as depicted in Figure 1 below. This topologi-
cal model well reflects the nature of social networks: they are self sustained and are 
regulated by a mechanism where each participant offers part of its infrastructure as 
a resource to the community: from the business perspective this avoids the “big 
brother” syndrome. 

The execution environment on the other hand is star based topology: the owner of a 
negotiation is hosting the negotiations itself, while the participants are using their nodes 
to access the negotiation. Figure 1 below. There are two dotted circles that represent p2p 
networks of resources. The first, in the upper part of the figure, are the nodes that can 
run the negotiation as either an owner or a participant in a negotiation. The second net-
work, in the lower part of the figure, represents the p2p network of the Distributed 
Knowledge Base. The two other clouds represent two running negotiations: 'A' and 'B'. 
Each cloud is called a “Negotiation Arena” and their life cycle is regulated by each ne-
gotiation: they appear and disappear in sync with the negotiations. 

The environment, due to the redundant peer-to-peer nature of the topology, is 
highly reliable and able to remain effective in case of a random failure of nodes. 
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Fig. 1. ONE topological model 

4   The Factory Environment 

The Factory environment is where models are created, modified and published in the 
Distributed Knowledge Base. consists ssentially of a “boxes & lines” [5] tool that has 
been generated from the negotiation metamodel itself.  

The GEF [6] and the GMF [7] Eclipse framework has been considered as the pri-
mary source for MDA related frameworks for the construction of the Negotiation 
Model Editor. More detailed information can be found in chapter 6, The ONE Nego-
tiation Metamodel.. 

The generated code has been further customized in order to fit special requirements 
which can not be expressed in the meta model, for example creating wizards for add-
ing Variables, Protocol Rules, Criterias, Action Language support or how to access to 
the repository.  

In ONE it was decided to draw two state diagrams, one represents the Owner (left 
side), the other the Participant (right side). The two State Machines communicate via 
Messages that are sent by Actions in one side and that are captured by Events on the 
other side. 

In order to describe precise behaviors, like Actions, preconditions and in general 
behavioral logic, it is necessary to support an action language, this means to augment 
the ONE DSL with an imperative language. Since scripts are to be executed at run 
time by the Negotiation Engine and since the entire project is based on Java, is was 
decided to adopt a subset of the Java Language [8] (JSR-274, implemented by Bean 
Shell [9]) in order to avoid further transformations in the Engine at runtime. 

The editor is a rich client application: the models can be stored locally in the file 
system or in the Distributed Knowledge Base (DKB) as an XMI [10] encoded file. In 
line with the MDA approach, these models are not specific to an execution engine, 
they are a Platform Independent Models (PIMs [11]), there is no assumption about the 
Execution Engine, Jboss, Ilog or others, not even it assumes if the participants of the  
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Fig. 2. Negotiation Editor, two state machines, fragment 

negotiations are humans using Web based interface or software components using 
Web Services. 

There is no use of an ontology, the projects decided to adopt folksonomy [12] to 
tag models and the information model. 

5   The Runtime Environment 

The Runtime is the Web based environment where negotiations' instances are created 
from models and executed; in addition this environment provides a set of side func-
tionalities[13] like searching, inspecting for negotiations, registration, login and the 
management of a personal workspace where to keep track of past negotiations, called 
the My One [14]. The connection point between the Factory and the Runtime is the 
Distributed Knowledge Base (Distributed Knowledge Base) that receives the models 
created in the first environment and they are then retrieved, configured and executed 
from the second. 

6   The ONE Negotiation Metamodel 

The ONE DSL was created in order to allow users to design any type of negotiation 
process as simply as possible, while still being precise enough to allow the process to 
be machine executable: the language has been inspired by FIPA protocol [15] and by 
the OMG Negotiation Facility [16]. The metamodel uses essentially a subset of UML 
[17], as no existing UML profile met our requirements. 

The metamodel has two sections; the Information model which describes what is 
being negotiated, and the Negotiation Protocol , which describes how an agreement is 
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negotiated. The Information Model needs to be very flexible to support almost any 
business domain, so it has a simple structure with attributes and issues that can be 
negotiated (changed by negotiators). The ONE DSL does not contain any standard 
agreement or contract types; it is up to users to define these kind of models. 

From examining many existing negotiation methods and systems, a number of fea-
tures common to virtually all negotiation processes were determined. An example of 
one of these concepts is that to reach an agreement a user must make an offer and that 
offer must be accepted by another user. These concepts were formalized into the ne-
gotiation protocol section of the ONE Negotiation metamodel. 

Negotiations in ONE do not require a neutral third party to host or coordinate a ne-
gotiation, the parties communicate directly with one another. This brought us to the 
approach of using independent state diagrams for each user, with the transitions be-
tween states being triggered by the sending or receipt of messages, or other stimulus. 
Each Negotiation State machine have a number of SuperStages that a process would 
go through on the way to reaching an Agreement. The SuperStages and the basic ne-
gotiation protocol were created to help ensure that every negotiation achieved certain 
legal norms inherent in contract creation [2]. 

User defined Stages represent specific steps in the negotiation process, such as 
when a user is creating an offer or other message, waiting to respond to an offer, or 
waiting after a sealed bid has been made. 

As part of the metamodel we defined a number of message types such as: Offers, 
Agreements, Admission Requests, Information and Notification messages. These 
Message types have precise meanings but can be extended to support different kind of 
negotiation models.  

In the metamodel there area also Actions that are triggered at certain steps in the 
negotiation protocol; such as when a user enters or leaves a specific stage. In design-
ing the metamodel a difficult decision to make was the level of granularity for prede-
fined actions. The more functionality that was included in the predefined actions, the 
less flexible the system becomes. With less functionality the metamodel provides no 
benefit over existing modelling languages. The decision was to define a few simple 
common actions, and to define the more complex behavior in action Scripts: small 
sections of Bean shell code[9], embedded in the models. This approach allows a user 
to write custom rules like sorting or filtering messages.  

6.1   Transformation and Execution 

MDA dictates that negotiation models are to be executable. This could have been 
achieved by developing a state machine engine to step through the ONE stages. How-
ever an existing open source state machine engine (JBPM) was found to have all of 
the core features required for ONE. It was demonstrated that by transforming models 
from the ONE DSL into JBPM compatible model (JPDL), the development effort 
could have been greatly reduced.  

The process of transforming negotiation models from the ONE metamodel into JPDL 
was not a straightforward task, since not every feature in ONE metamodel had an equiva-
lent in JPDL. A multiple layer transformation process was developed that supported all 
the features of the ONE DSL [2]. This process uses a number of ATL rules (Atlas Trans-
formation Language [18]) with XSLT also used for formatting, see Figure 3 below.  
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The greatest benefit of transforming the models into an existing process model lan-
guage was that it allowed us to rapidly prototype negotiation processes in a stable 
state machine environment and use a number of features that would not have been 
possible to implement with the available resources. 
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Fig. 3. Models and metamodels 

The transformation layer would allow different implementations to use the same 
negotiation model, with Web Services providing the standard for messaging. As such, 
it might be possible to replace components of the current ONE platform with new 
components and remain compatible with the Architecture. 

7   The ONE Web Portal and the ONE Node 

In the ONE Web Portal participants can create, join and negotiate under the rules 
specified by the model. There is also a user workspace, where contacts, and past ne-
gotiations are stored managed. 

There can be several Web Portals in the Internet each with its own different IP ad-
dress and any of these can be used to log in and to enter the community. The ONE 
Web Portal is a stateless application server; all the storage of information are man-
aged via the Distributed Knowledge Base only. The One node is the technical infra-
structure (see Figure 4), is built on top of the Spring [19] service container. All the 
functional components are then plugged on top and some of them make also use of 
the Portal that make use of an Open Source implementation [20] of the Portlet speci-
fication [21]. 

It is assumed that participants have a preference for a trusted node through which 
they access a ONE node that will be responsible for the traffic and for the activities of 
their users, as such there is a cross trusted relation that will be properly implemented 
by the Trust and Reputation component [22]. Users who intend to join a negotiation 
are to be redirected, together with their trusted/owning node, to the central node were 
the negotiation will be run. It is important to enforce the concept that a node becomes 
“central” only for the duration of the negotiation: it is not an fixed property of a node. 
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Fig. 4. One node, layers of technologies 

Since negotiations are supposed to last for several days or weeks it is hence re-
quired to provide a fail-over mechanism: during the negotiation; the Engine will take 
care of duplicating the negotiation state in a backup node. 

8   Recommender and Learner 

A node, in addition, could host the connections of many users who could participate 
to different negotiations and hence the Negotiation Areas do overlap and intersect: a 
node can support many users in the role of owner and many users in the role of par-
ticipants in the same or in different nodes (Figure 1 represents an ideal scenario where 
two separate Arenas do not share any Node). 

ONE also provides a recommendation framework and an intelligent learner system 
that given the negotiation models and the history of past anonymous executions is 
able to provide feedbacks and infer suggestions to the participants. 

The Recommender System [23] that plays a key role in supporting users during the 
negotiation processes, it recommends how to reply or respond in a negotiation. It is 
aimed at implementing a learning agent, able to suggest to the user a negotiation strat-
egy. This has been achieved by observing, in the right context, the user behavior and the 
actions of other partners in past negotiations. The strategy learning algorithms is based 
on the observation of real interactions that happens in the Execution Environment. 

9   Summary and Conclusions 

The consortium has successfully adopted the MDA that allowed the solution to  
functionally scale, to have software components which are not bound to any specific 
negotiation and are adaptable to custom needs. This provided benefits in the daily 
organization of the work, easing the interoperability among partners and most of 
software components that have been generated rather then coded by hand. The project 
(released of open source [24]) can already be modelled, published and executed. 
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Abstract. More and more companies are realising that business is best car-
ried out in project-based virtual alliances and are intensively networking and 
collaborating with partner companies. This requires convergent, adaptive, 
and interoperable IT environments ready to support flexible, loosely coupled 
networked enterprises, anywhere, anytime - regardless of heterogeneous sys-
tems and applications in use. In this paper, a methodology for gathering and 
analysing user requirements is applied which is specifically tailored for in-
corporating multi-party views such as necessary for the development of col-
laboration platforms to support virtual alliances and to prove its significance 
in a real-world case study. The work presented is performed within the 
SPIKE project, focusing on the technical, methodological and organisational 
support of short-term and project-based business alliances between organisa-
tions of all types and sizes. 

Keywords: Collaboration, networked enterprise, virtual alliance, collecting and 
engineering requirements. 

1   Introduction 

Today’s organisations face big challenges such as globalisation, shorter innovation 
cycles, increased competition, and the negative effects of the current financial crises. To 
continue being successful on the market and to achieve sustainable competitiveness, 
organisations have to adapt their ways of doing business. Moving from entrenched 
thinking and practice to flexible and agile business networks in terms of virtual partner-
ships across organisation's borders with anybody, anytime and anywhere represents an 
extremely promising way [1]. This is also diagnosed by recent surveys done for exam-
ple by AT&T [2] or the Gartner group [3]. Both predict a significant increase of virtual 
business alliances among partner organisations in the near future. In most economies, 
small- and medium-sized enterprises (SMEs) represent the biggest fraction of enter-
prises. For instance, in the European Union, SMEs comprise 99% of all companies [4]. 
Virtual partnerships enable them to open up new business opportunities, to stay com-
petitive and thereby to better manage existing and upcoming challenges. Frequently, 
SMEs are specialised and extremely innovative in particular areas but are restricted to 
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offer their services to local customers only. Acting in virtual partnerships – for example, 
with larger internationally-acting enterprises – may enable them to provide their compe-
tencies on a larger global scale and thereby to enter new markets. 

Successful virtual collaborations depend on different factors such as skilled em-
ployees, integrated processes and extensive use of information and communication 
technology (ICT) [5]. Although ICT has been identified as an essential aspect for 
virtual partnerships by several authors (for example [6] or [7]), currently available 
technologies still lack powerful integration of heterogeneous environments across the 
partner sites, support of interoperable business process management, the potential to 
execute inter- and intra-domain workflows, the security and trust of the collaboration 
platform, and a proper user- and access rights management across domains. To over-
come the situation and to provide an integrated solution for collaboration support are 
hence the goals of the SPIKE project. 

The main goal of this paper is to apply a methodology for gathering and analysing 
user requirements which is specifically tailored for incorporating multi-party views such 
as necessary for virtual alliances and to prove its significance in a real-world case study. 
The remainder of the paper is structured as follows: In section 2 we present an overview 
and the vision of our SPIKE project. This is followed by the applied methodology for 
requirements gathering (section 3) and a general discussion of the SPIKE requirements 
(section 4). Section 5 contains the prioritisation of the requirements according to their 
importance and significance in the SPIKE project. Finally, section 6 concludes this 
paper with a project status report and an outlook on future work.  

2   The Case of SPIKE 

The goal of the SPIKE1 (Secure Process-oriented Integrative Service Infrastructure for 
Networked Enterprises) project is to deliver a software platform for the easy and fast 
setup of short-term (up to about 6 months), project-based and loosely coupled business 
alliances among partner organisations. The SPIKE vision includes a 3-layered architec-
ture of a business alliance (see fig. 1). On a top level, all the organisational and legal 
prerequisites, which are necessary before the business alliance may start, are negotiated. 
The second level is the conceptualisation of the business alliance. Usually, a project-
based collaboration starts with a common goal of all alliance partners. In order to reach 
the goal, a high-level strategy is agreed upon among the alliance partners, which in later 
steps is further refined into a detailed business process specification. The responsibility 
for the different parts of the business process is shared among alliance partners and the 
partner having the best qualification for a certain task may be in charge for its accom-
plishment. Developing the global strategy and further refining it into a detailed business 
process specification is the second layer of the SPIKE architecture. Layer 3, the SPIKE 
service layer, consists of mapping instruments responsible for assigning proper (web) 
services to business process tasks, particularly retrieving, selecting, orchestrating, man-
aging and executing them in a controlled way. Layers 2 and 3 are supported by  
the SPIKE technology. In particular they are supported by a (web) service specification 
and enactment infrastructure, ontologies and semantic services, interfaces to business 

                                                           
1 www.spike-project.eu 
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process modelling and a workflow management system, a security sub-system, the 
identity management infrastructure and a SPIKE portal engine.  

The SPIKE solution will encompass a semantically enriched service-oriented infra-
structure including a virtual semantic service bus for workflow control and handling 
and transformation of messages. At the enterprise interface level, a collaborative 
process portal approach will be delivered, capturing the user’s working context and 
seamlessly transmitting it to other applications and services in the alliance. This will 
also enable integration of legacy systems via tailored portlets and connectors. Special 
focus is given to the security and identity management issues involved. The solution 
will include an easy-to-administer security infrastructure for the business alliance 
which will consist of basic and advanced security services. Additionally, federated 
identity management and administration of digital user identities and privileges across 
organisational boundaries is another major issue. A strong focus on the security and 
identity management aspects is necessary because of the focus on “project-based” 
collaborations, meaning that alliance partners possibly are competing simultaneously 
in other projects not part of the alliance. Additionally, further improvements of the 
state-of-the-art in the fields of workflow management in combination with dynamic 
and semantically enhanced selection of service instances, integrating enterprise por-
tals and cross-organisational communication infrastructures are expected. 

 

Fig. 1. SPIKE’s virtual business alliance 

3   Requirements Analysis 

It is generally understood that collecting and analysing the requirements is critical to 
the success of any system. For SPIKE, the general methodology developed by 
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Maguire and Bevan [8] was applied for the requirements analysis. Based on their 
findings, the general process for the requirements analysis is performed in four steps 
which are supported by different analysing techniques accordingly: 

1. Information gathering: Background information about stakeholders and processes 
is gathered. It may be supported by stakeholder analysis, secondary market re-
search, task analysis, or field studies. 

2. Identification of user needs: After stakeholder identification, an initial set of user 
requirements can be identified. User surveys, interviews, scenarios, and use cases 
as well as workshops are means to collect these basic user needs. 

3. Envisioning and evaluation: On the basis of the initial user needs, a prototype 
(software- or paper-based) is developed. This helps in validating and refining the 
requirements. It may be further supported by brainstorming, card sorting, and affin-
ity diagramming. 

4. Requirements specification: Requirements are specified in compliance to some 
standardised way. For this, a clear statement of design goals, a prioritisation of the 
requirements, and measureable benchmarks against which the design can be tested 
should be documented. Task/function mapping, requirements categorisation, and 
prioritisation are techniques supporting the requirements specification. 

3.1   Strategy and Methods to Identify SPIKE Requirements  

For SPIKE, the user requirements analysis was conducted in close cooperation with 
potential future users and by means of the strategy illustrated in Fig. 2, which is de-
scribed in more detail below. 

 

Fig. 2. Strategy for the user requirements analysis 

1. Vision, scope and goals. A clear understanding of the context in which the SPIKE 
system will be operated, its purpose and goals need to be determined and formulated. 
At the end of this phase, all stakeholders must have the same picture of what the pro-
ject is about. For SPIKE, the result is that the SPIKE system will serve as collabora-
tion platform having its main scope on (1) outsourcing parts of the value chain to 
cooperation partners and similarly embedding fragments delivered by alliance part-
ners, (2) fast reaction, easy and fast setup of virtual alliances, (3) flexibility, for short-
term and project-based virtual alliances mainly, (4) security, as alliance partners may 
cooperate in some projects but compete in others. 

Furthermore, some additional advanced building blocks were defined: Federated iden-
tity management, with special focus on mapping users and their privileges among different 
domains; dynamic composition of workflows across sites by means of selecting prede-
fined remote services or dynamic service selection during runtime; providing a common 
user interface, making use of innovative portal technologies and overcoming different data 
and service formats by employing an enterprise service bus and semantic mediation. 
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2. User types and roles. During an analysis of the potential stakeholders of the SPIKE 
system, the different user types and their relation to the collaboration platform were 
identified. The outcome resulted in the following types of stakeholders: 

The technology provider is responsible for setting up the platform as well as related 
technologies and ensures the successful design, deployment, operation, maintenance, 
and decommissioning of SPIKE hardware and software assets. A portal administrator’s 
obligation is to maintain basic data and functions to run the collaboration platform’s 
service portal and to create user accounts for service providers and administer their 
access rights. The content manager is in charge of the functionality of the collaboration 
platform’s portal. For him, close cooperation with alliance partners’ business areas is 
essential in order to transit their requirements to user portlets. The service provider 
offers SPIKE services to other companies. He must provide necessary information such 
as description or pricing for a specific service via the service catalogue. Furthermore, 
this stakeholder maintains the legal contracts (access rights for service users of a spe-
cific service, duration of the contract) and uses the reporting/auditing functionality of 
the portal to monitor the use. The service requestor makes use of a specific service of a 
service provider via the collaboration platform. The role of service executors can be 
played by software or human beings. Service executors are responsible for the execution 
of a requested service. The service locator is responsible for identifying the respective 
provider of the requested service. 

3. Collection of requirements. After all stakeholders and their roles have been identi-
fied, the actual gathering of requirements starts. To support this phase in SPIKE, several 
instruments are applied: A use case analysis based on pre-defined application cases 
turned out to be very effective for gathering requirements. Analysing use cases lead to 
the description of tasks which have to be carried out by the final system. For the de-
scription of the use cases, a template was applied. A questionnaire-based survey was 
conducted by representatives of the stakeholders. Additionally, interviews, meaning 
face-to-face meetings, were conducted with selected participants of the survey in order 
to clarify inconsistencies as well as to gain additional background information. Work-
shops and round table discussions turned out to be very efficient to discuss ideas and 
exchange opinions between users and developers. Several workshops and round tables 
with interested companies have taken place to discuss and refine potential requirements. 

In addition to the identification of user requirements by the abovementioned meth-
ods, further market research was applied to identify user needs and relevant technical 
literature. Moreover, public information about related projects, such as Crosswork2, 
Ecolead3, Trustcom4, and others has been analysed. 

4. Documentation. After the collection phase, a structured documentation of require-
ments is essential. In SPIKE, they were assigned to pre-defined types (see section 4). 
To end up with a standardised documentation, a software requirement specification 
document, acting as template for the specification has been employed. 

5. Validation. Validation ensures that the asserted requirements meet the original goals. 
As a first step, a prioritisation of the identified requirements was performed. Furthermore, 

                                                           
2 http://www.crosswork.info/ 
3 http://ecolead.vtt.fi/ 
4 http://www.eu-trustcom.com/ 
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a check against selected quality criteria such as preciseness, completeness or robustness 
was conducted and led to the deletion and revision of some requirements.  

3.2   Strategy and Method to Analyse SPIKE Requirements  

The requirements collected are stated in a requirements document which is subject to 
further analyses. In SPIKE, requirements validation has been carried out using the 
requirements analysis strategy illustrated in Fig. 3. 

 

Fig. 3. Requirements Analysis Strategy 

The process of analysing user requirements in SPIKE starts with the activity stated 
in the lower left corner of Fig. 3, passes several phases and finally ends in the re-
quirements specification document (DEL.2.2) shown in the upper right corner. Ena-
bling several iterations to refine and update the achieved results, the requirements 
analysis is rather a lifecycle than a process. Throughout the lifecycle, use cases and 
market research are important elements for analysing the requirements. Each single 
requirement must pass a quality gateway and is reviewed during workshops. Only 
requirements successfully passing the gateway are still considered and subsequently 
classified according to predefined requirement types. The analysed requirements 
serve as initial input for the specification of a SPIKE “functional sketch”, which is 
passed to the stakeholders for verification. 

Relating the SPIKE approach to [8], only minor differences may be determined. 
We start with an additional phase in order to get a common understanding of the con-
text. Maguire and Bevan’s information gathering and user needs identification phases 
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are fully included in our strategy and supported by different methods. As the outcome 
of SPIKE is rather an experimental prototype than a market-ready product, their step 
“envisioning and evaluation” by an early prototype is of less importance for SPIKE; 
however, our prototype may serve this purpose well in case it is decided to commer-
cialise the project outcome later. Their final step is also included in our methodology, 
leading to the final requirements documentation. 

4   Categorisation of Requirements for Collaboration Platforms 

In order to allow for easier lookup and handling, a categorisation of requirements has 
been performed along the axes user requirements, usability requirements, and organ-
isational requirements. User requirements merely focus on the functionality aspects of 
the system; usability requirements include aspects such as level of effectiveness of the 
system, the efficiency and user satisfaction or the comfort with the system, while 
organisational requirements target the implication on the individual organisation when 
introducing a collaboration platform such as SPIKE.  

Altogether, almost 100 requirements were collected, whereof sixty were classified 
as user requirements, thus forming the strongest category. In the following subsec-
tions, the categories are discussed on an abstraction level. For a list and a more de-
tailed view, we refer to the SPIKE website5. 

4.1   User Requirements 

This type of requirements resulted from the intended users, including both functional 
and non-functional requirements. A characterisation of the predominant topics is 
presented below. 

Requirements concerning workflow management. Users requested to be able to spec-
ify and automate execution of individual activities along a process chain. Consequently, 
a system supporting inter-domain workflows is expected to consist of different tools, for 
example a workflow engine, process definition tools, links to applications, workflow 
enactment services as well as administration and monitoring facilities. 

Support for communication among the alliance partners. This includes both asyn-
chronous and synchronous means for contacting cooperation partners. For synchronous 
communication, instant messaging and videoconferencing facilities were mentioned 
predominantly. Also, team communication facilities were discussed, allowing individual 
groups to share appointments, invitations to group meetings as well as upcoming tasks 
and milestones automatically. 

Another group of user requirements focuses on integration aspects. In this context, 
the primary concern is the integration of legacy applications within virtual alliances, 
thus referring to Windows-/X11-based as well as mainframe-based applications. Be-
sides, integration of existing SOA was mentioned as a requirement for collaboration 
platforms, which can be explained by the huge momentum that was created by SOA in 
the past [10]. Moreover, integration of ERP software and access management products 
(e.g. Novell Identity Manager, Firepass, Juniper, Tarantella, etc.) was mentioned as a 
requirement in order to upload configuration data into partner companies’ directories. 
                                                           
5 Please find a complete list of requirements at http://www.spike-project.eu/index.php?id=136 
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Another topic addressed is content management, again raising the need for team 
support in terms of joint editing capabilities, enabling users to collaboratively work on 
content. Content creation has to be kept highly flexible, allowing for usage in differ-
ent scenarios without any restrictions beforehand. Likewise, semantic capabilities 
were appreciated, enabling reuse of content generated in different manners. 

Security aspects have been identified on different levels: (1) Identification, authen-
tication and authorisation – providing controlled access to the platform and the ser-
vices offered by third parties. (2) Digital signatures - supporting a fast setup and legal 
binding of actions in a provable/undeniable fashion. (3) Secure document transfer 
between individuals within the alliance, supporting confidentiality on different levels 
(i.e., connection- or data confidentiality). (4) Document encryption – assuring confi-
dentiality and integrity of documents used within SPIKE.  

It turned out that users expect to use the collaboration platform from different de-
vices (i.e., desktop as well as mobile devices), thus requiring data synchronisation 
facilities and off-line capabilities in situations where no network connection is avail-
able. This also imposes the need for platform independence on the client side. 

Another important aspect addressed is single-sign-on, inducing the need for feder-
ated identity management (IdM) of users from partner companies. As collaboration 
platforms should be open to all types of enterprises, interoperability with existing IdM 
solutions based on existing standards such as SAML, SPML, and XACML at the 
individual companies’ premises plays a crucial role. 

4.2   Usability Requirements 

In order to reduce the probability of human errors, an intuitive user interface was 
demanded. At the same time, online help shall be available for key functionality, 
supporting the user in unclear situations. Performance is another issue, meaning that 
the system should react within predefined response times, taking into account differ-
ent types of connections to the platform (i.e., ISDN, etc.). Additionally, fault toler-
ance is demanded: Malfunction of a single component may not terminate the whole 
SPIKE system and should therefore result in a notification of the users only. 

4.3   Organisational Requirements 

Federated identity management, as already discussed in section 4.1, also requires 
consideration of the privacy aspects of users, allowing individuals within an alliance 
to control or influence what information related to them may be collected and stored 
and by whom and to whom this information may be disclosed. 

Also, a structured deployment process, imposed by the platform administrator, is 
necessary from an organisational perspective. This implies fallback scenarios during 
the rollout of new versions of the platform, which is a requirement for high availabil-
ity operation. This also includes a defined workflow in order to compare changes 
between individual versions of the platform in case an update of the platform is rolled 
out. At the same time, the deployment process has to ensure that unintended changes 
in the runtime environment cannot be performed by unauthorised persons. 

Organisational requirements also impose an alliance-specific administrator in order to 
carry out the setup of an alliance. This administrator should not be granted access to  
the business logic of the alliances (data being worked on in individual workflows, tasks, 
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external applications). However, administrative personnel from alliance partners may be 
granted limited administrative privileges. 

Time to market was also identified as a key requirement of a collaboration plat-
form. Thus, quick start-up time of an alliance is of utter importance. From an organ-
isational perspective, this means that all legal aspects before the actual start of a 
business alliance should be able to be carried out rapidly. At the same time, the goal 
of minimising time to market requires that all potential alliance partners be supported 
on a technical level, meaning that integration and definition of business processes 
should be as easy as possible. 

5   Requirements Assessment and Prioritisation 

The requirements presented above form the basis for the design and further develop-
ment towards an implementation of SPIKE. Therefore, it is critically important to 
assess and prioritise them. Our approach to guarantee periodic review of identified 
requirements has already been laid out in section 3.2. Prioritisation of the require-
ments depending on their importance is carried out alongside the axes MUST, ME-
DIUM, LOW, and FUTURE carefully as it is generally understood that requirements 
have a big impact on software functionality, acceptance, and applicability ([11], [12]).   

As the requirements originate from several sources and are derived from several 
independent user groups and usage scenarios, completeness and applicability of the 
requirements were assessed by the composition of comprehensive use cases, each of 
them combining several requirements from different sources. By combining inde-
pendently surveyed requirements from different sources, we were able to detect gaps 
in the list of requirements and to discover and add missing ones. During this process, 
varying significances of requirements even within single clusters were observed.  

The SPIKE project will put much emphasis on the area of security, both among al-
liance participants as well as of the platform itself. The start-up time for virtual alli-
ances was also identified as a requirement in the MUST priority, along with federated 
identity management. Also, the topic of workflow-enactment plays a crucial role for 
SPIKE, as well as all integration aspects. 

At the other end of the scale, the issues of deployment as well as the initial configura-
tion process of a collaboration platform or issues of system operation are currently not 
regarded as a major concern and are therefore treated with low (“FUTURE”) priority. 
This is probably because SPIKE is targeting at the realisation of an operable prototype 
and not a commercial solution. 

6   Conclusion and Future Work 

In this paper, a methodology for gathering and analysing user requirements is applied 
which is specifically suited for incorporating multi-party views such as needed for the 
development of collaboration platforms and to prove its significance in the real-world 
case study SPIKE. It was argued that it is critically important to elicit requirements 
from the beginning on and to constantly improve and manage them during the soft-
ware development process. Based on the requirements found, the SPIKE system ar-
chitecture, technical building blocks, and components have already been specified and 
software development is about to start.  



44 C. Broser et al. 

 

The SPIKE platform is going to be developed in an iterative process with several 
development cycles, each of them leading to a pilot application, giving SPIKE’s 
stakeholders the opportunity to redefine their needs prior to further development. 
Problems arising during the evaluation of each trial phase are expected to be ad-
dressed in the development cycle subsequent to the trial phase. Finally, note that the 
results presented in this paper are neither conclusive nor exhaustive. They rather mark 
intermediate results to be subsequently implemented and verified to take another step 
towards a comprehensive and competitive business alliance support. 
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Abstract. Institutional recommendation is an important factor for building trust 
in business or social interactions. Institutional ratings are issued by trusted au-
thorities such as public bodies or reference publications. They assess people’s 
expertise, the quality of products or services or the economic health of compa-
nies among other. Institutional ratings are characterized by objective and re-
peatable evaluations, based on well defined criteria and issued by institutions 
that build their own reputation on the quality of their assessment. However, on 
the Internet today, they lack adequate support that would encourage their usage 
and allow them to play a role as significant as they already have in off-line rela-
tionships. This article presents the potential of transposing existing institutional 
recommendation mechanisms on the Internet and describes new business mod-
els and scenarios that could be enabled.  

Keywords: Institutional trust, rating agency, rating, business models. 

1   Introduction 

Any business transaction requires some level of trust between its participants. For 
instance, a buyer needs to trust a seller that the goods on sell have the advertised qual-
ity and that they will be delivered timely. Such a trust relationship might be estab-
lished by a variety of means including past experience or exchange of documents. The 
final decision of whether to trust is also influenced by the specific risks involved in 
the transaction and the participant’s own aversion to risk. 

On the Internet, most of the times, the parties involved in a transaction have no or 
little information about each other. Hence, trust building mechanisms became a ne-
cessity for the success of online transactions and various mechanisms have been stud-
ied and proposed [1]. Usually, trust between participants that do not know each other 
directly is built through recommendations or ratings from third parties.  

Two main approaches can be distinguished here, depending on the source and na-
ture of the recommendation. An approach called “social recommendation”, epitome 
of the Web 2.0 area, consists of relying on fellow customers (peers) to make informed 
decision about a product (e.g., Amazon) or about a seller (e.g., e-Bay). Another ap-
proach, which is the focus of this paper, is to refer to specialized institutions for as-
sessing products, services or their brokers.  

For example, investors can refer to financial rating agencies to estimate the risks 
and future yields of an investment; photography enthusiasts may rely on extensive 
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camera reviews in photography magazines to make informed buying decisions; and 
consumers of “bio” products implicitly delegate to specialized agencies the task of 
verifying that food producers abide to the requirement of “bio” label. Degrees, certifi-
cates and awards are yet other forms of evidences that can help establish a trust rela-
tionship between parties.  

In the remainder of this paper, we will collectively refer to these forms of rating, 
labeling or certification as ”Institutional Rating” or “Institutional Recommendation” 
(IR for short) and institutions issuing such recommendations will be referred to as 
“Rating Agencies” (RA for short). 

By contrast with social recommendation, IR emphasizes objectivity and repeatabil-
ity of the recommendation [2]. A set of well defined criteria, sometimes measurable, 
are used to sustain the claim of objectivity of the rating. An aggregated recommenda-
tion (e.g., a number of “stars”) may also be provided to help digest all these criteria 
into a global rating intuitively intelligible to the user. For instance, hotels have to 
provide a minimal quality of service over a range of criteria to obtain a “five stars” 
label. RAs will therefore issue ratings for each of the reviewed entities. The issued 
rating is unique, meaning that for a given set of criteria and a given entity, objectivity 
would lead to a same rating (e.g., a hotel cannot be at the same time 3 and 4 star). 
However, a same RA may provide multiple ratings to a same entity as long as their 
criteria and semantic are different (e.g., an RA may rate the hotel restaurant in a way 
and the hotel rooms in another). Moreover, ratings often have limited validity, reflect-
ing the expected variability in time of the corresponding market. 

IR is complementary to other forms of recommendation and, in some cases, has no 
equivalent. For example, someone’s legitimacy to practice medicine cannot (and 
probably should not) be assessed by ways of social recommendation. Assessing cer-
tain criteria may also require access to information not available to the general public 
(e.g., access to production facility for “bio” labeling). 

The above examples show the key role plaid by IR in traditional business. How-
ever, on the Internet today, social recommendation is largely predominating and IR is 
still carried out using “off line” mechanisms (e.g., paper documents).  

In this article, we examine social recommendation along several dimensions to 
highlight its shortcomings (Section 2). We then contrast these shortcomings with the 
characteristics of IR (Section 3). Our objectives are twofold. First, we wish to moti-
vate IR as a most needed and complementary recommendation form to conduct online 
business. Second, we intend to characterize thereby a list of desired feature that online 
IR should present. On this basis, we summarize a possible model of online IR (Sec-
tion 4) and outline the new business models and activities that could grow on top of 
such framework.  

2   Limitations of Social Recommendation 

Is a high definition camcorder better than a low definition one? Arguably, high defini-
tion is attractive for its enhanced image quality, in line with the latest television stan-
dard and therefore is better. On the other hand, low definition is attractive for it is less 
demanding in terms of storage space and its format is in line with the requirements of 
online video sharing. The lower price doesn’t hurt either. 
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Leave the recommendation to online buyers and expect a heated debate on the 
pluses and minuses of each model. Depending on the website gathering user recom-
mendations, ranking of the goods may also be mixed with the user’s overall satisfac-
tion about the transaction (e.g., delay on the delivery, packaging problems due to 
transport, etc.) and biased appreciation of one’s own choice.  

This small example illustrates one of the issues faced by product recommendation 
based on feedback, also termed the “word of mouth” approach [3]. In the following, 
we briefly review some of the critical issues raised by social recommendation. Our 
aim is not a comprehensive survey of these issues, which form an active research 
domain, but rather to outline the main motivation for an alternative approach based on 
institutional recommendation which, at least partially, answers to these issues.  

Scope of application: Social recommendation is inherently limited to the qualities 
publicly accessible to users, either through the usage of a service or good, or through 
their existing relationship with a company or person. This excludes complex assess-
ment (e.g., Does Company A abide to EU environmental recommendation?) or as-
sessment based on evidences which are not part of the relation (e.g., Does company A 
manufacturing process comply with personal ethic?). While such questions are rele-
vant to the user’s trust in company A, the user will not be able to provide feedback 
about them.  

Method and quality of measure: The collection of social recommendation may be 
implicit (e.g., google through site cross-linking) or explicit (e.g., e-Bay). Both ap-
proaches have drawbacks: in the implicit approach, feedback gathering can be distrib-
uted (any user building a website is at the same time providing a recommendation) 
however, the feedback is then very poorly qualified (the linked site might be so 
equally for critic or appraisal). Therefore, implicit gathering mainly measures popu-
larity rather than intrinsic quality. On the other hand, web sites such as eBay ask users 
to provide feedback by choosing between negative or positive recommendation (or 
any intermediate appraisal level) and even publish guidelines on how to evaluate. 
However, the feedback provided is typically subjective and can lead to unfair rating 
due to a mixing of the criteria (see our introductory example) or malevolent behavior 
(e.g., discriminatory ranking) [4]. Genuine users might also provide improper rating 
due to the lack of perspective on the topic (they might know just a single product, the 
purchased one, and are not able to perform comparisons). Moreover, social recom-
mendation is sensitive to a number of threats such as collusion attacks [5] in which a 
coalition of actors agree on fake recommendation to artificially raise their ranking or 
Sybil attacks [6] in which one entity creates multiple identities to increase the reputa-
tion of one identity.  

Dynamics of the recommendation: Effective recommendation based on feedback 
necessitates a long term relationship between the market actors for allowing the time 
to collect feedback. This raises the question of how new entrant can gain initial repu-
tation (cold start problem). Feedback-based recommendation might also be a measure 
of popularity rather than intrinsic quality (e.g., google pagerank). As a popularity 
metric, it behave in a dynamic way similar to fashion or vogues. Feedback-based 
evaluation operates continuously, either aggregating the feedback over some time-
window or considering the entire feedback history. A difficulty in this case is to 
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match the time window considered and the volume of feedback received with the 
dynamics of the quality of the service or institution being ranked. For instance, if an 
ISP quality of service is good at some point and leads to positive feedback, it will take 
a long time to update the reputation of the provider to reflect a change in the quality 
of service in case of a sudden drop.  

Provisioning to third party: Social recommendation is the by-product of the partici-
pation of users into a virtual community. Feedback is perceived as a way to serve the 
community and is typically provided only on the web site that supports the commu-
nity. For example, e-Bay feedback about a seller or Amazon reviews can only be seen 
by visiting e-Bay or Amazon respectively. This limits the effectiveness of the recom-
mendation to serve in trust establishment between parties that enter in relationships 
outside of this recommendation domain.  

3   Institutional Recommendations 

In this section, we present how traditional mechanisms of institutional recommenda-
tion address the issues listed above regarding social recommendation. We note that a 
number of the benefits of IR are linked to their essentially “off-line” nature. There-
fore, we present in Section 4 a generic framework that would allow bringing these 
beneficial off-line features to the online world.  

3.1   Existing Forms of Institutional Recommendation 

IR covers a wide range of business and legal activities. It can be defined as “a profes-
sional assessment carried out by a clearly identified institution (public or private) or 
its representatives as the result of an examination process”. The examination process 
implies that the assessment is not generated in an ad-hoc fashion but relies on some 
(semi-)formal methodology. Here are few examples of IR: Product certification (e.g., 
aircraft flightworthiness, MS Windows compatibility), Professional or academic certi-
fication (e.g., diploma), Homologation, Professional review (e.g., camera test by a 
professional publication, edited restaurant guides).  

Sometimes, a clear-cut distinction between institutional and social recommenda-
tion can be hard to make. For instance, restaurant reviews and ranking can be carried 
out by paid professional journalists who visit the restaurants. However, any such 
publication also receives feedback from its readership that might be incorporated, 
updating the review. We would still qualify a published restaurant guide as an institu-
tional recommendation because the guide puts it credibility at stake when publishing a 
ranking. Therefore, it is in the guide interest to carefully edit consumer’s feedback 
prior to their inclusion so as not to undermine the perceived authority of the publica-
tion on the matter. From this example, we can see that institutional recommendation 
can also be characterized by contrast with social recommendation: 

Scope of application: Institutional recommendation is carried out as a distinct activity 
from the product or service consumption. Therefore, it is not bound in its scope to 
assessing only “visible” qualities generally accessible. When the evaluation is carried 
as part of a legal process (e.g., homologation, certification), there is virtually no limits 
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to the range of data accessible to evaluators. When it is carried out by recognized 
institutions as part of a publication effort, the marketing impact of a good evaluation 
is often a strong motivation for companies to open their process to journalist’s inves-
tigation.  

Methods and quality of measures: The criteria used in institutional recommendation 
are at least semi-formalized through a series of guidelines, requirements or protocols. 
The same criteria are used to assess a large number of entities. The process may range 
from strictly formal (aerospace certification) to more or less formal (diploma) down 
to poorly formal (restaurant ranking). However, even in this later case, some measure 
of repeatability can be achieved by relying on the experience of professional review-
ers and by repeating the evaluation. The institution performing the ranking also places 
its reputation at stake, which is a strong driver of quality. Note that this does not pre-
vent errors or malevolent behavior, with threats including conflict of interest (e.g., 
review magazine where the reviewed product manufacturer is also an announcer in 
the magazine) or sheer incompetence (e.g., financial rating agencies who rated AAA 
US mortgage derivatives).   

Dynamics of the recommendation: Several business models are possible for institu-
tional ranking. Often, the ranked institution or person may pay a fee for obtaining the 
assessment (e.g., professional certification, product homologation, etc.). Most of the 
models avoid the cold-start issue of recommendation based on feedback. The recom-
mendation life-cycle often presents a clear renewal mechanism, either based on valid-
ity limits (e.g., driver license) or on periodic reevaluation (e.g., restaurant guide). The 
periodic assessment is an integral part of most recommendation institution business 
models.  

Provisioning to third party: The assessment is necessarily issued by an identified 
institution with authority to this end. This authority might be informal (e.g., built over 
time, as with restaurant guides) or formal (legal), as is the case of a university issuing 
diplomas. Once delivered, the assessment can be claimed directly by its recipient 
(e.g., a restaurant might display the ranking at its door or a student can carry her di-
ploma to an interview). The issuing institution might also allow access to the assess-
ment (e.g., restaurant guide), but this access can be limited to verification purposes 
(e.g., university). 

3.2   Requirements for e-Version of Existing Models 

Currently on the Internet, ratings are displayed as logos of the RA on the rated Web 
site and users can click on the logo to check its validity. When clicking, users are 
typically redirected to the Web site of the institution that provided the rating or to 
some report issued by the specialist that evaluated the entity. This approach has sev-
eral disadvantages: 

1. The absence of standardized mechanisms for verifying ratings authenticity. 
The current approach has many security vulnerabilities related to Web redi-
rection or phishing attacks. Indeed, it is as easier to fake a rating agency’s 
Web site than to fake the rating itself; 
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2. The absence of a standardized access to rating schema (e.g., which features 
of the product are evaluated and how) makes difficult understanding some 
ratings, thereby limiting their usefulness; 

3. Ratings cannot automatically be processed by applications. It might be useful 
to benefit from the ordering they introduce among entities to enhance user 
experience (e.g., filtering on products that satisfy a given norm); 

4. Due to poor interoperability, ratings cannot be easily exchanged between 
RAs.  

These issues highlight to two key requirements that a framework for institutional trust 
on the Internet would have to fulfill: (1) Propose a standard representation of the 
documents involved during interaction with institutional rating (that is, the ratings and 
their metadata); (2) Provide a standard mechanism for the authentication of these 
documents (including authentication of the RA’s legitimacy to issue the certificate, of 
the entity’s legitimacy to claim a rating, and of the criteria that were used for deriving 
a certain rating).  

3.3   A Framework for Online Institutional Recommendation 

In the light of above requirements, we have proposed a framework for the representa-
tion and exchange of institutional recommendation (and ratings). In this section, we 
recall its main feature and refer the reader to [7] for further details.  

We chose to rely on existing security mechanisms, developed for the purpose of 
web-site authentication, in order to enable the certification of the documents involved 
in IR. Besides building on proven technology, an important benefit of such an ap-
proach is to speed-up the adoption of the IR framework by lowering the cost of de-
ploying IR specific certification systems. We then introduce a number of documents 
which are keys to the IR domain:  

Identity certificate of the RA: Serves for verifying the identity of the issuing Rating 
Agency. Several certification standards bind an identity such as a pseudonym, web 
address or email address to a public key. The correctness of the identity-public key 
binding is certified by a Certificate Authority trusted by the user.  

Attribute certificate of the RA: An attribute certificate binds attribute-value pairs to a 
public key. Existing standards are flexible enough to support expressing any kind of 
attribute information. For example, an RA could be issued a certificate by a public 
body in a country that authorizes it to issue “bio” labels for a particular product in a 
certain region. Several standards support attribute certification.  

Rating schema (or rating metadata): For a rating to be useful to a user, the user 
needs to understand what the rating means. It is the responsibility of RA to make 
available all the information needed to interpret its ratings: the type of entity to which 
the rating applies, the criteria used, and the rating process. The rating schema is meant 
to capture these information and this document is referenced by a rating to allow its 
interpretation. The rating schema might be defined by the RA itself or by a public 
body at a national level (e.g., bio labeling criteria).  
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Rating certificate: Based on the rating schema, an RA rates an entity and issues a 
document stating the rating achieved. In order to check the authenticity of the rating, 
the RA needs to cryptographically sign it with its private key. Because this document 
carries a signature, we call it a rating certificate. The attribute certificate standards 
described above are suitable for expressing the rating certificate. In particular, SAML 
is the most flexible and appropriate standard. SAML allows expressing any pairs of 
criterion-value because was designed to allow different industries to define attribute 
names and type of values in specific namespaces. Moreover, being XML based, rat-
ings are easy to process, request and exchange by applications.  

Identity certificate of the entity: It is important to correctly link an entity with its 
rating. This can be achieved through a proper identification of the entity and a linking 
of the entity’s identity with its rating. These are two challenges that need to be ad-
dressed in order to transpose IR on the Internet. Identifying any kind of entities like 
real world objects is an open research problem. Moreover, currently there is no bind-
ing of attribute and identity certificates. Public key infrastructure (PKI) standards 
recommend using a reference in the attribute certificate like the serial number of the 
identity certificate to which it refers.  

4   Impact on Business Models 

The availability of an electronic version of traditional IR (as, e.g., outlined in the 
previous section) is expected to induce modification of existing business models such 
as B2B and B2C. In particular, electronic and interoperable IR has the potential to 
create an online marketplace in which: 

o Organizations belonging to a domain define their specific rating schema 
o RAs rate entities based on well-known and standardized rating schema  
o RAs could define schemas tailored for specific domains or categories of users  
o Ratings are translated across geographical and organizational boundaries  
o Consumers are able to make informed decisions about products and buy those 

that satisfy their needs better 
o Consumers and vendors trust the market and the number of transactions increases 

We will illustrate the above points through the example of foreign diploma recogni-
tion. Each school evaluates students and issues diplomas based on well-defined crite-
ria, usually established at national level. Inside the same country, an employer can 
assess a job candidate fitness based on diploma owned because: (i) the employer 
trusts the school or the national body that accredited the school, and (ii) she is familiar 
with the rating criteria (number of years or national ranking of school). However, 
when presented a diploma issued in another country, possibly in a different language, 
and using different rating schema, the same employer will not be able to rely on the 
diploma for assessing the postulant. To cope with such situations, the employer might 
rely on a local body to verify the diploma and issue an equivalent one in the national 
system. Usually this consists of language translation, rating scale translation (e.g., 1-
10 grades, 6-1 grades or A, B, C, D, F) and so on. To facilitate diploma recognition, 
countries establish agreements and each define a set of rules or mappings from for-
eign diplomas to their local ones.  
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With electronic IR, this tedious task can be sped up or avoided altogether. Instead 
of operating in disconnected fashion, the electronic representation and exchange of IR 
allows issuing agency to establish direct relationship between each other and to auto-
mate the process of translating RA with the following advantages:  

o To allow users to consume and interpret ratings issued by unknown RAs.  
o To enable trust in unknown RAs since the trustworthiness of the unknown RA 

is guaranteed by the local trusted RA. For example, a national agency provid-
ing labels for Bio product would be able to verify the criteria used by the na-
tional agency of another country. If these criteria are largely identical, each 
national agency can grant its peer a recognition allowing consumer of a coun-
try to confidently consume bio products certified in another country. 

o To allows an RA to rate entities that are not in its geographical area (through 
the translation agreements mentioned above). 

o To enables business relations between entities in different domains (e.g., for 
market makers operating on multiple markets). 

5   Conclusions 

Institutional ratings play an important role in off-line relations. They assess people’s 
expertise, the quality of products or services or the economic health of companies 
among other. On the Internet, they are not supported properly and we see a need to 
transpose them to the online world. This paper provided a comparison of social and 
institutional ratings and showed where IR play an important role and cannot be substi-
tuted. We then proposed a framework for IR based on current certification technolo-
gies and discussed the new business models enabled by an online representation of IR 
documents.  
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Abstract. According to some authoritative marketing analysis, a large percent-
age of daily sales are increased by its frequent customers. Due to the above fact 
almost all the stores started to implement point card or loyalty card schemes to 
achieve the eighty to twenty situation for both the customers and the retailers. 
Currently average customer has got at least five to six loyalty cards on different 
stores. Some venders have implemented such card system into the mobile 
phones. In addition to those cards each person at least has to have two or more 
hospital or access cards too. However subscribing several cards to achieve eco-
nomical benefits have become a burden due to the difficulty arise when manag-
ing them. Therefore in this paper we proposed a novel privacy friendly loyalty 
card architecture which allows easy management of cards by using all-in-one 
card called uCard (Universal Card) using Radio Frequency Identification tech-
nology. Our universal card architecture will provide an ideal strategy for stores 
to build new relationships and to harvest the reward of customer loyalty by en-
hancing the customer experience while eliminating the hassle of managing sev-
eral cards and decreasing the fear on personal privacy.  

Keywords: Loyalty Card, Point Card, RFID. 

1   Introduction 

A loyalty card program is an incentive plan that allows any business to gather data 
about its customers. Customers are offered products or service discounts, coupons, 
points toward merchandise or some other reward in exchange for their voluntary par-
ticipation in the program. A secondary goal of a loyalty card program is to build re-
peat business by offering participating customers something that isn't available to 
non-participating customers [2, 3, 4, 5]. 

Loyalty cards can be of several types: paper based cards, magnetic cards, smart 
cards, or software applet card in mobile phones. Typically a loyalty card has a bar-
code or magnetic stripe that's scanned at the point of sale. The card identifies the 
customer and sends information about what the customer bought to a database. The 
information in the database is used to help the retailer understand and influence his 
customers' buying habits [2, 3, 4, 5].  

Nowadays, average customer has to have number of loyalty cards in their posses-
sion to use discounts on services or products. In addition to that most of them have to 
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have several other cards such as hospital cards, insurance cards, credit cards, bus 
cards, train cards, electronic cash cards, etc too. Though holding several cards on 
various services or products help customers to receive efficient and discounted ser-
vices or products, carrying bulky wallets with number of cards and picking the rele-
vant card out of them has become a big burden. 

Similarly some customers may have paper based cards, plastic cards or else card 
software embedded into a mobile phone. However, several forms of loyalty cards 
increase the complexity and also confuse the customers’ day-today life. For instance 
imagine a situation where one customer has to manage four different personal identi-
fication numbers to manage four different loyalty cards in addition to bank cards and 
credit cards. It seems that the customers are already fed up with bunch of cards they 
have to keep in their wallets and remembering passwords and personal identification 
numbers as secret. 

When investigated, we could find that it is always a unique number do these mira-
cles. All most all the cards are identified uniquely by using a number or unique code. 
Only when the highly secured transaction is to be carried out, other properties are 
checked for verification. Otherwise all the data necessary to provide service or prod-
uct are called from the proprietary database. Therefore the cards are used to locate the 
relevant record in service provider’s database to provide better service. 

One best option to solve the above mentioned problem is to make all-in-one card to 
use on any services or products. However, since the services and products wanted by 
one customer differ from others and the methods of such offering differ from provider 
to provider; there is no possibility to make one card with one unique identification 
number for all the services to use. Additionally some needs to be highly secured and 
some other needs no security at all [7]. 

Depending on the above requirements we came up with novel solution called 
uCard (universal card) to solve above problems. It is all-in-one card option but with 
secure role based accessing methods. It also enables the service provider to model 
their own number in uCard to compatible with their system. uCard has got secure 
communicational protocols to enable communications with any party securely [1, 6]. 

Rest of the sections in this paper is organized as follows. Section 2 describes the 
literature review. Section 3 describes the proposed solution uCard including its archi-
tecture and functionality. Communicational protocols are described in section 4 while 
the possibilities of uCard are discussed in Section 5. Finally section 5 concludes the 
paper with remarks and future works. 

2   Related Works 

There are many loyalty card schemes implemented in United States of America, Can-
ada, Australia, Europe, Ireland, Germany, Switzerland, Hungary, Spain, Japan, Ma-
laysia, Singapore, Indonesia, India, China, Taiwan and United Kingdom. Out of all 
the countries to the best of our knowledge there is no solution to relate with uCard 
other than Nectar in United Kingdom [2, 3]. The loyalty card market in the UK is one 
of the most significant in the world, with most major chains operating some form of 
reward system. Nectar loyalty card is one of the famous card schemes in U.K. and it 
was started by a partnership of suppliers including the supermarket chain Sainsbury's, 
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the credit card American Express and the petrol distributors BP and initially launched 
in the autumn of 2002[2]. Sainsbury's, BP, Ford, EDF Energy, Expedia, Hertz, Brew-
ers Fayre, Beefeater, American Express, TalkTalk, Dollond & Aitchison, The AA, 
Thomson Directories, Gala Bingo, Table Table, TNS mysurvey.com, Homebase are 
the members currently participating in Nectar loyalty card schemes[3]. 

Unfortunately, due to the security we are unable to know the architecture of the 
Nectar cards to compare with our proposal. However we believe that our solution is 
not similar to the Nectar in all the aspects other than the goal of providing all-in-one 
card to allow easy management for customers. 

3   Proposed Solution: uCard 

uCard is a universal card which can be used as a point card, loyalty card, club card, 
etc. Information stored in uCard is divided into two main parts: public information 
and private. Public information can be the information that needs no security or have 
less threat to personal privacy [7]. Private information need high security and can be 
used to store bank card, cash card, etc. uCard is a passive Radio Frequency (RF) IC 
chip which is designed according to the special requirements. 

uCard can be of two forms. It can be used either as a plastic card or as a mobile 
phone by embedding a passive RF chip in it. If the same card system is to be used in 
computer communications, there must be a reader to take input from a plastic uCard 
or mobile phone uCard. Then uCard can be used as a web-card which will act like a 
loyalty card for the internet shopping or transactions. For simplicity in this paper we 
will describe the chip embedded plastic uCard. To be economical and secure, uCard 
should be made of UHF passive RF chip and restrict only a few millimeters of con-
tactless reading distance. Depending on the demography and the country, expansion 
of the number of attributes and its division to public or private should be arranged. 
Normally forty to sixty divisions of public to private may be desired with possibility 
of expansion.  

3.1   Conceptual Design of uCard 

Using the object oriented concepts; uCard was designed to be encapsulated and allow 
access to its data only via its methods. Therefore uCard can be considered as an in-
stance of an object class called Card. It has got public attributes, private attributes and 
methods to access those data. As shown in figure 1, uCard has got two methods: get 
method and set method. Figure 1 also illustrates the way uCard instance is generated. 

Each uCard should consist of “oName=uCard” and “anonymousID=<random 
unique number>” at the time of fresh card generation. No private information can be 
accessed without approval of the card owner. Similarly no information including 
public attributes can be set without such approval. Following paragraphs describes the 
conceptual design and logical structure of the uCard. No personal information which 
can identify one individual person uniquely is included inside the chip. Instead the 
name and the expiration date may be printed on the card. 
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Fig. 1. Illustrate the instance definition of uCard  

In uCard, role base accessing methods are implemented using access modifiers, 
memory types and encryption algorithms. Memory types used here are ROM, 
EPROM, and EEPROM. uCard controls writing permissions according to the access 
privileges. ROM is used for read only data and they are created by time of fresh tag 
manufacturing. EPROM is used for one time writing data and they are all about uCard 
information. EEPROM is used for all the rewritable data and those data can be 
changed any time on owner’s request. 

3.2   Logical Structure of uCard 

Figure 2 illustrates the sequence number, service providers’ code, attribute name, 
attribute value, access modifiers, occupancy status, user name, PIN and anonymous 
ID. Data belongs to a single row can be called an entity. Each entity includes se-
quence number, service providers’ code, attribute name and attribute value. An entity 
belongs to a one service provider. If someone needs to change an entity of retail shop 
P to retail shop Q, data belongs to entity P must be overwritten with Q’s entity after 
successful owner authentication process.  

 

Fig. 2. Illustrate the logical structure of uCard RFID chip 
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Encryption algorithm used here is Grain1 stream cipher. Therefore encryption key 
size is fixed to 80 bits and it will be composed with anonymous ID, user name and 
PIN. Private information is transmitted after successful authentication with encryp-
tion. uCard contains methods, hard-coded data “Initial”, Grain1 algorithm and proc-
essing module. uCard generates nonce NI whereas the interrogator (reader/writer) 
generates three nonce values NT, IDI, and IDT to carry out proper mutual authentica-
tion. Service providers’ code is used to protect public readings. In addition to that, 
user name and PIN are used to ensure the security of both public and private writings.  

Public and Private areas are marked as A and B respectively whereas occupancy 
status are marked as U, N, and B for used, not used and blocked. If three consecutive 
attempts are made retrieve same attribute value by sending wrong service provider 
code to the uCard, occupancy status will be changed to blocked status “B”. After that, 
no data relevant to blocked card information row can be read until changing the occu-
pancy status to “U”. Similarly if wrong PIN is entered consecutively ten times the 
card will be blocked and have to bring it to the card management centre for recovery.  

uCard is an all-in-one card and it is supposed to be filled with array of service pro-
viders’ code, attribute name, and identification number. uCard do not store full identi-
fication number inside the tag, instead a fragment of the full identification number. 
The other fragment will be in the service providers’ database system. Thus anybody 
without both parts of the identification number cannot try for any meaningful infor-
mation from uCard. Additionally, it is not easy to gain access to service providers’ 
database even if someone manage to read the fragment of an identification number 
stored inside the uCard. Hereafter fragment of identification number stored in uCard 
is referred as attribute value.  

As explained in above paragraphs, information stored inside the card is categorized 
into public and private. In addition to that uCard has a built in authentication method 
to control read write permission. This has been achieved using a form of user name 
and password. Password here is considered as a PIN. For proper authentication it is 
necessary to pass the correct username and PIN to the uCard through the interrogator. 
Without proper authentication no writings are allowed to both public and private 
information. Similarly, the readings of private information need owners’ authentica-
tion plus service providers’ authentication whereas public attribute value can be read 
only with service providers’ authentication. However, no service provider should be 
able to read the other information or other attribute name value pairs written in uCard 
even if the service provider is authenticated to read their attribute value. This is con-
trolled by using the service provider code which act as a secret ID and stored inside 
the uCard. The service providers’ code is not even known to the card owner but the 
service providers’ database system. To read the each attribute value it is necessary to 
pass the sequence number, service provider’s code and attribute name to the uCard. 
Then uCard check the validity of those inputs and send the desired results after vali-
dation and verification. 

When reading public attribute values, there is no necessity to carry out owner’s au-
thentication process. Instead the attribute value will be issued only when the reader 
could pass the correct sequence number, service providers’ code and attribute name to 
the uCard. Unlike public reading, in addition to above process; private reading, pri-
vate writing and public writing need proper owner authentication before releasing or 
changing any information inside the card. Public modifier allows fast reading of any 
attribute value by any interrogator who has a common communication interface and 
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could pass the correct sequence number, service provider code, and attribute name of 
attribute value to be read. The service providers’ code will be different from sub-
scriber to subscriber and even within the same service provider. 

Private role is granted only to the owner of the uCard. He or she has the permission 
to read, write and overwrite any attribute name or value pair against the selected se-
quence number of the own uCard. However, card owner is restricted to read service 
providers’ code written in own card. On the other hand, the owner has the right to 
overwrite any row of attribute value pair including service providers’ code, if they are 
no longer wishes to use the some provider’s services and needs to subscribe new 
service instead of current service. Even in new subscription, access to the new service 
providers’ code is also restricted to the card owner. Sequence number in uCard is a 
fixed value and it is being built using ROM. 

4   uCard Protocols 

uCard has four main protocols: non-secure reading, secure reading, and secure writing 
and updating of user name and PIN. Protocol notations are as follows. 
 
I   - Interrogator (Reader/Writer) 
T   - Tag (uCard) 
Kprv  - Private Key [Anonymous ID, PIN, and User name] (80bits) 
PIN  - Personal Identification Number [Password] (48bits) 
NI   - Nonce generated by Interrogator (40bits) 
NT  - Nonce generated by Tag (40bits) 
IDI  -Interrogator generated ID (16bits) 
IDT  - Interrogator Generated ID (16bits) 
Initial - Publicly defined initial message (16bits) 
R   - Response value – Attribute Value, or Successful/Failed [1/0] 
{M}K - Message “M” encrypted by Key “K” using Grain1 steam cipher algorithm 

4.1   Non-secured (Public) Reading Protocol 

Non-secure reading protocol is used for public reading. Any reader can query the 
public attribute values by passing the sequence number, service provider code, and 
attribute name to the uCard as shown in figure 3. For that it is necessary to identify 
the uCard instance first. To recognize the uCard instance, query is made to get the 
oName and anonymousID. If oName attribute value is of “uCard” then the service 
providers’ interrogator asks to search its database to find the relevant sequence num-
ber, service provider code, and the attribute name to make the query to retrieve the 
desired attribute value stored in uCard. Once uCard receive a request from interroga-
tor, received data will be matched against the own data and respond with the attribute 
value if three of them match with received values. In case if there is no match found 
inside the card, the block counter will be increased and failure will be informed to the 
interrogator. Likewise each time the mismatch occurs the block counter will be in-
creased. If a proper match is found before the third consecutive wrong attempts, 
counter will be reset otherwise the occupancy status will be changed to “B” by block-
ing the readings of that particular entity until it is reset to “U”. Once an entity is 
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blocked, no access to the attributes of blocked entity can be made until the occupancy 
status is set to “U” with owner’s authentication by providing the user name and PIN. 
In the service providers’ side, once the attribute value is read successfully, interroga-
tor composed the absolute attribute value by adding the service providers’ part into 
the retrieved attribute value and then locates the customer’s record to provide special 
services or facilities. 

 

Fig. 3. Illustrate the public reading protocol 

4.2   Secured Reading (Private Reading) 

Unlike in non-secured reading, each attribute row must be managed securely. Reading 
is allowed only after successful mutual authentication. Here the KPRV denotes the 
Encryption key which is a combination of anonymous ID, user name and PIN. Like in 
non-secured reading, interrogator finds the relevant sequence number, service pro-
vider’s code and attribute name before querying the attribute value. Then those three 
values are passed to uCard, after proper owner authentication. Here the authentication 
is carried out by taking the user name and PIN as input to the desired reader. Hence 
only the service provider can read these attributes after receiving owner’s permission. 
Additionally, to ensure security of each reading messages are encrypted with encryp-
tion key and send as shown in Figure 4. 

 

Fig. 4. Illustrate the secure reading protocol with private role key 
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4.3   Secure Writing 

Same as in the secured reading, the secured writing needs successful mutual authenti-
cation. Attribute name and attribute value pair should be passed with the one of the 
service provider code selected from service providers’ database. After successful 
writing, interrogator will be acknowledged with new sequence number, written ser-
vice provider code and attribute value to confirm the information and enable the fu-
ture readings as shown in Figure 5. 

 

Fig. 5. Illustrate the secured writing protocol with private role key 

4.4   Updating User Name and PIN 

Same as in the secured reading and writing, updating of user name and PIN can be 
carry out in uCard. Both of them cannot be updated simultaneously instead one by 
one. This process needs two more passes than secured writing since it is necessary to 
confirm before making the actual update. Once the confirmation is issued by the 
reader the encryption key will be changed to the K’PRV by composing a new encryp-
tion key with changed user name or PIN as shown in figure 6. 

 

Fig. 6. Illustrate the secured writing protocol with private role key 
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5   Possibilities of uCard 

Figure 7 illustrates the interested actors in communicating with the uCard. uCard can store 
the entities of several interested service providers to ease the locating of own records. 
Inside the uCard, within the entity, each service provider can use their raw data, encrypted 
data or else use the anonymousID which is available from the time of creation.  

Private cards may be for hospitals, pharmacies, banks, electronic cash, access con-
trol, bus or train, student enrollment, parking permit, prepaid phone cards etc whereas 
public Cards may be of TV cards, game cards, restaurant cards, sports club cards, 
retail store loyalty cards, membership cards, amusement cards, vending machine 
cards, temporary access cards, clothing cards, dry cleaning cards, air ticket cards, 
gasoline stand cards, etc. 

 

Fig. 7. Illustrate the possible communicators of uCard 

Initially the card should be issued by the city governing authority or through sev-
eral selected retailers. It must be founded by the service providers and should be free 
of charge to users. Once the uCard is issued to a customer, it can be used for any 
compatible subscriptions. They may be from loyalty card to bank card. 

Once the customer with uCard starts subscribing services, the entities of service 
providers can be set in the public or private area of the uCard depending on the cus-
tomer’s wish. For instance if one customer make any purchases from retail store P, 
the retail store P can suggest the customer to use a loyalty card option in their store. If 
the customer wishes to participate in their loyalty scheme, retail store’s entity will be 
written to the uCard owned by that particular customer. Then the profile related to the 
entity written to the uCard of customers can be built into the service providers’ data-
base by implementing the loyalty scheme on him. Whenever the customer visit the 
retail store P, relevant entity of the uCard can be read and allow receiving special 
services provided to the subscribers.  

uCard protect its security and privacy by storing absolute attribute value in distrib-
uted way. That is one part inside the card and the other in the service providers’ data-
base. Similarly the level of desired security can be managed in uCard by storing the 
information in public or private areas. On the other hand no public reading can be 
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carry out without service providers’ code whereas no private reading, private writing 
and public writing can be carry out without user name, PIN and service providers' 
code. Additionally, secure communicational protocols with encryption provides 
proper mutual authentication and there by guarantee the protection against the man in 
the middle and replay attacks. Furthermore, no repeated trials of entering wrong codes 
are allowed and no information belongs to other entities can be seen or retrieved by 
service providers even with proper authentication. 

In case if uCard get corrupted, a new card can be issued from the card managing 
center and restore the old records after re-registering with service providers’ system. 
When a customer loose the uCard or get it stolen, the card managing center must be 
informed immediately and their by issue a message to all the subscribers to suspends 
the transactions on lost or stolen uCard’s anonymous ID. Then the risk on lost or 
stolen card can be alleviated. On the other hand, if attacker reverse engineers own or 
stolen uCard and receive the containing information, no big threat to service provider 
or customer occurs since the uniqueness of an entity depends on anonymous ID, se-
quence number, service providers’ code, attribute name and attribute value. However 
there is a possibility to make several attacks with reverse engineered information 
though the risk can be reduced. 

6   Concluding Remarks 

Possibilities of using RF Chip with object oriented design to enhance loyalty pro-
grams efficiency are enormous; the only barrier is human imagination. uCard (Uni-
versal Card) which can be used to combine several cards to one card without creating 
any privacy or security issues is proposed. Further it provides the role base accessing 
and control in readings and writings. Finally the secured and non-secured protocols to 
communicate with uCard were also proposed. Since this is a feasible option, we are 
sure this solution will be workout in near future by creating a novel experience for 
customers and also for service providers by eliminating the hassle of managing sev-
eral cards and decreasing the fear on personal privacy. 

As future works, we are planning to improve this architecture to stand against the 
rest of the possible attacks, conduct formal verification on protocols, and extend the 
same system to embedded mobile phone card while enabling the web-card concepts in 
pervasive computing. 
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Abstract. On the grounds of media sharing in social networks, visualisation 
mash-ups and early hypertext idea of associative “trails”, the opportunity for a 
new system to explore and enjoy connections among mainly linear media is de-
vised. A novel system called VERTIGO is to be crafted to tackle the current 
limitations in media consumption across different contexts. On the end-user 
side, VERTIGO would provide a context-aware, personalised and proactive 
dashboard with innovative discovery and interaction capabilities; on the enter-
prise side, media professionals would gain access to a common platform ena-
bling new collaboration models in the value network. 

Keywords: Multimedia, Media consumption, Video, Television, Music, Con-
text-awareness, Home, mobile, Geolocation, Social Network, Mashup, Visuali-
sation, Scenarios, Business Model, Value Network. 

1   Introduction 

The wave of social networks and Web 2.0 services is putting the media industries un-
der an increasing pressure. Long standing models in broadcasting, movies and music 
sectors are threatened by the overwhelming success of the Internet. Yet there is lim-
ited experience of successful endeavours in bringing the best out of the once clearly 
separated worlds of mass media and personal technologies. Interactive television ex-
periments, for example, have been around for many years, but they have still to de-
liver on the promise of a big change [1]. Of course, games make for a huge realm, but 
despite some contaminations they are not to be mixed with mainly linear media. In 
this respect, novel approaches to create more interactive media experiences are 
needed as ever before [2]. VERTIGO1 aims at tackling this challenge by focusing on 
the opportunity to expand and enrich the users’ capabilities in finding, enjoying and 
sharing media connections or “trails” across the different physical and social contexts. 
These media trails are now just part of the user personal experience, at individual 
                                                           
1  “Vertigo” is one of Alfred Hitchcock's most powerful, deep, and stunningly beautiful films 

(in widescreen 70 mm VistaVision); this classic 1958 noir, that functions on multiple levels 
simultaneously, has been a recurring case in the very initial project discussions and it is actu-
ally included in one of the project original scenarios. 
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level or in the close social sphere of her immediate companionship (e.g. when watch-
ing a movie with someone); social networks do have sharing features, but they are 
scattered among many services with limited interoperability and have little or no inte-
gration with the linear media consumption setting. The VERTIGO vision is to trans-
form such currently ephemeral “media trails” into a working technology. The system, 
currently in the early design stage, envisages providing people with a dashboard that 
would inherit the old-fashioned TV remotes function by reshaping this rigid tool, tied 
to the living room environment, into a personalised, context-aware, proactive media-
rich interface. 

First, the “trail” concept in relation to media and social networks is introduced, as 
grounded in the historic developments of hypertext and illustrated with a mash-up ex-
ample. Getting closer to market dynamics, a comparative perspective on multimedia 
consumption across the living room, desktop and mobile context allows highlighting 
key phenomena at the intersection of the technology and business dimensions. Then, 
following a scenario-based approach [3] VERTIGO is presented by means of two 
original stories then followed by some hints to related technology challenges and con-
cluding remarks.   

2   Visualising the Trails in Media and Social Networks 

One of the most prominent phenomena of Web 2.0 is the concept of a mashup, an ap-
plication that is “generated by combining content, presentation, or application func-
tionality from disparate Web sources” [4]. Whereas in its simplest form a mashup is a 
combination of a map or some other visual instrument and a set of data, the recent 
definition by Yu et al. [4] gives a more elaborate context to mashup development. In 
fact, mashup development can be seen as a form of information visualisation where 
the underlying objective is to provide visualisation users with expressive views that 
serve as an amplifier of the cognition of a user and give insight on a certain phenom-
ena represented by the data [5]. Complemented with information visualisation tools 
such as Prefuse Flare [6] and others [7], mashup technologies and other Web tech-
nologies enable the development of highly interactive information visualisations that, 
according to Kosara, Hauser and Gresh [8] “allows the user to implicitly form mental 
models of the correlations and relationships in the data, through recognition of pat-
terns, marking or focusing in on those patterns, forming mental hypotheses and test-
ing them, and so on”. 

From the very beginning, the concept of a trail has been present in hypertext. 
While describing a fictional device memex, Vannevar Bush was the first to present 
the idea of hyperlink connecting pieces of information by association (instead of in-
dexing) back in 1945, so in a similar fashion than the human mind operates: “The 
human mind does not work that way. It operates by association. With one item in its 
grasp, it snaps instantly to the next that is suggested by the association of thoughts, in 
accordance with some intricate web of trails carried by the cells of the brain. It has 
other characteristics, of course; trails that are not frequently followed are prone to 
fade, items are not fully permanent, memory is transitory. Yet the speed of action, the 
intricacy of trails, the detail of mental pictures, is awe-inspiring beyond all else in na-
ture.” [9] Indeed, Bush added that “[m]an cannot hope fully to duplicate this mental 
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process [the intricacy of trails in human mind] artificially, but he certainly ought to be 
able to learn from it”. However, different levels of association (e.g. geo-location, so-
cial ties, personal mood, activities) are already made explicit in social networks, even 
though it is difficult to trace and make use of them in the current scattered multimedia 
consumption landscape. To reuse McGonigal’s [10] excellent metaphor inspired by 
Lewis Carroll, it would be possible to craft “rabbit holes” through which multimedia 
consumers are drawn into new multimedia landscapes beyond their imagination to 
find new, interesting piece of multimedia or a similar-minded fellow consumer  
[11]. The easy-to-access Web information (Web APIs) and text-based data formats 
(e.g. Extensible Markup Language) introduces great possibilities to implement such 
applications.  

An example of a possible application is the (still fictional) Multimedia Trails. Col-
lecting pieces of multimedia as hubs composing a set in interrelated multimedia, say a 
concert by Mondo Cane performing new versions of the Italian pop music of the 50’s 
and 60s’s. The setlist of the concert can be retrieved from Setlist.fm, the live re-
cordings are available e.g. at http://concertlive.co.uk (in addition to unlicensed 
sources including BitTorrent), attendees of the concert from Last.fm, related videos 
can be collected from YouTube, images and trivia of the band from Last.fm API et 
cetera. In the screen capture (Fig. 1) we can see that the keyword-based filtering of 
videos expose both performances by Mondo Cane as versions by other actors. 

 

Fig. 1. Example mashup of a Mondo Cane concert 

Whereas individual interest hubs of multimedia can be visualised with methods of 
traditional mash-ups, the connections between the hubs or between individual ap-
preciators of the digitalised culture can be represented e.g. as graphs in the tradition of 
social network analysis and visualisation [12] [13]. An excerpt of a social network is 
included in Figure 1: two users of Multimedia trails, Luca and Jukka, are connected to 
each other. Further, Jukka is interested in Mondo Cane that performs modern versions 
of Italian pop, one of Luca’s favourite genres.  

3   A Comparative Perspective on Multimedia Consumption across 
Three Key Contexts 

Today, there are still clear boundaries between different multimedia consumption con-
texts. Each context has seen the growth of distinct ecosystems, very heterogeneous in 
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terms of business models, openness of markets and role of the user. Yet at the edges 
they start to overlap and build interfaces between each other. This is quite evident from 
the following discussion on three generic contexts corresponding to the main segments 
in the media business: broadcasting, the Internet and mobile telecommunications. 

3.1   The Living Room Context 

The living room is still dominated by classical mass media, even though various 
forms of interactive entertainment are making increasing inroads into it. Its traditional 
strength lies in creating high-quality laid-back entertainment and information experi-
ences, focused on consumption: going beyond this legacy is an open challenge for 
those willing to innovate the interactive TV experience [14]. There are a number of 
multimedia solutions on the market targeting the living room, based on streaming ac-
cess or personal digital libraries. Apart from large TV screens, set-top-boxes, game 
consoles or PCs in adapted design [15] have already gained a prominent role there. 
Proprietary platform solutions include the entire range of “media centre” software, 
e.g. Microsoft Windows Media Centre, the Apple TV and Nero MediaHome. Certain 
open solutions are available as well, such as the open source Media Portal [16] or 
Boxee. While those solutions rely on the Internet for content transmission, the rise of 
IPTV brought closed network end-to-end solutions like Microsoft Media Room, 
which offer a better quality of service for the sake of choice. Other products ranging 
from TiVO to the more recent Slingbox and Vudu that are aimed at either adding 
some interactivity or device-independence to the conventional audiovisual content 
consumption are also important.  Recently, efforts to introduce Web content to TV 
devices have emerged with TV widgets (e.g. Yahoo! Connected TV). Moreover, Phil-
ips, Panasonic, Samsung and other companies are introducing TV devices that sup-
port CE-HTML. Apart from the Philips device, the Internet access will be restricted to 
a closed bouquet of services, where the manufacturer will act as gatekeeper. To gen-
eralise, interfaces are stylish and mostly usable, however limited in functionality.  

3.2   The Desktop Context 

The desktop, situated usually in an office or private room, is the context with the highest 
productivity potential. It offers the most efficient human machine interface for lean-
forward media production and consumption. As an example, personal music collections 
are today often managed with desktop software. While e.g. Apple iTunes enables the 
creation of smart playlists composing music on basis of simple rules, the management 
and consumption of music is still controlled by hand. Music recommendation services 
such as Pandora.com or Last.fm Radio enable the editing of playlists and sharpen the 
user profile by evaluating user interactions, such as banning or adding a song. Web-
based multimedia services dominate the desktop context and there is a plethora of them. 
Beauvisage [17], for example, reports that 63% of the time that a panel of French  
computer users spent on a computer was used to consume Internet services whereas 
dedicated multimedia applications were used only a 5% percent of the time. Five user 
profiles were defined on basis of the usage data: Web-oriented (42% of the users), In-
stant Messaging (IM) (14%), Multimedia (14%), Gaming (11%), and Serious (18%). 
Interestingly, multimedia consumption was overrepresented in the IM profile as was the 
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use of mobile phone communication [17]. Most remarkable recent developments in 
Web-based multimedia services include the trend to open service APIs to third parties 
and to create unified APIs, such as the OpenSocial API. This allows for creative service 
mash-ups, reinforcing the position of the World Wide Web as prime innovation source 
for media services. Songkick, for example, collects their tour information from 
MySpace, Last.fm and other sources. Big players such as Facebook are developing a 
platform strategy by integrating third party services. In Facebook alone, one is able to 
manage her musical interests with the Facebook default profiles and several applications 
including Music iLike, Living Social: Albums, and YouTube Video Box. But even 
though they all rely on the Facebook platform, their recommendation data is build up 
from scratch and they do not share it with other services. While standards like APML 
[18] will hopefully lead to better interoperability, the free flow of profile information is 
eventually dependent on business-level decisions made by the service providers. The 
state-of-the-art in video-centred Web applications offers another perspective. Major ef-
forts are concentrated on the streaming quality and the social aspects are considered 
less. Services as Zattoo or Livestation concentrate almost only on the aggregation 
of channels on a dedicated video player; Hulu.com offers content from a group of 
TV broadcasters; the BBC iPlayer includes also a content download feature. Some 
other applications, instead, let users produce videos, mix, tag, and share them to 
communicate with other users. The most famous case is obviously YouTube and its 
many interesting features including video recommender, geographical video positions 
and the recent collaborative annotations tool. Overall, these services are pushing ahead a 
television consumption model in which the online desktop brings in more interactivity, 
even though they somewhat diminish the traditional social aspects of TV communal 
watching [19]. 

3.3   The Mobile Context 

The mobile context traditional strength lies in communication and contextual services 
[20] [21]. Mobile media consumption has been moving from mass-market download 
offers to streaming services most suitable for high-end 3G and Wi-Fi enabled smart 
phones (see e.g. YouTube on the Apple iPhone). In parallel, broadcasters have been 
promoting 3G and DVB-H TV channels, apparently with limited success, at least in 
Europe. Moreover, users are provided also with alternative media aggregators such as 
Joost and Babelgum. Modern mobile devices can figure out their geo-location, but 
this is generally not used for current media applications. At the moment, multimedia 
management is still done with a desktop where smart playlists, multimedia stores and 
multimedia-ripping tools can be used to connect to different sources. Of course, mo-
bile music is another area of huge interest. As Apple has brought a virtual iPod on 
their iPhone, other vendors are trying to catch up in this space; Nokia, for example, is 
pushing the offer of music packages with selected phones, integrated with subscrip-
tion offers. Conventional broadcasting radio is also commonly available on mobile 
phones, with standard antennas or via streaming, with the addition of interactive ex-
tensions. Beside music listening, some more original features are emerging e.g. with 
the Last.fm applications for the iPhone and Google Android; they allows users to tap 
into some of the Last.fm social networking aspects of music consumption. Other re-
cent socially-aware mobile applications include the recent iTunes DJ feature, where 
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people in e.g. a party can use the iPhone Remote application to vote and choose up-
coming songs in the party playlist.  

3.4   Device-Service Convergence and Platform Strategies 

Drawing from the previous comparison, two general trends can be identified: the con-
vergence of both devices and service provision on the one hand, and the raising of 
distinctive platform strategies on the other. Handheld devices, television sets and 
computers are constantly adding or combining features that were previously reserved 
for specific devices. As a consequence, the lines between the core functionalities of 
devices blur: any of them can meet some multimedia consumption (and creation) 
user’ needs. This evolution goes hand in hand with the convergence of service provi-
sion as actors move in into new areas to explore new business models. The conver-
gence of service provision is closely linked to platform strategies. This concept refers 
to actors in a value network vying for dominance by attempting to attract third-party 
services, content and end-users to their platform. This form of two- or sometimes 
multi-sided markets can take different forms and in the review above shows many di-
verging examples of organisations implementing this strategy.  

4   VERTIGO Scenarios 

4.1   Trails as Memory Helpers  

Ann is a very sociable person and well educated in using online services (although 
she is not a techie). Outside working hours you will find her sitting at some fashion 
bar drinking an exotic cocktail with a friend, or posting on Facebook, or answering 
questions on LinkedIn. At the same time she really loves a quiet evening at home en-
joying one of her favourite movies, just by herself, or with a few selected friends shar-
ing similar interests. 

Today  
Ann really loves movies and anything that is in any way movie related, from music 
soundtracks to actor biographies and the like. She has a collection of them on DVDs, 
either bought or recorded from the TV or downloaded over the Internet. The funny 
thing is that when you open the case of one of her DVDs, there are a bunch of notes 
and half glued Post-ITs that fall out. These are things like: “This movie is a remake, I 
should find out what the original was and who was playing in it. Lisa would know. 
ASK!!!”, or “There was a kind of controversial book about the film director. GET IT 
and READ IT”, or “The scene of the girl walking alone on the Champs Elysées, 
really moving. Julia would have loved it. Next time invite her and enjoy together”, or 
“This movie does not seem that funny anymore, probably last time I watched it, I was 
in a better company”. It is always something personal: a reminder to check the sound 
track or call that friend who knows everything about that actor. 

Tomorrow 
Ann is even fonder of movies but she is now able to personalise every media experi-
ence in an online inter-linked stream of memory flashbacks and plans for the future. 
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She has a different way of keeping all of this together. Ann’s media dashboard inter-
action features drive her to expand beyond simple playing: she can post a comment, 
store it for future memory, share it with friends or possibly let it be public for every-
one; get the answer to her questions from Lisa or Julia and also order that controver-
sial book from a partner online bookstore. When she decides to watch again a movie, 
her history of watching that movie can be retrieved and the new experience will be 
added. All of this experience is visualised as a media living “add-on”, a starting point 
for further experiences. When she decides she wants to watch a new “noir”, she can 
get opinions from the “noir-lovers 24/24 7/7” group in the movies’ social network 
and make a selection based on this advise. She can see and visualise the “not-to-
miss” movie of the week – on the basis of trusted opinions – and plan to watch it on 
TV. She can also check if her friends are watching the same program, or invite some 
of them to do so and share the experience. 

   

Fig. 2. On the left, Ann is overwhelmed with stick notes as memory helpers; on the right, Mar-
kus is struck by the connections or “trails” between the Golden Gate and the Vertigo movie 

4.2   Linking Places and Media 

Markus is a long time independent traveller, quite a heavy music listener (having 
been himself active in playing with a college group) and avid reader of books and 
magazines. Now in his late forties, he just feels a bit frustrated by the complexity of 
pursuing his interests online, not being in the habit of moving from one service or so-
cial network to another, building profiles, installing and updating new software and 
the like. He is a bit more confident with cell phones though: he likes to fiddle around 
with them and has enough money to buy the good ones, even if he is not so much into 
the technical details. 

Today 
Markus is on vacation in the US, wandering around the Golden Gate Bridge in San 
Francisco. A wave of memories wells up in him: a key scene from a Hitchcock-
classic, VERTIGO, was shot at this particular location and, of course, he forgot to 
include the soundtrack in his iPod playlist when he left the hotel in the morning (ac-
tually, he only has a CD-version of the soundtrack in his CD shelf). It occurs to him 
that that the bridge has starred in quite a few movies. He tries to figure out where to 
look for some more information now that he is has a brand new smart phone,  
with data access even in the US thanks to that roaming option he has subscribed be-
fore leaving. The difficulty is where to look for the information. Wikipedia entries are 
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difficult to read on the small screen; moreover, it should only be possible to listen to 
that track. This way, he would be sure to remember the movie! 

Tomorrow 
A few years later Markus is back on the West Coast. As he is on location, the map on 
his smart phone entices him with icons pointing to multimedia “trails” found in this 
location. A dynamically composed playlist appears in his player including the main 
theme of VERTIGO as well as versions of other Hitchcock themes by Laika & the 
Cosmonauts, a long time favourite of Markus, and by Los Angeles Philharmonic con-
ducted by Esa-Pekka Salonen, a fellow Finn. Also images and movie scenes appear in 
the playlist. He shuffles it until he notes one piece that reminds him of that famous 
movie he was pondering about the other day: the bridge is also featuring in the open-
ing scene of The Maltese Falcon! He is able to post an extract to the media social 
network he is finally able to master, with an impromptu comment. What a better place 
to comment on a movie than its real stage! Media outdoors can be even more fun than 
at home – but certainly he is going to enjoy the full movie on his HDTV set when he 
returns home (perhaps with some more comments from friends). 

5   Towards the VERTIGO Contextual Media Dashboard 

The scenarios presented above flesh out the VERTIGO vision from the end-user point 
of view; at the same time, they try to convey the idea of how to translate multimedia 
“trails” into working mechanisms.  

From this latter technology perspective, VERTIGO is an extensible context-aware 
media delivery, exploration and management platform featuring a rich-media end-
user control dashboard. The system taps the power of social networks and ubiquitous 
computing to change the ways in which media such as movies, video, music and all 
types of TV content are delivered, explored, managed, and enjoyed. To make this 
real, a number of challenges have to be faced in the areas of multi-context content and 
media service provision, social network-aware media consumption and sharing, per-
sonalisation and recommendation systems, adaptive, context-sensitive visualisations 
for media consumption, among others. 

It is also worth to recall that the early ideas presented in this paper are the result of 
an initial common effort in which have taken part players from different industry 
sides, including a public broadcaster, a leading mobile operator, a major player in 
consumer electronics and set-top box manufacturing, in cooperation with research and 
innovation specialists. True openness and full interoperability with Web-based ser-
vices was unanimously sought for, well beyond the addition of feeds or other limited 
layers of interactive content, as shown by the already available market offers. Current 
limitations are not only the result of established proprietary approaches, but in some 
cases they also stem from the conflict between competing platform strategies, be they 
based in the Internet or IT domains, or in the traditional broadcasting and media sec-
tors. Yet there is an increasing awareness that the flexible and personalised interac-
tions made popular by the Internet have to expand to the media and all across the 
various contexts in which media are consumed, shared and extended. In order to make 
this, users and professionals have to be provided with new interfaces, new services 



72 L. Galli, R. Guarneri, and J. Huhtamaki 

 

and new expressive means. The discovery and enjoyment of “media trails” appears as 
a promising path, both from the user’ interest and the relevance in technology and 
business terms. In this respect, VERTIGO strives to be an experiment in which a new 
media value network might take shape. 
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Abstract. We propose WOICE (Wireless vOICE), a fully distributed
architecture capable of supporting and offering ubiquitous voice services
over wireless IP-based data networks. Existing WiFi infrastructure - de-
ployed by enterprises or even individuals - will be supplemented with
software modules based on open standards in order to support VoIP. Fur-
thermore, a new breed of VoIP providers by aggregating these currently
isolated access networks will be able to offer alternative and advanced
services to reachable end-users. These services would in certain cases
completely bypass traditional telephony and cellular providers and in
others smoothly cooperate with them. We will describe the overall archi-
tecture and the necessary modules that should be in place for realizating
a system that creates a marketplace for communication services.

1 Introduction

VoIP (or IP Telephony) refers to the usage of IP technology for realizing tele-
phone calls, as well as other more advanced communication services. It is widely
believed that it has a major role in the evolution of the telecommunications
industry from a centralized terrain to a competitive value chain of highly spe-
cialized providers. Voice nowadays is considered ’just another application’, not
a service totally controlled by the user’s provider. This setting implies increased
control to end-users, as they can deploy their own telephony servers and use
their Internet connectivity to route calls to non-local destinations.

We believe the main technical reasons for this change in telecommunications
market is a) the decoupling of end users from a single identifier and b) the
ability of recent devices to use multiple access networks. These two developments
acted as an antidote for monopoly termination; a situation that can arise when
only a single provider can terminate calls to that user.
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Traditionally the user identifier was a phone number that was tightly related
to user’s location in the provider’s network (like the local telephone switch of
PSTN). Today, SIP and H.323 addresses can be used for identifying the desti-
nation party, and as a mean to resolve the ultimate network address (locator)
where packets will be directed to. But, a mapping system must be in place
in order for a provider to search for alternative identifiers and select the
most appropriate (if more than one exist). Today a number of such systems are
operational, including (Public) ENUM, Carrier ENUM and .tel domain.

The next step after collecting one or more identifiers for the call destination
is to search for network locators (usually an IP address) of the subsequent
signaling node where the call will be routed. There are cases when the next node
(another signaling server, a telephony gateway or the destination) is not unique.
This may be the case of users with multi-mode end devices, for example a 3G
mobile phone with WLAN interface. Furthermore, imagine an end user that
has activated multiple devices at the same time (i.e. home and office) and thus
the incoming call notification must be forked to all available network addresses.
Perhaps the more usual case is when the destination is a PSTN subscriber and
there are multiple gateway providers that can terminate the call, each one with
different cost and quality attributes (i.e. call blocking probability). Access to
this information is achieved by specific routing protocols available today, like
TRIP, H.501 and DUNDi. We propose a system, called WOICE, that has the
potential to give providers another call routing alternative. Within the proposed
network, currently isolated existing WLANs (e.g. hotspots deployed by cafes and
restaurants) will form the access network upon which new attractive services will
emerge and offered by interested parties. WiFi providers will be able to exploit
their infrastructure in a flexible way by generating new business streams, while
ITSPs (Internet Telephony Service Providers) will have the chance to provide
innovative services to their customers and explore new business possibilities. We
are interested mainly in Wireless LANs due to their widespread adoption by
dedicated providers, municipalities and even individuals.

Calls from and to users within its coverage will be efficiently routed and in
certain cases it will be possible even to completely bypass traditional fixed tele-
phony and cellular network providers. Note that WOICE provides a mapping
mechanism that allows incoming VoIP calls to end users, not only outgoing calls
that is the usual case with traditional VoWLAN (Voice over WLAN) services.
But, since it is unrealistic to assume that the proposed network will be sufficient
enough to route every call by using exclusively its own pool of resources, trust-
worthy interfaces with traditional providers will be negotiated and put in place,
once the network has recognized size and value.

The proposed system is characterised by its open and dynamic nature, since
it facilitates interested parties to join and leave it by following flexible although
well-defined procedures. On top of that, a solid management structure that will
set the necessary rules for ensuring the operational integrity of the entire network
will be established, covering a wide range of topics such as authentication of
users, pricing, contract negotiation, accreditation of participants etc.
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Flexible contract negotiation can have significant impact in VoIP value chain.
Providers want to be compensated for their participation in call setup, either
by direct payments or through a reciprocative mechanism. But this requires an
established arrangement before hand and although VoIP peering is desirable for
providers of the same size, currently it is very limited due to the complexity and
time consuming process of negotiating interconnection terms. So they currently
find it beneficial to enter in an agreement with wholesale ITSPs, also known
as IXCs. This resulted in most ITSPs rejecting to process direct incoming calls
from non-trusted providers.

The core functionality of WOICE is actually a mechanism for mapping be-
tween user identifiers like the different flavours of ENUM do. Actually it has
many similarities with Carrier ENUM systems where routing information is
shared between interconnected ITSPs, but in our case end users have given
their consensus. However the dynamic nature of the routing information (mobile
phone number to a SIP address for example) requires an automated procedure
for finding if such mapping exists, either on demand or by protocols like like
TRIP and H.501.

We should note that WOICE is along the same line as other collaborative
VoIP systems that are becoming widely popular (Skype, FWDout). Further-
more, Anagnostakis [3] has proposed a reciprocative mechanism for dealing with
the ’free-riding’ issue between VoIP peers that terminate calls to the PSTN.
Similarly, Efstathiou and Polyzos [1], deal with the same issue in the Wireless
LAN roaming context by using a token-exchange based accounting mechanism
that incentivizes participating providers to offer network access to each other’s
customers.

This paper is organized as follows; Section 2 describes the general architecture
and gives a simple usage scenario. The functionality of WOICE Aggregators
and the ’middleware’ functionality that is distributed in the WOICE network is
summarized in Section 3 and 4 respectively. Finally, we conclude in Section 5.

2 The WOICE Architecture

We propose a two-layer, hierarchical system where Hotspot owners (WOICE
WISPs) and WOICE ITSPs form the lower and upper layer respectively. From a
functional point of view, the basic entity of the proposed system is the WOICE
Aggregator. That is, an ITSP that can form her artificially owned access network
by setting up bilateral agreements with WOICE WISPs and thus being able
to terminate calls with low cost from/to the mobile telephones of users that
enter one of the associated hotspots. In order to increase the value offered to its
customers she can also set up agreements with traditional telecommunication
providers (PSTN, cellular, ITSPs) in order to accept or place outgoing calls.

There exist two main options for WOICE Aggregators. In the first case, they
could choose to act independently trying to attract the maximum possible num-
ber of hotspot owners. The other option is the creation of a collaborative VoIP
network, a peer-to-peer community, of ’small’ WOICE Aggregators which will
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Fig. 1. The General WOICE architecture

exchange internally the call routing information of their networks in order to
present aggregated call termination tables to external entities and be able to
make profitable agreements with them. Note that in this case there is no restric-
tion on the size of the enterprises that could participate in this WOICE network;
even single WOICE WISPs with VoIP capabilities could play this role. Of course,
besides the above extreme options there are many intermediate situations which
one could think, such as a hierarchy of WOICE aggregators where some of them
act as super-peers in the WOICE community.

Figure 1 shows a possible scenario of a WOICE network and its business rela-
tionships with traditional providers. The participants are of different types and
size, showing the systems ability to support a large variety of business models.
Each WOICE Aggregator has partnerships with a number of WOICE WISPs
and may be interconnected with traditional providers. Other members of this
WOICE community include a WOICE ITSP and a ’micro’ WOICE ITSP. The
former is a traditional ITSP with existing customer base and partnerships while
the latter is a WISP with VoIP capabilities.

Figure 2 shows a usage scenario of WOICE. Lets assume that users A, B
have dual-mode mobile phonesthat support the SIP signaling protocol. When,
for example, ’User A’ enters HotSpot, the WOICE WISP collects and verifies
her mobile number. At the next step, the WOICE Aggregator is being informed
about the new reachable number and subsequently advertises reachability to the
WOICE ITSP so that calls can take place.

When ’User B’ calls ’User A’ on her traditional mobile phone number, the
WOICE ITSP of ’User B’ will search her routing table and find that the call
can be terminated using end-to-end VoIP through WOICE Aggregator. WOICE
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Fig. 2. A call placement scenario through WOICE system

ITSP sends a call setup notification (for example using SIP) to the WOICE
Aggregator and exchange accounting information. Finally, WOICE ITSP and
WOICE Aggregator rate each other and this reputation information is stored
inside the WOICE network in a distributed way for enforcing rules in the future.

3 The WOICE Aggregator

We will present the functionality of WOICE incrementally. We will first describe
the functionality for an independent WOICE Aggregator (no peer partners)
relative to the interfaces that should be supported with his WOICE WISPs.
Then we will analyse how this functionality may be implemented in a distributed
fashion, so as to enable the creation of a large WOICE network and thus a variety
of business models particularly attractive to a wide range of participants.

Figure 3 shows a high-level view of the core WOICE software modules and
their interfaces that allow the interoperation of a standalone WOICE Aggregator
with his partners. This resembles the case of a WOICE network with one big
WOICE Aggregator.
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3.1 Contract Life-Cycle Management Module

WOICE Aggregators may have many bilateral contracts with WOICE WISPs.
The most significant part of these agreements is usually the general contract
terms, as well as the pricing scheme being used and each party’s obligations
(SLAs). For example, the two parties could agree that a Hot Spot visitor can
place VoIP calls for free from his WiFi-mobile phone and the venue owner will
be charged. In parallel, the same visitor can receive VoIP calls for free and
the venue owner will receive a payment for using his Internet connection. This
module automates the negotiation procedure by offering templates and guiding
the transition from one contract term to another, until the agreement is either
established or abandoned. The messages exchanged between the two providers
represent their initial requests or bargaining responses.

3.2 Call-Routing Information Management Module

During the valid period of an agreement and every time a mobile-user enters the
Hot Spot of a WOICE WISP the new routing information is propagated through-
out the system and the external partnered entities. These actions are performed
by the interoperation of each partner’s Call-Routing Information Management
module. Due to the importance of the WOICE Aggregator for the system’s oper-
ation his module has interfaces for both intra-domain and inter-domain commu-
nication. The messages sent from each WOICE WISP to the WOICE Aggregator
can be performed with TRIP or by web services technology (SOAP messages).
The messages sent from the WOICE Aggregator to external partners can be
performed with a call-routing protocol like TRIP or by XML files. In this way,
the WOICE Aggregator can terminate calls from traditional providers to mobile
users that reside in associated Hot Spots.

In [2] it has been concluded that in many cases providers can have the ability
and incentive to ask for more than one providers to try and connect the same
call (a technique called forking). This gives an incentive to providers to route
calls to low-cost systems even when the call blocking probability is very high.
Thus, even if providers don’t have access to this routing information, they could
still attempt to route the call through WOICE and a traditional provider.

3.3 Call Termination Module

Every time a WOICE Aggregator participates in a VoIP call (either initiated by
or terminated to a mobile-user) the Call termination module of a number of enti-
ties must interoperate. These modules can reside on the users mobile phone, the
WOICE Aggregators / external ITSPs signalling server or on a PSTN/cellular
telephony gateway. The messages exchanged refer to a signalling protocol and
perform call management (establishment, modification and termination).

3.4 Accounting Module

During the valid period of a bilateral agreement and every time a partner requests
a service that is supported by the contracts terms of service, the two parties must
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Fig. 4. Peer Interoperation

keep information regarding this transaction. For example, a WOICE WISPs re-
quest to WOICE Aggregator for terminating a mobile users call would drive the
two partners to track the acceptance (or not) of request, duration, charges (or rev-
enue shares) among others. This task is performed by the Accounting module of
each provider that is based on the RADIUS accounting protocol for example.

4 The WOICE Network

We would like to enable the creation of a decentralized network of WOICE
aggregators. For this to happen, one needs to implement specific ’middleware’
modules that would support a) the distributed, efficient and accurate call rout-
ing information management, and b) group management, decision making, and
enforcement of specific community rules that are needed to discourage selfish
behaviour and ensure certain levels of QoS. In this way, the formation of a com-
munity is more likely to succeed. In the following, we summarize the functionality
of each module.

4.1 Group Membership and Search

Group membership includes the fundamental procedures of joining and leaving
the community, the management of identities and certificates, and the ability to
exclude members. Furthermore, we will support the ability to search for WOICE
aggregators with specific characteristics for the establishment of agreements.
Examples of such attributes are reputation score and location.
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4.2 Reputation

Reputation can be considered as a distributed accounting mechanism since its
value for a specific peer expresses his ’aggregated’ behaviour in the past. Reputa-
tion values are constructed through ratings of individual peers after a completion
of a transaction or through monitoring of the behaviour of certain peers in the
network. Issues such as ’cheap pseudonym’ could be mitigated due to the ability
to recognize domain names.

4.3 Rules Configuration and Enforcement

The existence of community rules which will ensure the desired behaviour of
the participants will play a major role to the success of WOICE. However, we
would like to offer substantial freedom to communities to configure these rules
according to their needs (e.g. through voting or off-line configuration by the
system designer, or dynamic adaptation according to some predefined measures).
Examples of such parameters of community rules could be the constraints on the
reputation threshold for a peer to be able to act as a super peer and the pricing
policy of the community.

5 Conclusions

We described a collaborative system that allows offering of ubiquitous VoIP
services to end users and flexible business models for its participants. In order
for these targets to be met a) routing information is exchanged between providers
that maps traditional user identifiers to VoIP identifiers and b) supplementary
functionality is introduced that aligns participants’ incentives.
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Abstract. In this paper we suggest monitoring ecosystems’ character-
istics in negotiation environments, such as the diversity of the orga-
nizations’ working areas, which can be used for recommendation for
the whole ecosystem to promote the entrance of new organizations or
the recommendation of adapting the organizations for improving their
performance.

We will see the connection of performance and diversity and an illus-
trative experiment of how inviting diverse companies after an alarming
descendent diversity of companies in a open negotiation environment
impact in improved fitness of companies.

1 Introduction

In Digital Business Ecosystems (DBE), where networked organizations coop-
erate, compete and share knowledge, most of the agreements happen through
negotiation processes [8]. In real ecosystems, species grow their population or
disappear depending on the available resources they have, as well on their abil-
ity to adapt themselves to environmental changes. The organizations, the living
species in the DBEs, must adapt themselves, evolve or disappear depending on
the environment’s and organizations’ characteristics. For example, agreements
not always can be made if organizations cannot find potential partners in a field.

The ONE project aims to develop a business oriented application for small and
medium enterprises, through the creation of a distributed and peer to peer nego-
tiation platform, flexible enough for allowing its adaptation to different industry
sectors. It will support automated negotiation execution based on knowledge
sharing and self-learning

Being analogous to real life ecosystems, their features such as heterogeneity,
openness, stability, security and fitness of their population (Small and Medium
Enterprises, SMEs), that impact on the distributed learning process can be char-
acterised in the DBEs. Monitoring of ecosystem characteristics will guarantee
equal opportunity, efficiency, effectiveness, trust and worth, and privacy.

The ONE (Open Negotiation Environment) project1 aims to develop a busi-
ness oriented application for small and medium enterprises, through the creation
1 http://one-project.eu

L. Telesca et al. (Eds.): DigiBiz 2009, LNICST 21, pp. 82–89, 2009.
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of a distributed and peer to peer negotiation platform, flexible enough for al-
lowing its adaptation to different industry sectors. It will support automated
negotiation execution based on knowledge sharing and self-learning. Monitoring
ecosystem characteristics in a negotiation environment such as ONE, will serve
to have hints on the policies to take related to the whole environment such as
improving its openness for increasing the heterogeneity.

This paper is organized as follows: Section 2 will mention some ecosystem
characteristics and why they should be monitored. Section 3 will explain how
the measure of the diversity can be used in a business environment. Section 4 will
present a simple example on how the monitoring of the ecosystem characteristics
can affect on the overall performance. Finally Section 5 will present conclusions
and future work.

2 Ecosystem Characteristics

An ecosystem is a self-sustaining association of plants, animals, and the phys-
ical environment in which they live. It is composed by two main components:
Community, which refers to the organisms (plants and animals) in an ecosystem,
and Habitat, which refers to the type of environment that the organisms have
adapted to and live in. In a DBE the community is composed by the SMEs, and
the habitat is the negotiation environment.

The DBE concept is concerned with the development of an ecosystem inspired
approach to the design of agent systems [4]. In this context an ecosystem can be
viewed as an entity composed of one or more communities of living organisms,
in which organisms conduct frequent, flexible local interactions with each other
and with the environment that they inhabit[5]. Although the capability of each
organism itself may be very simple, the collective behaviours and the overall
functionality arising from their interactions exceed the capacities of any indi-
vidual organism, as it happens from the resulting negotiations and subsequent
coalitions between SMEs.

The introduction of new elements into an ecosystem can have a disruptive
effect. In some cases, it can lead to ecological collapse or ”trophic cascading”
and the death of many species belonging to the ecosystem in question. Under
this deterministic vision, the abstract notion of ecological health attempts to
measure the robustness and recovery capacity of an ecosystem; that is, how far
the ecosystem is can go away from its steady state ([1], [2]). Ecosystems can
achieve and be maintained in states far from its equilibrium or steady state,
through its openness (or non-isolation) property, which has as a consequence in
the ecosystem’s diversity [3].

Diversity has a significant role in Business environments as it can help providing
equal opportunities for each different activity performed in the environment. The
measure of heterogeneity or diversity is key to stabilize an ecosystem of companies
with dynamic deals. The main causes of instability that nowadays are foreseen are:
imperfect data (lack of data, bad data, wrong data, delayed data, distorted data,
etc), dynamic market (chaotic changing demand, and increasing competition), and
finally the lack of an appropriate supporting environment and knowledge.
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The most common diversity measure, the Shannon-Wiener index, is entropy,
giving the uncertainty in the outcome of a sampling process [6]. When it is
calculated using logarithms to the base two, it is the minimum number of yes/no
questions required, on the average, to determine the identity of a sampled species;
it is the mean depth of a maximally efficient dichotomous key.

3 SME Activity Diversity Measure

Here we pretend to explain the significance of the diversity measure and how it
can be used for the overall performance of the DBE.

In the DBE, SMEs can offer complex services and create new market opportu-
nities, combining and sharing knowledge, products, services and infrastructures
by joining together. Based on the Business Process Simulation (BPS) model
for using it as example for this section, a business process has among other
elements, resources and activities [7]. In this example, SMEs can run business
processes where each related activity is developed by the different SMEs (being
the resource element in the model) whose working field is related to it.

Each negotiation is focused on one or more items, often related to the partners
specific business activity. In the case of the ONE platform, there will be different
items being negotiated, and the diversity will depend on how many negotiations
are being made containing each one of them. The diversity is important because
a high level of diversity here, represents an even competition for each partner’s
interests or activities, what should result on good agreements as there should be
enough options to choose from.

Let us take for example a football (or soccer) team. In a football team, there
is the need of some kind of diversity level, not everybody has to be a defender,
or a goalkeeper. The team needs every position covered, what gives as a result a
high diversity level, but also not every position needs to have an equal number of
elements, the optimal level of diversity depends on the environment’s scope. In
the case of the ONE platform, many offers will be available for different activities,
then every activity should have enough partners to attend these offers, and
compete between them. Let’s take for example that there are 8 different activities
represented in the ONE platform by different partners over a population of 1000
partners (table 1).

Table 1. Activities distribution with high diversity

Service Population
Cleaning 125
Security 125
Catering 125
Transport 125
Logistics 125
Porterage 125
Reception 125

Green Management 125
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Using the Shannon-Wiener diversity index:

H ′ = −
S∑

i=1

pi ln(pi) (1)

pi =
ni

N
(2)

Where:

– H ′ Is the Shannon-Wiener Index.
– pi Is the relative abundance of each species. Calculated by the number of

elements for each species (ni) divided by the total number of elements (N).
– S Is the number of species.

It has a diversity index of H ′ = 2, 0794, which is the maximum possible value.
Normalizing the value, we have H ′ = 1. In this case, with high entropy, we can

Table 2. Activities distribution with high diversity

Service Population
Cleaning 438
Security 88
Catering 124
Transport 36
Logistics 5
Porterage 48
Reception 163

Green Management 98

Fig. 1. Example of a low diverse distribution of the activities
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see that there are a lot of competition on every activity, and also, every activity
has enough people when an offer related to it arrives.

If the population is not so diverse as in the previous case (table 2).
The distribution is as shown in the figure 1. The diversity normalized (using

the maximum index value, Hmax = ln(S)) in this case is H ′ = 0, 7933. We have
too many in the Cleaning, and a lack in Logistics, this is because the diversity
index has been affected, and probably will affect on the result on the negotiations.

4 Diversity Measure Example

SMEs can look for other enterprises which perform complimentary activities, and
together perform complex business processes by the aggregation of their services.
We developed a simple simulation in Repast2. Repast is a free and open source
agent-based modelling toolkit developed in Java. The simulation represents an
environment where a population of different resources (the species), where each
one of them can perform only one activity, have to look for another resource
which can perform another different activity, if they do not find it it means that
they fail to create a business process. For keeping the simulation as simple as
possible, at each timestep the SMEs look for another with a random activity
different from the activity they can perform.

We will track the activities’ diversity at each timestep, and try to find a rela-
tionship between diversity and business processes creation failure. It is supposed
that at a higher diversity value, there will be a lower number of failed business
processes creation. This is because at higher diversity values, the resources will
have more options to choose from for each activity. The equation used for calcu-
lating the diversity will be the Shannon-Wiener Index explained in the previous
section.

For this case, the species will be recognized by the resources activities. So each
species will be represented by an activity. We will run the experiment starting
with a low diversity inserting the 75% of the elements belonging to the same
species (this means, 75% of SMEs that perform the same activity) and the 25%
remaining will belong to a random species (there will be a total of 100 elements
and 8 different species). At each timestep, the half of the population will try to
create a business deal, if they do not succeed because they did not achieve to
find another resource capable to perform a different activity, it will be recorded
a business deal creation failure.

From the timestep 5000 onward depending on the diversity value, the envi-
ronment will allow the entrance of new resources which will replace the current
ones, keeping the population’s number. The system will try to keep the diver-
sity as high as possible (above 0.98 for this experiment), the system will remove
a random resource and add a new one that performs a random activity. This
should make the diversity raise from timestep 5000, and reduce the number of
business deal creation failure at each timestep (figure 2).

2 http://repast.sourceforge.net
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Fig. 2. Average Business Deal Creation Failure and Diversity

Fig. 3. Average Business Deal Creation Failure and Diversity

As expected, the average business deal creation failure per time-step falls
once the environment ”opens” itself allowing the entrance and departure of the
resources. This can be seen on the figure 3, where after the time step 5000
the average business deal creation failure drops significantly. This could seem
obvious, but the real application here is the use of the diversity monitor to
encourage the DBE members to enter or exit for the environment.
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From an administration point of view, an ecosystem characteristics monitor
can give significant information to promote actions on the whole system which
could improve the overall performance.

5 Conclusions and Future Work

An essential element of ecosystems is the negotiation of alliances, which enable
companies to join competencies as well as services and products into a complex
offering. Given this, DBEs should be empowered with a tool to support tacti-
cal negotiation and agreement processes among participants. This environment
should support the creation of Virtual Organizations with a common business
goal, offering complex services by the aggregation of its member’s services, and
should facilitate the building, stabilization, and improvement of the ecosystem
performance on a shorter time frame.

The measure of ecology’s properties in business environments can have dif-
ferent applications. In the field of recommender systems for example, it can be
used for recommending on the negotiation style for each user in a negotiation
environment [9]. In the current paper we present another application on the
ecosystem monitoring on a business environment, but the application is not for
the individual user; is for the environment as a whole. The data extracted from a
ecosystem monitoring application can be used for improving the whole system,
helping to take decisions like promoting the entrance of new members in the
system (which can be translated on improving the ecosystem’s openness).

In this paper we presented an example, in a simplified environment on how the
diversity measure could affect on it, and how could be improved. Normally, real
DBEs are more complex and not always the highest diversity index is better.
Each environment has to be studied and evaluated, for example in business
environments not every service has the same demand and then, not every service
should have the same offer, this means that not necessarily the services’ diversity
index should be at the highest value.

Currently we have developed a monitoring tool for the ONE platform, and in
the future it is expected to use its output to make recommendations for improving
the system, but first a relation between the retrieved data and the system’s results
must be defined, in the meantime it is being used for monitoring the overall ac-
tivity of the system within different metrics. As said before, it is necessary to find
which are the best values on the indexes for the best overall performance, and not
always look for maximizing them (like the case of the diversity index), and that
can be done only observing the activity on the running platform.
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Abstract. The data Grids appear mostly in the scientific community
but it is also necessary to have the data Grid in the industry sector.
Applying the way of scientific data Grid to the industry brings many
disadvantages such as expensive investment, not efficient usage and un-
fair sharing. This paper presents an alternative approach, an economic
aware data Grid. The incentives of having an economic aware data Grid,
the business model and the working mechanism are analyzed in depth.

1 Introduction

The data Grid appears from the requirement of sharing, accessing, transporting,
processing, and managing large data collections distributed worldwide. At the
present, the data Grids appear mostly in the scientific community [1]. A data
Grid usually includes many High Performance Computing Centers (HPCCs)
with enormous storage capacity and computing power. It is obvious that invest-
ing a data Grid need a lot of money. The financial sources for building such data
Grid are from governments and scientific funding foundations. For that reason,
researchers within the data Grid can use those resources freely.

In the industry sector, the data Grid is also necessary. We can look at the sce-
nario of investment banks. The investment bank has many branches distributed
over the geography. Each branch has its own business. Each branch usually runs
data mining applications over the set of collected financial data. With the time,
this activity becomes important and need to be extended. The computing tasks
need more computing power, storage. The data source is not just from the branch
but also from other branches. Because all the branches belong to the investment
bank, the data can be shared among branches with a suitable authorization pol-
icy. Thus, it is necessary to have a data Grid in the investment bank. We can
see many similar scenarios in the real world such as an auto producer with many
distributed branches and so on.

To build such a data Grid, one solution is applying the way of scientific data
Grid. Each branch invests to build its own computer center. Those computer
centers are then connected together to form a data Grid. The users in each branch
� Corresponding author.
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can use the Grid freely. However, such approach brings several disadvantages. It
cost a great amount of money for hardware/software investment, electric power,
personal and so on. The resource usage is not efficient. Usually the data mining
applications are executed when all the financial data are collected. This point is
usually at the end of month, end of quarter or end of year. At those time periods,
all computing resources are employed and the workload is 100%. In normal
time period, the workload is lower and thus many computers run wastefully or
unused. There may have unfair resource usage on the Grid. Some branches may
contribute little resource to the Grid but use a lot.

An alternative approach is outsourcing. This means each branch does not
invest to build a computer center it self but hiring from resource providers and
pay per use. In other word, the investment bank will build a data Grid over the
cloud environment. This approach brings many benefits to the investment bank
and its branches. Some of them are flexibility, efficiency and fair sharing.

However, up to now, there is no business model and technical solution to
realize this approach. The work in this paper is the first attempt to solve this
issue. In particular, the contribution of the paper includes:

– The incentive of having an economic aware data Grid. The paper will discuss
the advantage of the economic aware data Grid.

– The business model. We will analyze the business relation among many busi-
ness components joining the data Grid.

– The high level system architecture to realize the economic aware data Grid.

The paper is organized as follows. Section 2 describes the related works. Section
3 presents the incentives of having the economic aware data Grid and Section 4
describes the business model. The system architecture is described in section 5.
Section 6 concludes the paper with a short summary.

2 Related Works

Current large-scale data grid projects include the Biomedical Informatics Re-
search Network (BIRN) [2], the Southern California Earthquake Center (SCEC)
[3], and the Real-time Observatories, Applications, and Data management Net-
work (ROADNet) [4], all of which make use of the SDSC Storage Resource Bro-
ker as the underlying data grid technology. These applications require widely
distributed access to data by many people in many places. The data grid cre-
ates virtual collaborative environments that support distributed but coordinated
scientific and engineering research. The economic aspects are not considered in
those projects.

The literature recorded many works related to utility computing in the Com-
putational Grid [5,6,7,8]. Many economic principles are analyzed in the context
of the utility Grid which allow resource owners, users, and other stakeholders
to make value and policy statements. However all of them considered only the
computation resources. The combination of many data sources to form a data
Grid as described in our scenario has not been mentioned.
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Related to the data Grid, in [9] a cost model for distributed and replicated
data over a wide area network is presented. Cost factors for the model are the
network, data server and application specific costs. Furthermore, the problem of
job execution is discussed under the viewpoint of sending the job to the required
data (code mobility) or sending data to a local site and executing the job locally
(data mobility). However, in the model, the cost is not money but the time to
perform the job execution. With this assumption, the system is pseudo economic-
aware. More over, the infrastructure works with the best effort mechanism. The
QoS and resource reservation are not considered. Thus, it does not suit with the
business environment.

Heiser et. al. [10] proposed a commodity market of storage space within the
Mungi operating system. In which, the system focuses on the extra accounting
system used for backing store management. The model is designed such that all
accounting can be done asynchronously to operations on storage objects, and
hence without slowing down such operations. It is based on bank accounts from
which rent is collected for the storage occupied by objects. Rent automatically
increases as available storage runs low, forcing users to release unneeded stor-
age. Bank accounts receive income, with a taxation system being used to prevent
excessive build up of funds on underutilised accounts. However, the system con-
siders only the storage resource and the scope of the system is just inside an
organization.

Buyya in [11] discusses the possible use of economy in a scientific data Grid en-
vironment, in particular in the DataGrid project. Specifically, a token-exchange
approach is proposed to regulate demand for data access from the servers of the
data grid. For example, a token may correspond to 10KB of data volume. By
default, a single user may only access as much data as he has tokens. This gives
other users a chance to access data. The amount of data that they access for a
given token needs to be based on parameters such as demand, system load, QoS
requested, etc. The users can trade-off between QoS and tokens. However, the
negotiation/redistribution of tokens after their expiration, their mapping to real
money and the pricing policies of storage servers are not discussed in such an ap-
proach. More over, this work focuses on the resource providers level while in our
work we focus on the system built up over the commercial resource providers.

3 The Incentive of Having the Economic Aware Data
Grid

The economic aware data Grid brings many advantages. First of all, it is flexibil-
ity. Because of employing the cloud computing environment, each branch could
have Grid resources on demand. In the critical period, they could hire more re-
sources from the cloud. When they do not need Grid resources any more, they
could return them to the cloud.

It is economic efficiency. Assume that each month, a branch needs 10.000 GB
storage, 10 computers for the daily workload in 28 days, and needs 100 computers
for the critical workload in 2 days. The investment of such a cluster is about 1
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million Euro. Assume that the life cycle of the cluster is 5 years. Assume that
the branch spends 20.000 each month including the personal cost, electricity
and so on for running the cluster. Thus, the branch must pay 2,2 million Euro
in 5 years. If the branch uses Cloud services, according Amazon pricing schema,
the cost in 5 years is approximately 200.000.

The economic aware data Grid provides a fair resource usage. Each branch
independently pays for its Grid resource usage. Thus, if a branch uses many Grid
resources, it has to pay more and vice versa.

4 The Business Model Proposal

Figure 1 presents the business relationship among many components joining the
system. The business model includes three main components.

Branch 1

Economic aware
data Grid broker

Resource
provider 1

Resource
provider 2

Resource
provider M

Software
provider 2

Software
provider 2

Software
provider K

Organization deploying the
data Grid

Branch
N

Branch 2

Fig. 1. The business model of the system

4.1 Resource Provider

For the utility computing business model, the resource provider provides storage
capacity and computing power service. Thus, the computing power, storage, and
network bandwidth are main resources to be traded. In the real environment,
for example the Amazon pricing schema, the cost of network bandwidth, which
is visualized through the data transfer in/out, is located inside the cost of the
storage service and the computing power service. The provider should have its
own accounting, charging, and billing module and metering, job deployment and
so on. We assume that the price of using resource is published. To ensure the
QoS, the resource provider should have advance resource reservation.

The resource provider charges the user using storage service following fees: fee
of using storage, fee of having data transfer in/out, fee of having request to manip-
ulate the data. The resource provider charges the user using computation service
following fees: fee of using computing nodes, fee of having data transfer in/out.
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4.2 Software Provider

Software provider is a business entity having software. The software provider
provides software service. In particular, he provides software and its license so
the software can work under negotiated condition. The income of the software
provider is from selling software license.

4.3 Organization Deploying the Data Grid

Each branch should have its own separate data storage on the Grid because the
data is very important with each branch. In particular, each branch hires basic
storage service from a resource provider. The data are then shared with many
authorization levels to other branches. To coordinate the working of many data
sources and data exploitation activities, it is necessary to have a Grid middle
ware called economic aware data Grid broker.

The economic aware data Grid broker should belong to the organization de-
ploying the data Grid because of following reasons.

– It saves the organization many cost of using broker service.
– It is easier for organization to apply cost optimization policy when having

its own control system.
– Giving data management task for a third party is not as trustable as by its

self.

The economic aware data Grid broker does two main tasks. The first is the data
management service. It includes data transfer service, replication service, autho-
rization and so on. The second task is the job execution service. It receives the
requirement from user, gets software, locates data, reserves computing resource,
does deployment, runs the software and return the result. In fact, two tasks re-
late closely with each other. When the job produces output data, it must also
be stored/replicated some where on the data Grid. The contract with software
provider and resource provider are realized with Service Level Agreement (SLA).

The user in each branch puts/gets/finds data and runs jobs on the data Grid.
Thus the branch has to pay the cost of using storage and computing power for
resource provider, the cost of using software for the software providers. From
the cost of using storage service, we can see that the cost includes data transfer
in/out cost. Thus, if user of branch 2 does many copies from the data storage of
branch 1, letting branch 1 pay for the transfer cost is unfair. Thus, it is necessary
to have payment among branches to ensure that every branch is fine. They use
much they have to pay much. They use less then they have to pay less.

The goal of the economic aware data Grid broker is managing the data Grid
in away that minimize the cost of the organization.

5 High Level System Architecture

Figure 2 presents the high level system architecture of the economic aware data
Grid. In this section, we will describe the working mechanism of the system.
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Fig. 2. High level system components

5.1 Data Manipulation

The user of a branch puts/finds/downloads/deletes a file to the Grid. As each
branch has a separate storage on the Grid, the file should be put to that storage.
In this case, the system will do following works:

– The Grid receives the requirement with the Grid Portal. The Grid Portal
invokes the Metadata Catalog Service to find the appropriate information.
If the request is put, the system returns the data storage. If the request is
find/query/delete, the system returns the data location.

– The Grid Portal invokes services provided by the service provider to handle
the request.

– When the request completes or fails, the Grid Portal notifies to the user.
If success, the Grid Portal stores data information to Metadata Catalog
Service, Replica Location service, stores the accounting information to the
accounting service.

5.2 Replication

The request for replication appears in many cases: The system needs to replicate
a file on Grid following a defined replication plan defined; The user demands a file
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replication; A job has a request for a particular file in the Grid; The replication
can also be triggered by analyzing the patterns of previous file requests. Thus,
there is the migration of files toward sites that show a corresponding increased
frequency of file access requests. When having the replication request, the system
will do following works.

– The Data Replication service receives request, read and interpret it.
– The Data Replication service invokes scheduling service to find out a suitable

replication location.
– The scheduling service discovers candidate resources, matches the user’s re-

quirements and the candidate resources in an optimal way and then returns
to the Data Replication service.

– The Data Replication service reserves bandwidth with resource provider by
an SLA.

– The Data Replication service invokes the FTP service of the determined
resource provider for transferring data.

– The Data Replication service invokes monitoring module to monitor the QoS.
– If success, the Data Replication service stores data information to Metadata

Catalog Service, Replica Location service, stores the accounting information
to the accounting service.

5.3 Job Execution

When the user wants to run a job, he provides the information of the job such as
software name, name of the input/output data, resource requirement, deadline
and so on. The system will do following works.

– The Grid Portal invokes the SaaS service.
– The SaaS invokes the Software Discovery service to find the location of the

software provider.
– The SaaS invokes the Metadata Catalog Service, Replica Location service to

find the location of data file.
– The SaaS invokes Scheduling service to find the suitable resource provider.
– The SaaS signs SLA of hiring software, computing resource, bandwidth with

software provider, resource provider.
– The SaaS download the software and data to the execution site and execute

the job.
– During the execution, monitoring module is invokes to observe the QoS.
– During the execution, if having some error, SaaS will revoke the error recov-

ery.
– When the execution finishes, the SaaS move the output data to the defined

placed and update Metadata Catalog Service, Replica Location service.
– The SaaS store accounting information to the account service.

It is noted that unlike the general SaaS, the number of software used in the
system is not so big. Thus we need only a simple Software discovery service.
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6 Conclusion

This paper has presented the incentive, the business model and the required
technical infrastructure of the economic aware data Grid. The economic data
aware Grid has many benefits comparing to the traditional form of the data
Grid such as flexibility, efficiency and fair sharing. The business relation among
business entities is clearly defined to gain the fairness. The high level architecture
and is described to have an overview of the working mechanism of the system.
This is the first step in realizing the whole system.
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Abstract. Service creation is the next big end-user driven hype in the technol-
ogy arena. As the first Web 2.0 services are already enabling tech-inclined users 
to build their own composite services, this trend will lead to a huge set of new 
features and services will be provided by all stakeholders. This paper illustrates 
the incoming trends of the end-user driven service creation with extensive new 
features, and provides five main research topics from both technical and busi-
ness perspective. The underlying key technologies, as well as the current plat-
forms/tools are also detailed. 

Keywords: Web 2.0, Service creation, Semantic, Context-aware, Community. 

1   Introduction 

Web 2.0 puts people into the center of the vision. Communication, collaboration, 
collective intelligence, and social interaction between people are what Web 2.0 is 
about much more than the technology pieces [1]. The past few years have witnessed 
end-users’ increasing involvement in the content creation process (e.g. Wikipedia, 
Blogs and YouTube), which is of great benefit from collective user-generated content 
[2]. Currently, a growing user community is also trying to profit from existing ser-
vices to generate its own services, which triggers the trends of the end-user driven 
service creation. 

Towards this new trend, generally, three questions are raised. 

- Why should end-users create services? 
- What are the ongoing works on end-user driven service creation? 
- What are the challenges of enabling end-users to do future service creation? 

Like different people have different personalities, the best way to achieve user personal-
ization is giving way to end-users selves to develop services satisfying their specific 
needs. Telecom operators and service providers offer an increasing number of services 
to their customers, but it’s impossible to foresee all the conditions that a customer can 
experience in his daily life. From the business perspective, the main idea behind the 
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end-user service creation is to shorten the analysis/development of the marketing chain, 
harness the collective intelligence and promote innovation in software development. Of 
course the services that end-users create won’t be as sophisticated as professional ser-
vices, but it will give end-users the possibility to differentiate themselves. 

The service creation process is based on the concept of service composition, which 
allows creating/assembling a new service from existing services or a set of basic piece 
of services (called service enablers in Open Mobile Alliance (OMA) [3]). The guide-
line for designing and developing a service creation platform is “Do half work. Let 
users do the other half.” Since the services are the results of a composition of a set of 
pre-defined services, the “half work” should be done is to provide the intelligent sub-
services that allow for the creation and orchestration of enhanced services in a per-
sonal, dynamic and multi-domain environment. 

Designing such a platform is not easy due to the complexity of current service ori-
ented architecture (SOA) based technologies [4]. Currently programmers create easily 
Mashups [5], which is a customized combination of multiple functionalities of het-
erogeneous web sources or web services APIs. They do easily using either SOA tech-
nologies (such as REST [6] and WSDL [7]/SOAP [8]), or invoking and reading RSS 
feeds, or finally by invoking and extracting data from web sites through screen scrap-
ing [9]. These methods are accessible for each novice in the web development, but 
they are not understandable by non-developer people. Therefore, new mashup crea-
tion tools have emerged such as YahooPipes [10], MARMITE [11] and Microsoft 
Popfly [12] which are more designed for advanced users (tech-inclined users), but 
they remain not intuitive enough as ordinary users still find them difficult to use. 

To reach an effective end-user service creation we have to go through several chal-
lenges. The first one consists in how to provide the intuitive and semantic tools to 
enable ordinary users to do creation. Following the design philosophy to be easy-to-
use and to achieve a perceived usefulness, current research is making great efforts on 
semantic based mashups and natural language (NL) processing methods [13]. Seman-
tic based mashups aim to enable automatic service composition, automatic service 
advertising (according to the current activity and context of the user), and the en-
hanced service discovery. NL processing methods, in conjunction with the semantic 
technologies, aim to provide tools that generate services dynamically according to a 
user NL request. 

The second challenge concerns about how to construct a coherent service creation 
environment (SCE). It requires a certain level of harmonization between the increas-
ing Internet/Telecom/3rd party services. It also needs to be investigated, what’s needed 
to support and help the end-users for an easy and intuitive way to create services not 
only within the internet, but for all environments, they may use. This trend will lead 
to a huge set of new features, like context-aware service creation and social service 
co-creation. Effective incentives like value-added service with revenue sharing could 
also be used to encourage end-users to do creation. And concerning that, the trust and 
privacy issues should be taken into account. 

In the remainder of this paper we present five future research domains of the end-
user driven service creation: semantic based service creation, context-aware service 
creation, service creation with trust and privacy, social service co-creation and finally, 
service creation with revenue sharing. Fig. 1 shows the relationships between these 
topics. The remainder of the paper is organized by these five topics, respectively. 
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Fig. 1. Future trends of end-user driven service creation 

2   Semantic Based Service Creation 

Semantics allows end-user to do goal-driven service creation in a technology-agnostic 
way. Separating technology of a service from its meaning could improve the process 
of assembling new services. High performance SCE has to provide an extensible and 
interoperable framework able to integrate semantic field such as semantic service 
discovery, assembling, and publishing. 

From end-users perspective, service creation process must be intuitive and self-
explaining: no software development skills are required to develop a new service. 
End-users cannot understand current service technologies such as WSDL [7] and 
SOAP [8]. We witness an exponentially growing number of services on the web, 
which makes the end-user confused about which service to use in his SCE [10-12]. 
These factors make the intuitiveness almost a key for the success of service creation 
platform. One proposed solution is to develop a semantic service creation assistant: 
e.g. whenever the user picks an existing service, the system should be able to suggest 
a set of syntactically or semantically related services that can be connected to the 
existing service (Inter-service communication); or user can locate a specific service 
based on a description of all (or part of) its functionality with a near natural language 
request (NL composition [13]). 

All the above processes require semantic matching, which further requires the se-
mantic annotation of each service. Semantic annotations of the services are semantic 
tags/vocabularies that are integrated into service functionality. These annotations 
should define the interfaces of the service and the generated data. However, to enable 
semantic matching, the service creation platforms should either define a shared se-
mantic vocabulary which will be used by all service providers, or to understand each 
semantic vocabulary of each service provider and makes translation between each 
other. The first solution is not dynamic as it forces each service provider to follow the 
platform specific vocabulary; the second one is not feasible especially for the current 
target where end-users become parts of service providers. In addition, both ap-
proaches suppose the creation of a vocabulary which covers all concepts of all poten-
tial services, which is not realistic for a wide range of services. 
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The second challenge of semantic composition process resides in how to automati-
cally choose (possibly discover) the specific services from the large amount of tagged 
services. Regarding to this, the platform should be designed taking into account the 
user preferences and context. Based on the contextual information, business rules or 
user profile, the platform should intelligently select the appropriate services for a 
composite service. This could be cross investigated with the context-aware issue. 

In the following we will illustrate the features and future trends of NL composition, 
which was partly investigated by SPICE project [13]. In order to build a customized 
service directly from a user request, the faced challenges are: 

- How to transform the user request: from natural language to formal request? 
- What are the required services that respond to that request? (Service discovery) 
- What is the execution sequence of these services that responds to the user re-

quest? 
- And finally, does the created composite service match the user request? 

By introducing Composition Factory component, SPICE composition environment 
summarizes perfectly the listed challenges. 

Composition Factory receives a user request as an input in a formal language in 
which end-users can easily retrieve the requested services. This component is in 
charge of which composite service should be provided. First, it retrieves request-
related services from the service repository and their non-functional properties from 
the non-functional properties component. Non-functional properties include informa-
tion like efficiency, reliability and security that do not define the functions of the 
system but still remain important parameters in service usage. Using the user goals 
extracted from the request, the component builds the causal link matrix (CLM) [14] or 
the extended CLM (CLM+ [15]). CLM is a matrix that represents all the matching 
possibilities between inputs and outputs of the services, and the extended one takes 
into account the non-functional properties. The matching between two parameters is 
based on their logical relations and is statically quantified according to an ontology 
database, e.g. web ontology language (OWL) [16]. The quantification of semantic 
matching between parameters enables the quantification of the whole composite ser-
vice quality. Therefore, it allows end-users and developers to select the best compos-
ite service between them. 

NL composition is definitely the simplest and most intuitive way to create compos-
ite services for the end-user as it is just required to enter a NL request. However, since 
the web services should follow the same semantic dictionary, the semantic reasoning 
is a heavy task. Moreover, the created service should be validated by the end-user due 
to the possible mistakes of NL processing. Therefore, the NL composition should 
combine different technologies and skills like artificial intelligence and self-learning. 
The further refinement could be done in the following aspects: 

User Friendly GUI Design: What graphical user interface (GUI) should be designed 
to help end-users to formulate their requests? 

Automatic Service Composition: The platform should be capable of initializing a 
service composition definition within the service creation tool. Moreover, the run time 
service composition should automatically create the user interface from the descrip-
tion of a requested service. 
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Support of Telecom Services: Telecom services such as messaging, and localization 
need to be integrated in the NL composition platform, so that the end-user can formu-
late services using these functionalities such as “Send information to me by SMS 
according to my current position”. 

Support of Multi-Language (Linguistic): The platform should support of multiple 
languages. Besides, adding voice can be an alternative to the NL request writing. 

Support of Self-Learning: Disambiguation through recommendations and self-learning 
should be investigated in the NL composition platform to enhance robustness. 

3   Context-Aware Service Creation 

Time of the old-fashioned "same static content for all users" paradigm is gone. As 
services are becoming more intelligent and advanced, end-users further expect the 
services to be discovered, created and delivered dependent on some basic information 
like who they are, where they are, what they have done, what they are doing and when 
they are doing it. This falls into the initial concern of the context-aware. 

The question of how to define the context varies from different research works 
[17][18]. In this paper, we define context as the changing state of the user, its envi-
ronment, and the interaction between them. Examples are time, place (location), 
user’s terminal, belonging network, history of interaction and current presence. Be-
sides, we separate the static profile from the definition of the context, examples are 
user identity/role and user preference. 

The main features of the context-aware service creation are: 

Services Selection for Composition: Intelligently choose the appropriate services 
adapted to the user identity/preferences/location/previous interaction. 

Adaptive Interface Creation: Adapt the user interface to their current device (PC, 
mobile phone, PDA, TV…), browser and usage pattern. 

Adaptive Notifications: Notify end-users via different channels depending on users’ 
presence status and time preference. 

Automatic Recommendations: Take into account the dynamic context information as 
well as the static profile of the end-user. Trace end-users’ behaviors and help them to 
organize and filter information in order to provide personalized service/product. 

Context awareness starts from capturing the users’ dynamic context information. This 
requires the use of heterogeneous sensors distributed throughout the entire space. How-
ever, due to the fact that sensor nodes are not always available, the data aggregation 
mapping can change dynamically over time. Concerning that, a flexible and resilient 
architecture for sensor data aggregation in a heterogeneous (and dynamic) environment 
should be investigated. Thereafter, the context information should be interpreted and 
thus extract the decision to adapt or generate a service for the current situation of the 
user. This requires a common semantic, and decision rules between the different entities 
(sensors, decision maker, and the services). 



 The Incoming Trends of End-User Driven Service Creation 103 

 

The relationships and features of the semantic and context-aware service creation are 
summarized in Fig. 2. 
 

 
Service  

Discovery 
Service  

Assembly 
Service  
Delivery 

Service  
Publication 

SCE 

Semantic 
Semantic 
Search 

Semantic Matching 
Semantic  
Tagging 

Semantic GUI 
Design 

Service Selection for  
Composition 

 
Static: preference/role 

Dynamic: history/location  

 
Adaptive  

Notification 
 

Presence 
pop-up 

SMS/MMS 
email 

RSS feed  

Context-aware 
 

WHO 
WHERE 
WHAT 
WHEN  

Automatic Recommendation 

 

Adaptive  
Interface  
Creation 

 
Device 

Network 
Brower  

Fig. 2. Features of semantic and context-aware service creation 

4   Service Creation with Trust and Privacy 

Future service architecture has to proof their trust-worthiness and security awareness. 
Since this trend is more openness, the future services are required to be created and 
personalized in a privacy-sensitive manner. 

Privacy protection is a cross-cutting issue since the related functionalities appear 
everywhere (e.g. personal data processing, shared content delivery, financial transac-
tions). The challenges mainly concern the ability for end-users to control, maintain 
and implement privacy policies to protect their sensitive data in a non-intrusive man-
ner. Therefore, an easy-to-use and intuitive user interface for manipulating their pri-
vacy policies should be considered and investigated. 

Here we address the trust & privacy management issue from the following aspects: 

Identity Management 
The identity management is responsible for the management of the user and service 
attributes (logical and physical) related to the identity. 

Service Identification: Any service application should be identified and authenticated. 
This is essential for service collaboration security. 

User Authentication: One identity key should be defined as the end-user’s ultimate 
control tool over their identities. The identity key may support single sign-on (SSO) 
to all the services. 

Profile Management 
The profile management implies the user profile to be stored in a common representa-
tion format, and to be shared in a secure manner. 

Personal Data Privacy Control: Allow end-users to have full control of their personal 
data. Their private data will be protected and not revealed to 3rd parties (only the vir-
tual profile will be exposed to the public). 
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Content Management 
Personal Content Privacy Control: Allow end-users to have the full control (includes 
removal) of their personal contents (media files, blog items, etc).  

Shared Content Access Control: Verify the identity for accessing the shared content. 

Privacy Preferences of Shared Content: Allow end-users to set different privacy pref-
erences with respect to sharing their content. 

Session Management 
Session Access Control: Apply proper authorization policy (such as access, modify) 
to the identity who requests the access to the ongoing sessions. 

Session Transfer Control: Allow ongoing sessions interacting/exchanging between 
different authorized devices. 

Advertisement Management 
Search and Receive Advert: End-users can search and receive relevant advert. The 
advert would take into account privacy policy settings specified in the user profile. 

Retrieve and Send Advert: User profile helps advertiser to target the relevant end-
users. The advert is send to end-users based on their privacy and profile settings.  

Service Publication Management 
Service publishing control: Allows end-users to publish the created service with a set 
of sharing and business policies that keep the service private for their own. Users are 
also allowed to change the sharing policies to make the service publicly available 
afterwards. 

5   Social Service Co-creation 

The above sections mainly discuss the “Do-it-yourself” personal service creation. In 
this section, we will focus on “Do-it-together” social service co-creation. 

One main feature of Web 2.0 is collective intelligence. The customer relations will 
be the most important factors in the future networks for their survival and growth. 
Therefore, giving end-users the opportunity to create services together is the essential 
step to harness the social interaction and strengthen their relationships. The features 
and challenges of the future social community are: 

The future social community should harmonize service creation approaches. Look-
ing into the different vendor/project specific approaches it becomes clear, that no 
common approaches, even not the same kind of definitions or enabling frameworks 
are used. Therefore interoperability or even cross-technology service creation is not 
possible. In order to make service creation tools more widely useable though social 
communities, a certain level of harmonization between different tools needs to be 
achieved. This can start by merging the same kind of enabling frameworks (like OMA 
enablers [3] and Parlay (X) API [19]). This kind of integration can lead up to the 
reuse of common semantic definitions. 
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The future social community should provide different levels of service creation 
tools. Community consists of people with various levels of technical background. The 
service creation tools should therefore be able to operate on different technical levels. 
The technical minded people will be a valuable resource in developing solutions 
beneficial for all members of the community. Proper tools for these advanced users 
will be more demanding, and allowing for more complex functionality. 

The future social community should be expanding to social physical environments. 
Physical environment like hotels, clinics, sports bar and travel agency can be easily 
adapted to the physical desires of people in everyday life. On the other hand, web 
based social communities are well satisfied people through expressing and sharing 
their emotions and thoughts. Since the current social networks are proved to be a big 
success of strengthen user relationships, this relationship should be more exploited to 
meet users’ necessary requirements by linking the physical environment to the social 
networks. 

Create a Community – Contact and Social Profile Management 
Our definition of community is to enable end-users to easily gather a set of group 
members based on their shared attributes (e.g. common interests, families, co-
workers, buddies, etc). The members of community could be from Telco as well as 
Web world. 

Contact List Control: Allow end-users to be able to manage several contact lists, e.g. 
create a community by choosing their friends and family members from different 
contact lists. 

Identity Lookup: Search end-users based on their personal attributes, e.g. look up the 
user community ID based on their phone number. 

Unified Social Profile: Provide a unified social profile shared by different networks. 
Moreover, end-users should be allowed to set different privacy levels to different data 
of his profile. 

Profile Synchronization: Allow end-users to define and update their profiles in a 
timely manner. When a user modifies his personal profiles, the registered services and 
related contacts should be notified and changed accordingly. 

Interaction with the Community 
Social-aware Service Creation: Allow end-users to search and retrieve relevant in-
formation that takes into consideration the attributes of all community members (such 
as interest, presence and location). This will contribute in a created service that best 
suited to all the members of the community. 

Autonomic Recommendation of Social Communities: Select social community for the 
end-users according to their static profile and dynamic context. 

Interaction with Current Social Networks: Allow end-users to interact and share data 
with contacts belong to the well-known social networking sites. 

An example of the interaction with the social community is though intelligent cal-
endar widgets. Since our daily lives are organized by calendar events, it’s very bene-
ficial if the participants of a calendar event can be handled as communities. Personal  
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content could be linkable to the calendar events. Through this linking, they automati-
cally get a context associated. All possible community-specific operations such as 
giving access rights to content, distributing notifications on new content will be han-
dled automatically. 

Fig. 3 further illustrates the future features and relationships between the four re-
search topics discussed above. 
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Fig. 3. Features and relationships between service creation topics 

6   Service Creation with Revenue Sharing 

The fifth topic is much more related to the business concern. Indeed, enabling end-
users to create their own services promotes software innovation and reduces the time 
to market of new services. It also raises additional concern such as business models. 
The open business related issues are essentially focused on charging (billing), revenue 
sharing and QoS guarantee. 

Generating revenue for the participants in a fair share could be useful to encourage 
end-users to do creation. However, in such multi-vendor supply network, revenue 
sharing model and reseller model should be defined to implement a fair division of 
investments, business risks, costs and revenue sharing among the different actors. 
Apart from this, the charging mechanisms will be revolutionary modified since the 
end-user (becomes one of the stakeholders) profit and risk should also be dealt with. 
Note that the advertisement revenue is another source of revenue, so that end-users 
may share the revenue through giving an opportunity of inserting an advert. 

More detailed questions related to revenue sharing and charging are: 

- What is the relation between the generated service creator and the composed 
services providers? 

- How to bill end-users using a user generated service? Should service providers 
calculate the price or the service creator define the price by himself? In the sec-
ond case, who is going to pay for the usage of the basic existing services? 

- Are the used basic services billed at the creation time or at the execution time? 
- How to bill a user generated service especially in the case where the used basic 

services have different payment method (prepaid, postpaid)? 
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The second raised question is how to guarantee and maintain the QoS of the user 
generated services. Concerning this issue, Service level agreements (SLAs) should be 
established between end-users, service providers and 3rd parties. Moreover the QoS 
features should be utilized to ensure the SLA as agreed. The exploitation of the QoS 
and SLA in characterization of the services will be investigated to ensure the fulfill-
ment of the agreements in a service creation environment. In addition, the trust and 
privacy issues should be taken into account. 

7   Conclusion 

Web 2.0 is envisioned as an open garden for services. Enable end-users to do service 
creation can reduce the time to market of new services, harness the collective intelli-
gence and promote innovation in software development. In this paper, we have pre-
sented an overall view of future end-user driven service creation, from both technical 
and business perspectives. Future trends with extensive new features have been illus-
trated as well as the current platforms/tools. It has been shown that the future service 
creation tools must be intuitive and self-explaining, and the services should be created 
in a context-aware way. It also becomes clear that the “Do it together” social service 
co-creation with revenue sharing is the next step that will happen. Moreover, in order 
to achieve a pervasive usefulness, a certain level of harmonization among different 
service creation approaches needs to be achieved. 
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Abstract. Television is attracting an enormous amount of attention from both 
researchers and managers, due to profound changes that are taking place thanks 
to the diffusion of digital technology. The Internet and the Web, affecting the 
overall landscape, the consumer habits, the strategies of the players, are playing 
a key role in the TV revolution. This paper, based on 26 case studies, a survey 
involving over 200 players and a complete census of all the channels provided 
via Web in Italy, aims at defining the current state of the Web TV (we call it 
Desktop-TV) in Italy and identifying the main business models and the strate-
gies adopted by the players, thus allowing us to give a few predictions on the 
possible future changes in the industry. Although the analyses have been carried 
out in Italy, the results will have a general applicability, since the Web is not 
country specific by definition and the majority of players included in this re-
search have international relevance. 

Keywords: Digital TV, Desktop-TV, Web, Strategy, Business model. 

1   Introduction 

The television industry, for decades quite static, is currently undergoing important 
changes [1]: such business is in fact being shaped by a number of driving forces, such 
as the digitalization of the TV signal, the diffusion of new alternative access technolo-
gies, the development of broadband and streaming video technologies, the introduction 
of Web TV and new generation access terminals, and the progress of interactive and 
personal television solutions [2-4]. Past changes, as well as those to come, are so radi-
cal that some authors prefer to talk about TV (r)evolution rather than evolution, assert-
ing that the very meaning of the term “television” needs to be revised [5]. 

The TV business is no longer restricted to few actors, but is becoming territory to 
be conquered by new entrants from industries like Internet and telecommunications. 
The market offerings are reaching new access terminals (such as PC and handheld 
devices), meeting and integrating with the Internet and with other online multimedia 
services [6,7], and changing by creating new television formats, such as the personal 
and the interactive television [8]. 

The technological evolution has shifted the boundaries of the TV industry. Television 
platforms are in competition, not only among themselves, but also with “New Media” 
offering contents and services not specifically related to the television sector [9,10]: i) 
Internet and ii) all the new ways of offline use of digital contents (e.g. podcasting, 
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downloading of entertainment contents on the PC or mobile phone). There is strong 
competition between traditional media and new media for the share of time of users and 
the share of advertising of investors. 

Six digital platforms can be identified on digital networks: Sat TV, DTT, IpTV, 
Web TV, Mobile TV on DVB-H network and Mobile TV on cellular network. How-
ever, given the differences and similarities between the six platforms, a further clus-
tering that would achieve a subdivision into only three TV macro categories, could be 
a possible scenario [11]: 

1. Sofa-TV, including all digital television typically viewed through the “traditional” 
television screen. The “new” Sofa-TVs are based on three digital platforms: Sat 
TV, DTT and IpTV. The use of the expression, “Sofa-TV” aims to clearly de-
scribe the viewing opportunities and modalities of these televisions (standard Tv 
set watched from the Sofa). 

2. Desktop-TV, including all the video channels that are viewable through the Web 
(and Internet in general). In this case, the distinguishing element is the proactive 
viewing (“elbows on the desk”) of the contents. 

3. Hand-TV, including all the TV and video offerings available on the Mobile plat-
form, based both on DVB-H networks and cellular networks. The use of the ex-
pression “Hand-TV” aims to focus on the concept of TV viewable in the palm of 
the hand, which frees this type of television from the underlying technologies, 
both at the network level (DVB-H, cellular networks, and – in the future – WiFi 
and its evolutionary products), as well as at the terminal level (not only cell 
phones, but possibly other small devices, like portable music readers, Mobile 
game consoles, etc.). 

 

Despite its market value is not clear yet, the Desktop-TV has the potential to change 
consumer habits and, generally speaking, the way the users watch TV. This process of 
change has already begun. For this reason, this paper will focus on the area of Desk-
top TVs. The paper is divided into four sections. Section 2 will present the empirical 
study on which our considerations are based. Second 3 will describe the offerings of 
the Desktop-TV sector. Section 4 will deal with players of the Desktop-TV industry 
and their strategies. Finally, section 5 will offer the main trends in the Desktop-TV 
fields. The analysis will have a general applicability, as the considerations made are 
not particularly country-specific, although performed within the Italian context, one 
of the most advanced in the development of digital television platforms. 

2   The Methodology 

The information needed for the analysis and evaluation of the Desktop-TV sector in 
Italy was mainly collected through a case study methodology and a survey involving 
200 operators. An exhaustive census of the channels provided via the Web was also 
taken in order to complete the information base. 

The empirical study has been conducted on a sample of 26 companies operating at 
different stages of the new digital television value chain and possessing different 
characteristics (e.g. size, revenue, business model). 
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The panel comprises: 

• 12 cases from Desktop-TV operators (i.e. C6TV - www.c6TV.it, Elemedia - www. 
repubblica.it, Gruppo Mediaset - www.mediasetrivideo.it, Google - www.youtube.it, 
Gruppo Telecom Italia - www.yalp.com, Infostrada - www.libero.it, Microsoft - 
www.MSN.com, Rai - www.rai.tv, RCS - www.corriere.it and www.gazzetta.it, SKY 
Italia - www.sky.it, Streamit - www.streamit.tv, Tiscali - www.tiscali.it); 

• 6 cases from content providers (i.e. Digicast, Einstein Multimedia, Endemol, 
Turner Broadcasting System Italia, Walt Disney, Yam112003); 

• 3 cases from service providers (i.e. Glomera, Ksoft, Sharemedia); 
• 5 cases from media/advertising centres (i.e. Carat/Isobar, Digitalia ’08, Media-

Com Italia, Niumidia Adv, Sipra); 

To help interviewers and ensure comparability, an investigative framework was created 
to cover the most important issues to be investigated in order to achieve the research 
results. In particular, four main areas of investigation were identified and analyzed dur-
ing the interviews: 

• Overall company strategy (e.g. television platforms portfolio, launch of new 
platforms); 

• Value chain analysis (e.g. make or buy decision, partnership relations); 
• Organizational structure (e.g. number, roles and structure of the people involved 

in the Desktop-TV organizational functions); 
• Television offerings (e.g. channel offerings on the specific platform, differences 

of own vs. competitor strategy). 

In order to extend the empirical base we carried out a survey that involved over 200 
operators. The questionnaire used for the survey was focused on the same key points 
investigated through the interviews. 

The information obtained via the case studies and the survey was integrated 
through an exhaustive census of the Desktop-TV offerings aimed at mapping all the 
channels transmitted in Italy today. More than 1.000 channels were individuated 
and analyzed both in 2007 and 2008, and for each, 23 important variables were 
investigated. 

The interviews and the survey were carried out between April 2007 and October 
2008. The census was first taken in October 2007 and then in October 2008, in order 
to highlight the changes. All the research on the New TV sector began in January 
2007 and is still in progress. 

3   The Desktop-TV Offerings in Italy 

In this section, we will analyze in detail the television channel offerings in Italy rela-
tive to the Desktop-TV. A census was performed on over 1 000 channels distributed 
by over 500 different operators. Compared to 2007, in which there were over 800 
channels and 435 operators, for channels and operators we see a growth of 25% and 
17% respectively. 

Filtering the offer on the basis of “quality” and eliminating all channels that do not 
go over a minimum level of “dignity,” the number of channels drops to 633. The 
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“dignity” of a channel has been assessed according to a multi-criteria approach based 
on different parameters depending on the specific type of channel (content range and 
update frequency for the on demand channels, variety of the programs for the linear 
programmed channels). From this point on, all our evaluations will be based on this 
rectified universe. 

First and foremost, it is interesting to evaluate the turnover both of channels as well 
as operators which have come about in the 2008 year. There were 57 channels present 
in 2007 that are not longer active in 2008 and a whipping 214 new channels born this 
year alone. The overall effect is an increase of over 150 channels for a percent growth 
of 33. The med-high channels of “dignity” grow therefore at a higher rate compared 
to the one registered by all channels (equal to, as already down, 25%). There are 40 
operators who are no longer active in 2008 and 81 new entrants to the market of Web 
TV with a net growth of little less than 15%. 

Analysing the different typologies of channels, we see an increase in On Demand 
channels that, growing at a higher rate than linear programmed channels, surpass 70% 
of the overall offer. 

4   The Business Models and the Strategies 

This section wants to shed some light on two of the most important issues in the 
Desktop-TV area: 

• the business models adopted by the operators; 
• the main strategies (that depend of course on the business models). 

4.1   The Business Models 

In order to have an accurate understanding of the strategic scenario of Desktop-TVs in 
Italy, it is useful to provide an overview of the business models, which emerged from 
Research and which we have been classified in four main categories. 

 

B2c advertising-based model. This is the most diffused model among Desktop-TVs 
since the large part of the operators (i.e. more than 80%) adopted this model. The 
alternatives to insert or associate advertising to Video/TV contents are different. The 
most traditional ways are advertising outside video and advertising included in video. 
In the first case, the most diffused format is banners, whereas in the second, we see 
both spot in pre-roll (both for On demand channels and some linear, even today with 
the click to play format that leads the user directly to the site of the “advertiser”) as 
well as included in the stream (for linear programmed channels). In the choice be-
tween advertising included in the stream and advertising outside of video, one must 
first evaluate wisely the trade-off between effectiveness and invasiveness (a spot in 
pre-roll attracts more attention compared to a banner alongside content, but is un-
doubtedly more invasive for the user who could potential quit watching). Amongst the 
most innovative models, we point out overlay, a good compromise in regards to trade-
off between effectiveness and invasiveness, even if up until today, it is still little dif-
fused, due to the technological complexity (not all the platforms are able to distribute 
it) and at times even for the limited creativity. Alongside these different options 
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whose purpose is to associate commercials to video contents, “ad-funded” contents 
are pervading the Web and represent a new concept in advertising: based on the pro-
duction of video with “value” (and not mere spots) for the user (as in entertainment, 
instruction, etc.) that promote the product/service or company only indirectly and that 
are diffused on the Web, either using the virality of the contents or through thematic 
channels. 
 

B2c premium model. These are those models which envisage either the payment of a 
subscription allowing access to contents/programming for a specific period of time, or 
a fee for viewing a single content (pay per view). The results obtained by the few 
players who have decided to play in this game are not clear yet. It seems to us that the 
model finds its most natural area of application for contents that tend to more of a 
niche and above all exclusive (that is not available on other platforms). The diffusion 
of this model is still very limited with just a minority (i.e. less than 5%) of the opera-
tors that have adopted it (e.g. Telecom with YALP, RCS Group with Gazzetta.it, 
ShowTime which is the Tv of the AC Milan, Mediaset with Mediaset Rivideo). 
 

CRM-based model. For operators following this business model, the distribution of 
Video/TV channels fits into a rather precise strategy of Marketing and CRM, geared 
to beef up the communication and interaction with their own clients/users. The 
awareness of the noteworthy capabilities offered by such a rich media as the televi-
sion is spreading even among companies and public entities, as is demonstrated by the 
numerous cases identified this year by Desktop-TVs included in this category. Meas-
uring the returns of this type of initiative is surely complicated, but certain drivers 
(like the viewed contents, the number of users, the average time per user on each site) 
demonstrate the effectiveness of many projects. Since this model have been adopted 
by the Public Administration and the companies who decided to have a Desktop TV, 
its diffusion is quite limited (only 12% of the operators belongs to the category of 
“P.A. and companies”). 
 

B2b model. In an increasingly greater number, are the companies - and often pure play-
ers (but still less than 10% of the players) - who abandon the B2c business model in 
order to become service, solution and content providers, and at times even for other 
players, like Web publishers, traditional publishers, companies, and public entities, etc. 

It should be made clear, however, that in many cases, the model adopted by these 
single initiatives is the result of a combination of the different business models de-
scribed above. It is not rare to find “hybrid” models in which, for example, advertis-
ing based models flank premium models, or B2c models flank those B2b. 

4.2   The Strategies 

We can schematically read the different “strategic” clusters that characterize the Ital-
ian Desktop-TV according to three different axis as shown in figure 1: 

• category of players (Traditional publishers, i.e. publishers already present on tradi-
tional channels that can be split into press and Tv publishers; Web publishers, i.e. 
publishers already present on the web that have developed specific competencies 
and abilities on the online channel; Pure Players, i.e. companies focused on the 
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Desktop Tv only; Public entities and companies, i.e. players that are not included in 
the publishing sector); 

• types of channels (Transposed linear, i.e. channel moved from the traditional Tv 
with no or minor changes; Native linear, i.e. linear channel conceived for the 
Web; On demand published, i.e. on demand channels with contents provided by 
publishers; On demand UGC,  i.e. on demand channels with contents provided by 
the users); 

• business models (B2c advertising-based model, B2c premium model, CRM-
based model, B2b model, as described in the above paragraph). 

 

The driving factor in the cluster identification is of course the category of players, 
since each kind of player has its own background, competencies and objectives with 
situations that can be really very different form each others. We can identify five main 
clusters: 

• The cluster of Web Publishers, that offer mainly On demand editorial channels, 
and less frequently, the other types of channels. The strategy is mainly oriented 
toward increasing the overall portfolio of the offer, intended as the sum of the 
contents, services and features (for this we have called the cluster, Portfolio 
Strategies). The Web Publishers are proceeding with an increasingly greater inte-
gration of video within their portals, thanks as well to the “embedded” feature 
able to easily position videos within different sections of the site. It is therefore 
increasingly more complicated, and maybe even little significant, to isolate the 
video offer from the overall offer. In this cluster, business models based on ad-
vertising, even if some Web Publishers with premium channels also play a part, 
clearly prevail. 

• The cluster of Traditional TV Publishers, that mainly offer transposed linear 
programmed channels and On demand editorial channels as a complement to the 
offer on other platforms (we refer to this cluster as Multichannel strategies). The 
presence of native linear programmed channels along with the increase in On 
demand editorial channels is an indication of a growing attention towards the 
specificity of Desktop-TV and a greater awareness of the capabilities of the Web 
for this category of Publishers. Different business models adopted: certain play-
ers (like for example Rai and Sky), have leaned on advertising (both in pre-roll as 
well as banner), whereas others (like for example Mediaset with Rivideo initia-
tives) have chosen to supply even pay contents. 

• The cluster of traditional Publishers (non television), for whom the Video and TV 
offer is an enabling factor both the presence on the Web channel as well as the 
extension of the portfolio of offer (Multichannel and portfolio strategy). Among 
the most interesting cases in this cluster are the initiatives of the big names in 
newspapers (like RCS and “la Repubblica”) and certain important national radio 
stations (like Radio Dee Jay) The adopted business models are mainly advertising 
based and are only in a few isolated cases, premium. 

• The Pure Player cluster, conceived to operate in this specific sphere, offers On 
demand channels, both editorial as well as UGC, and native linear channels cre-
ated ad hoc for the Web (we have called this the Pure Strategies cluster). The 
initiatives present in this cluster are very heterogeneous. From Online video 
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companies (like YouTube) and editorial initiatives supported by big investors 
(like Current), to start-ups that, although small in some cases, are developing 
extremely interesting entrepreneurial projects for adopted technological solu-
tions (StreamIt, Sharemedia, etc.), programming and ways of producing content 
(C6.TV, N3TV). The majority of these operators have started their activity with 
advertising-based business models, quickly discovering however, the notewor-
thy difficulties in making it financially profitable, based on advertising alone. 
Exactly for these reasons, many companies are gearing their strategies towards 
B2b models as well. 

• The public entities and companies cluster, that having as its main objective the 
activation and/or consolidation of the client relationship and the affirmation of 
the brand, has been therefore named CRM Strategies. This is the cluster which in 
2008 marked the greatest growth (in 2007 it was in fact rather insignificant). Par-
ticularly enterprising were the companies (automotive) and soccer teams (both A 
and B series) who in 2008 launched channels with business models and supply 
means that were different even amongst themselves (from On demand channels 
in pay-per-view to free linear programmed channels). 

 

Fig. 1. The main strategic clusters 

The diffusion of the different clusters and the trend observed in 2008 with respect 
to 2007 can be summarized in figure 2. We see these principal findings: 

• The weight of the Traditional Tv publishers drops by five percentage points, from  
44 to 39%, mainly due to the exit from the scene of certain Tv stations present in 
2007 and due to the increase in other categories of operators like Web publishers 
and companies (the latter practically absent last year). 

• The percentage weight of Public Administrations and companies has jumped 
from 7 to 12%, mostly thanks to the companies that make increasingly greater 
use of Desktop-TV as an instrument of communication and interaction with their 
own users/client. 
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Fig. 2. The distribution of operators by typology 

• An increase from 6 to 10% in the percentage weight of Web publishers who con-
sider the Video and TV offer increasingly important and a complement to their 
online offer. 

• The other categories of operators maintain a more or less unaltered percentage 
weight, with a growth, from the numerical point of view, in line with the number 
of overall operators. 

5   Conclusions: Current Trends and Future Scenarios 

There are two principal trends on which we would like to focus our attention. 
The first concerns the concept of Desktop-TV itself and the possibility to consider it 

as a “standalone” platform: the current phenomena are clearly demonstrating that Web 
TV is not to be considered a specific market, able to be isolated from the overall online 
world, but rather as part of the offer - particularly rich and attractive for the user - of the 
overall, composite world of the Web. This translates into less space for “pure” opera-
tors, those start-ups conceived specifically to operate in this market (which, in fact, as 
already mentioned, are having not few difficulties making it financially worthwhile, and 
exactly for this reason, are often gearing more towards B2b offers) and more space, on 
the other hand, for those publishers, - both traditional as well as Web - who will be able 
to interpret the Video/TV offer in an overall strategy that in its totality is more mul-
tichannel and with a more expanded portfolio of offerings. There is more space even for 
those companies and public entities that want to put their bets on Video to build up the 
communication and interaction with their own users. 

The second trend concerns the noteworthy mass of experimentational activity cur-
rently taking place in this area: the Web is proving to be a particularly favourable 
setting in which to conduct experiments in the world of Video and TV, in order to 
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tweak and test innovations at the level of ways of structuring and defining Video 
contents (format/scheduling), but also of production and programming of contents and 
supply of contents and management of user interface. More in detail we have identi-
fied three dimensions of possible innovation: 

• Ways of structuring and articulating Video contents (format/programming). The 
Web allows an infinite number of possibilities to bring together, structure, articu-
late and compare contents. The concept of scheduling is radically changed by all 
these possibilities and is replaced by the most generic concept of format. 

• Ways of producing and programming contents. On the Web, the production of 
contents can be entrusted, besides to the “usual” professional publishers, to other 
categories of actors (from the users themselves, who according to the Web 2.0 ra-
tionale, can directly contribute to programming to semi-professional authors, e.g. 
theatre schools, cinema schools, etc.). Included as well in this category of innova-
tions is the timeliness made possible by Internet in broadcasting contents, in-
tended both as speed in gathering and distributing information. 

• Ways of using contents and managing user interface. The Web (and Internet in 
general) allows the user to take advantage of contents that the broadcaster makes 
available to him in innovative ways. There is the possibility of using linear pro-
gramming even in an On-demand fashion (the user “moves” in the programming 
to select contents that he wants to see) or the possibility of interacting, leaving 
feedback/scores and comments, starting discussions, participating firsthand in the 
transmissions, supplying content, etc. 

 
We like, therefore to see the entrepreneurial revolution and innovative vivacity that 
are in this moment characterizing the Video offer on the Web, as an actual “labora-
tory” in which new TV concepts are being tested which will be able in time not only 
to enrich the offer at the Desk-top TV level, but also the offer of other television plat-
forms, Sofa-TV and Hand-TV. 

We in fact think that from this privileged “laboratory” many important implica-
tions can be derived, even for a rethinking and a major innovation of traditional tele-
vision formats that up until today have been dominating Sofa-TVs and also Hand-TVs 
markets. 

These phenomena will also be pushed by an increasingly greater transposition of 
Web onto the big screen of the Sofa-TVs as well as the little screen of the Hand-TVs, 
a transposition “technically” made possible by the respective diffusion of universal set 
top boxes for Sofa-TV, and of cell phones, which allow an effective Mobile Internet 
for Hand-TVs. For instance Current TV and Qoob TV, both born on the Web, have 
just been transposed to the Sofa-TV (Sat TV and DTT). 
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Abstract. Wise management of natural resources has become a fundamental 
challenge nowadays. Cooperative approaches are needed in order to provide a 
sustainable framework for stimulating the individual awareness and participa-
tion towards common environmental objectives. In order to reach mutually 
beneficial outcomes, public administrations, companies, individuals and com-
munities will need to organize for managing their aggregated consumption, re-
ducing unnecessary use of scarce resources. This is especially true in the field 
of energy management where the bounded nature of the resources and the  
behavioural impact of the stakeholders on the overall system  both play a fun-
damental role. The proposed research aims at contributing to what remains a 
challenging issue across disciplines: explaining the evolution of cooperation 
among unrelated individuals in human societies. We utilize an evolutionary 
game theoretic modelling framework to identify conditions under which colla-
boration among energy end-users mediated by information and communication 
technologies (ICT) will support its sustainable exploitation.  

Keywords: Energy management, social contagion, bottom-up innovation, 
community, Web 2.0, smart electricity grids, replicator dynamics, evolutionary 
game theory. 

1   Introduction 

Local and global ecosystems are under growing pressure worldwide. Their sustainable 
management requires not only an understanding of the environmental factors that af-
fect them, but also a knowledge of the interactions and feedback cycles that operate 
between the resource dynamics and the socio-economic dynamics attributable to hu-
man intervention. History teaches us that the livelihood of our species has been inex-
tricably related to our ability to cooperate in the sense of restraining use of ecosystem 
services to sustainable levels rather than giving in to individual short-sighted resource 
over-exploitation. Maintaining such cooperation against the myopic self interest of the 
individual users and despite growing environmental pressure is a challenging task that 
often depends on a multitude of factors, as both successful and unsuccessful environ-
mental management has shown. As an example, take the objectives of CO2 emission 
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reduction set by the European community, which necessitate a dramatic behaviour 
change at the individual level.1  

Today, household consumers perceive electricity as a commodity which can be con-
sumed at will and in unbounded quantity. In most of the cases, the only feedback they 
receive takes the form of a monthly or bi-monthly bill. On the bill, many parameters 
contributing to the global cost are detailed such as actual or estimate consumption, cor-
rections from earlier estimates, fixed costs, and an often complex pricing model which, 
depending on the country, location or utility, may include considerations such as varia-
ble pricing depending on the time or day of the week and the consumption threshold 
reached over a period. As a result, the effect of individual behaviour is lost. Individual 
monitoring solutions, if not linked with community profiling, local data conditions and 
energy production information, will have a limited impact due to lack of visibility and 
understanding on the user part. 

We think that community well-being and social engagement have a strong potential 
for motivating behavioural change, but have not yet been fully leveraged.  Therefore a 
holistic approach, considering all possible (hardware) elements, but also including end-
users, is needed to address the energy challenges of the coming years. To achieve this 
goal, substantial help may come from a technology that empowers small consumers 
such as households as well as small and medium enterprises (SME) to actively engage 
them in the effort, providing the incentives and means for achieving a significant contri-
bution to the reduction of the environmental footprint of human activities and the im-
provement of energy efficiency. If empowered with the right tools, energy users will 
strive and collaborate to define their own (community) energy saving measures and 
consumption models. This bottom up approach has the potential to reach faster concrete 
results and favour the behavioural changes. The unprecedented innovation pace happen-
ing on the Internet and characterised by the "Web 2.0" wave, demonstrates the potential 
of bottom-up innovation in complex socio-technical systems.  

The proposed research aims at contributing to what remains a challenging issue across 
disciplines: explaining the evolution of cooperation among unrelated individuals in hu-
man societies. In the absence of enforcement mechanisms, conventional evolutionary 
game theory predicts that the temptation to act in one’s own interest leads individuals to 
inefficient use of resources. A growing body of knowledge, however, demonstrates that 
in many situations there is more to human behaviour than selfish behaviour: experimental 
results from behavioural economics, evolutionary game theory and neuroscience have 
inexorably made the case that human choice is a social experience. Recent empirical stu-
dies show that social norms significantly influence behaviour, often effectively enhanc-
ing the efficiency in resource use. 

In our research we endow communities with a multi-layered technological frame-
work that will provide them with an innovative P2P infrastructure linked with smart 
metering systems allowing an open, distributed monitoring and control plan for local 
energy grids. These, in turn, enable community-level organization of users and new 
services and business models. As shown by the internet, “peoples’ solutions” have the 
potential to reach faster and far beyond the limits imposed by political constraints and 

                                                           
1 The targets for 2020 are 20% reduction in emissions compared to 1990 levels, 20% share of 

renewable energies in EU energy consumption; and 20% savings in EU energy consumption 
compared to projections. 
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slow societal changes. The successful implementation of this approach is conditional 
on the success of a collaboration model favouring the overall sustainability of the sys-
tem via the uptake of the implemented solution by a substantial proportion of society 
members. That is to say: will such a bottom-up radical reform of the energy system 
develop and survive in a world divided between socially-inclined individuals as well 
as selfish ones? We investigate this question by taking an evolutionary game theory 
perspective. 

More specifically, we examine the role of prosocial behaviour2 as a mechanism for 
the establishment and maintenance of cooperation in resource use under variable social 
and environmental conditions.  Using evolutionary game theory, we investigate the sta-
bility of cooperation in a population of resource users (e.g. energy users) that are con-
cerned about their status with respect to other community members and therefore are able 
to compensate (in a frequency-dependent fashion, i.e. to a degree related to the frequency 
of prosumers relative to traditional users) the losses incurred by shifting energy practices 
to more sustainable ones with benefits that are exclusive to the community of prosumers. 
That is, individuals of this idealized economy, which for the sake of concreteness may be 
thought of as a region or a municipality, face a trade-off: on the one hand they can con-
tinue with their business as usual, i.e. continuing to consume energy at will without incur-
ring the costs of planning ahead of time and coordinating with other community member, 
or on the other hand they can shift paradigm and constraint themselves to a socially 
agreed upon acceptable level. By doing so, their conventional materialistic pay-off is as-
sumed to be below that of the non-cooperating agents, to account for the above men-
tioned costs of coordination, but such disadvantage may be offset by a term capturing the 
benefits that accrue to prosumers only by belonging to the sustainable community. Such 
benefits have a magnitude that depends on the relative size of the community, since, as 
will be further explained in the next section, to take full advantage of the new paradigm, 
it is assumed that many participants should be involved; in other words, at low frequen-
cies of prosumer types, the defectors, i.e. those that opt out of the technological and  
behavioural agreement (to be described below), will be better off, but at high enough fre-
quencies of cooperators (prosumers), the latter will enjoy benefits that will make it ad-
vantageous to be part of the community. 

To recapitulate, we model two types of agents: cooperators (prosumers) that restrain 
their energy usage level to a coordinated and socially accepted amount that is closer to 
the efficient level for the community, and defectors who base their consumption deci-
sions solely on their immediate needs in a own-regarding way. The prosumers’ pay-off 
from resource use is augmented contingently upon both the pay-off difference with  
respect to the defectors (a larger one signals greater divide between the groups and con-
sequently a greater cohesion among cooperators) and the benefit function, which is in-
creasing in the frequency of cooperators (as the advantage of belonging to the group can 
be reasonably assumed to be higher the larger the group is in relative terms).  

When sufficient levels of social and technological benefits accrue to those enforc-
ing the social norm (innovative and well coordinated emission-reducing energy prac-
tices), cooperation obtains, leading to a sustainable resource management. We analyse 
whether coexistence of both norm-observing and norm-violating types is possible, and 

                                                           
2  See Gowdy (2008), Tavoni (2009) and the references contained therein for an exploration of 

social value orientations and other-regarding preferences.  
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to what extent it depends on the social and ecological environments.This approach 
allows us to better explore the interactions between the environmental and the socio-
economic dynamics, and their response to endogenous (i.e. behavioural) as well as 
exogenous (i.e. climatic) pressures exacerbating the resource unpredictability.  

This study is meant to contribute to the literature by providing a systematic explo-
ration of the resilience of coupled social-ecological systems to local and global 
change, by allowing the evaluation of the impact of shocks in energy dynamics on re-
source use and, more generally, on the capacity of the users to adapt to uncertainty in 
resource availability. At the behavioural level, this framework is well versed for ana-
lysing the role of information and communication technologies (ICT) in changing the 
energy consumption behaviour of people and local communities towards more sus-
tainable practices. The question we have in mind is: Under which conditions will a 
community of energy-aware individuals thrive? In order to address it we will present 
an example of how we picture such a sustainable community in section 2, while sec-
tion 3 will present the evolutionary game-theoretic model based on replicator dynam-
ics, followed by a section containing conclusive remarks.  

2   Enerweb as an Example of Efficient Energy Management 

In our research, we aim at leveraging the concept of community to create a sustaina-
ble solution for the energy grid. In fact, in order to successfully address global warm-
ing, there is a need to devise radical innovations in the manner energy is managed. 
The European Commission has identified two important conditions and challenges 
that need to be solved in order to provide systemic results. The first one is to foster 
energy efficiency and savings by engaging users in participating actively to the reduc-
tion of the global carbon footprint. The second is to increase the penetration of renew-
able energy sources in the market.  

We propose an innovative approach (from now on labelled enerweb) that enables 
the raise of bottom up energy wise communities and the operation of prosumers (users 
who can also act as micro-producers) and virtual operators that obtain access to the 
electricity grid and enter the market to trade the power they generate. These new pro-
ducers and community traders would be working at relatively low voltage and be dis-
tributed in several locations, in the vicinity or within urban or suburban areas. Several 
collaboration and partnership models with the local distributors would arise, with the 
final result of lowering the entry barriers, thus letting prosumers become part of a 
global socio-ICT ecosystem, where they can negotiate the energy they produce and 
consume.  

Enerweb is therefore a socio-technical environment engineered as an open, secure, 
resilient and scalable service oriented infrastructure built on the P2P paradigm for the 
management of the local smart grid and its customization and extensibility towards mul-
ti-utilities management and control. It offers an Open Standards and Open APIs infra-
structure that allow all the energy value-chain stakeholders to manage energy-related 
data and communication. It acts as the information aggregator between all elements of 
the network for their monitoring and control and will constitute the technology back-
bone which will enable the enerweb community concept to work properly. Enerweb of-
fers self-optimization mechanisms to help organising large-scale unstructured networks  
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Fig. 1. Sketch of the proposed framework 

of small devices into well-defined geographical groups that optimise resource allocation 
to save time and energy while preserving the network stability in case on changing 
energy conditions. It also offers an intuitive user interface that will provide users with 
all the necessary community information aspects and options for actions.  

In this framework incentive policies play an important role in shaping user beha-
viour and ultimately achieving performance gains. We intend to study several possi-
ble incentive policies that will help the prosumers organize in communities and more 
generally promote cooperation. Current incentive strategies are summarized in low 
cost energy offers for overnight use. An example of more complex incentive strategy 
would be to offer cheaper prices for electricity provided in low variation levels. This 
would motivate prosumers to organize in communities in order to coordinate and 
normalize the collective power profile.  

Enerweb would allow reducing the lack of involvement of consumers in the energy 
saving efforts. We believe that pure monetary considerations are insufficient to induce 
a behavioural change among consumers. Several propositions have been made to ad-
dress this problem through, e.g., market mechanisms with real time pricing or using 
real time monitoring to improve the accuracy of the feedback. However, while such 
initiatives contribute to making monetary incentive more effective, they do not ad-
dress the root of the problem, namely, that other forms of incentives are needed. Con-
sidering Europe, where the average income is relatively high and electricity represents 
a small fraction of household expenses (significantly below 10%), monetary incentive 
will remain insufficient to motivate dramatic behavioural changes until energy prices 
dramatically increase – in other words, until it will be too late.  

In fact, in contrast with modelling efforts highlighting the role of agents’ selfishness 
and sole concern for economic incentives, we consider user motivation in all its social 
relevance (as captured by the prosumers’ benefit function). Users are given the option to 
self-organize into groups (communities) of various sizes, with broad freedom in deter-
mining how far they are willing to commit and reduce green-house gas emission. Instead 
of relying on selfish interest (e.g., through monetary incentive) or top-down infrastructure 
development, the enerweb will promote collaboration among users (forming dynamic 
communities), the design of innovative solution and the fulfilment of greater common 
objectives. For achieving their objectives, these communities express concrete and mea-
surable targets regarding, in particular, their joint electrical consumption.  
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A mix of selfish and altruistic interests such as environmental concerns or cost reduc-
tion, possibly further motivated by specific governmental incentives is driving the beha-
viour of the prosumers. Communities provide many potential benefits to the prosumers 
themselves as well as to the European and global power system. These benefits include 
greenhouse gas emission reduction, energy saving, promotion of renewable energies and 
direct economic gains to the energy users. Prosumers, while incurring higher costs rela-
tive to the non-cooperators due to the adoption of new technology and constraints im-
posed by the goal of reducing emissions and coordinating efforts, are also able to gain 
financial benefits (potentially greater than the incurred costs of cooperation) as they par-
ticipate in energy transactions within the group at more favourable conditions than in the 
outside energy markets, given a relatively high level of participation. Through self-
organisation, for example, prosumers are able to actively affect the group energy balance 
and be actively involved in day-ahead energy planning. Socially-oriented behaviour 
among individuals with common motivations and interests (e.g., environmentalists) is 
also expected to emerge, positively contributing to the benefits enjoyed by the communi-
ty members. 

3   Lessons from a Game Theoretic Model of Bounded Rationality 

Agents are considered as productive units (one can think of an agent as an individual 
or a family). Their source of revenue is assumed to positively depend on two factors: 
the availability of an indispensible resource for both productivity and livelihood, such 
as energy broadly conceived, and the amount of effort agents put in their productive 
(income-generating) actions, which itself is an increasing function of the energy ab-
undance. That is, both the energetic resource and the (energy-absorbing) work effort 
enter in the agents’ (twice-continuously differentiable) “income production function” fሺE, Rሻ, where E represents the community effort (e.g. the aggregate energy consump-
tion) resulting from the actions of the n agents, and R is the resource available to the 
community (e.g. the available energy level, which may either be entirely consumed in 
a given time period, or saved in part for future consumption). Formally, letting e୧ be 
the individual effort (loosely speaking his/her carbon footprint), which can either take 
value eୡ for a prosumer or eୢ for a traditional energy consumer (eୡ<eୢ due to the 
more sustainable practices of the former), the following inequalities are assumed to 
hold: 
 பୣ౟பୖ ൐ 0 , 

ப୤ሺ୉,ୖሻப୉ ൐ 0 , 
ப୤ሺ୉,ୖሻபୖ ൐ 0 , 

பమ୤ሺ୉,ୖሻப୉మ ൑ 0 ,  
பమ୤ሺ୉,ୖሻப୉ பୖ ൒ 0 , 

பሺ୤ሺ୉,ୖሻ/୉ሻபୖ ൒ 0.3 

                                                           
3  These assumptions are generally employed in the literature concerning resource exploitation 

in a common pool resource, such as, for example, a fishery where a community of fishermen 
have access to it and each can decide on the individual level of exploitation (jointly affecting 
the sustainability of the resource utilization). Given the similarities we have drawn between 
this type of community operating in a traditional ecosystem with the one considered here and 
its relationship to the environment and the socio-ICT ecosystem, we believe the assumptions 
to also be plausible in the context of this paper.       
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Let’s  go in further detail about the model. It is useful to consider again the joint level 

of effort E resulting from the actions of the n agents choosing their level of effort e୧; 
letting fୡ א ሾ0,1ሿ be the proportion of cooperators (prosumers), we have Eሺfୡ, Rሻ ൌfୡ כ n כ eୡ ൅ ሺ1 െ fୡሻ כ n כ eୢ. We assume that fୡ is continuous and non negative and 

note that for positive levels of eୡ and eୢ, the total level of effort is a decreasing func-

tion of the frequency of cooperators. 
The two effort levels, that are here assumed to sum up the behavioural inclina-

tions of all agents in the community, are bound below by the efficient resource 
use level and above by the static Nash equilibrium level. This amounts to require 
that both agent types follow practices that are above those that would maximize 
collective utility, but to a different extent: the traditional energy users ignore the 
emergent social norm prescribing the socially agreed-upon effort eୡ by choosing a 
greater level eୢ (up to the individually rational but inefficient Nash equilibrium 
level resulting in resource overuse), while prosumers stick to eୡ, which, as a spe-
cial case, may coincide with the level that efficiently trades off the individual in-
centive towards high or uncoordinated energy utilization with the social need to 
impose constraints to guarantee a sustainable resource use (which ultimately ben-

efits the individuals). Letting  Eୣ୤୤ be the community efficient level, and eୣ୤୤ ൌ ୉౛౜౜୬  

the corresponding individual efficient level, and e୬ୟୱ୦ be the Nash equilibrium 
level of effort, we formalize what stated above as: eୣ୤୤ ൑ eୡ ൏ eୢ ൑ e୬ୟୱ୦. 4 These 
conditions guarantee that, at the aggregate level, positive rents from productive 
use of the energetic resource can be maintained. That is, the average product of 
labor is assured to be above the opportunity cost of labor independently from the 
share of defectors, providing the incentive for agents to increase their energy con-
sumption (as they can earn positive profits for positive levels of effort). It is fur-
ther assumed that fሺ0, Rሻ = 0 = fሺE, 0ሻ for the obvious reason that strictly positive 
levels of energy and resource are required to generate income via the function fሺE, Rሻ.         

An example of a function satisfying the above conditions is the familiar Cobb-

Douglas formulation with decreasing returns to scale:  fሺE, Rሻ ൌ E୲஑ כ R୲ஒ , ׊E ൒0, R ൐ 0  and α ൅ β ൏ 1. These well-behaved functions guarantee the existence of an 
optimal solution to the aggregate payoff maximization problem: ׌!  argmaxሺaggregate payoffሻ ൌ Eୣ୤୤ s. t.  f ᇱሺEୣ୤୤ሻ ൌ ୵୮ , where 

୵୮  is the ratio between 

the opportunity cost of labour w and the market price p of the energy-demanding 
good produced.      

We know that the aggregate level of effort in equilibrium if all agents play accord-

ing to the Nash equilibrium will be above Eୣ୤୤ as each individual will consume more 

energy than is efficient.  

 

                                                           
4  Note that a direct implication of such constraints is that Eୣ୤୤ ൑ E ൑ E୒ୟୱ୦. See Dasgupta and 

Heal (1979) for a pioneering contribution on exhaustible resources. 
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Let’s turn to the resource dynamics and its interaction with the social dynamics oc-
curring as a result of human action. On the one hand we account for a positive rate of 
growth of energy, as confirmed by current data on production.5 In order to consider 
the entire picture, however, we must include the function fሺE, Rሻ, which depicts the 
aggregate energy use by the individuals. Formally,    ሶܴ ൌ ሺܴሻݎ െ ݂ሺܧ, ܴሻ                                                   (1) 

Where rሺRሻ is the energy growth rate (in the absence of usage) and Rሶ  indicates the 
time derivative of the resource stock, i.e. the overall energy growth rate resulting from 
the interaction of production and utilization. Note that the energy creation side, which 
is captured by the first term in the right-hand side of (1), is exogenous with respect to 
the frequency of prosumers (fୡ), which affects instead the second term (representing 
the energy consumed by the community for productive tasks). For the sake of simplic-
ity, in this paper we assume the resource stock R to be constant and equal to an ex-
ogenously fixed level Rഥ; that is, we focus on communities whose demand for energy 
is small relative to the energy production side. This framework, however, can easily 
be extended to model bigger actors whose collective action may result in an imbal-
ance between energy growth rate and community usage due to overconsumption. 

With these notions in mind, we are now ready to shift attention to the strategies and 
tradeoffs faced by (non.cooperative) traditional consumers and prosumers.     

The individual payoff given resource Rഥ  and the behaviour of all community mem-
bers is given by: ߨ௜ሺ݁ଵ, ݁ଶ, … , ݁ேሻ ൌ ݌ ௘೔ா ݂ሺܧ, തܴሻ െ  ௜                                      (2)݁ݓ

Equation (2) applies to all individuals, independent of their types, as it represents the 
amount they can make “in isolation”, i.e. without the help of fellow community mem-
bers. This amount is proportional to the aggregate payoff, in relation to the individu-
al’s energetic uptake e୧, which enters positively in the first term in the right hand side 
of (2) and negatively in the second term representing the work-related costs. To  
account for benefits that accrue solely to the prosumers (see section 1 and 2 for the 
rationale behind these cooperator-exclusive benefits), which may offset the disadvan-
tage inherent in their more sustainable energy utilization depending on the relative 
abundance of cooperators, we introduce equation (3):             ࣯௜ ൌ ௜ߨ ൅ ߱ሺ ௖݂ሻ כ ሻܧௗሺߨሼݔܽ݉ െ ሻ,0ሽܧ௜ሺߨ ൌ ݁௜ ቀ݌ ௙ሺா,ோതሻா െ ቁݓ ൅ ߱ሺ ௖݂ሻ ݔܽ݉           כ ቄሺ݁ௗ െ ݁௜ሻ ቀ݌ ௙ሺா,ோതሻா െ ቁݓ , 0ቅ                                                                    (3) 

Note that the above equation boils down to ࣯௖ ൌ ௖ߨ ൅ ωሺ ௖݂ሻሺߨௗ െ ߨ௖ሻ for the pro-
sumer and ࣯ௗ ൌ  ௗ for the traditional energy consumer (defector). While the latterߨ

                                                           
5  The 2008 Observ’ER inventory on electricity production in the world reports a 3.5% growth 

rate over the 1997-2007 decade for total production, with a 3.8% growth rate for conventional 
production and a 2.6% rate for renewable electricity production. The yearly 2006-2007 
growth rate is estimated at 4.5% overall, with conventional production growing at a 4.7% rate 
and renewable production at 3.6%.   
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can only count on their productive activities to generate income, the former can also 
tap in the community. As participation in the Enerweb is voluntary and observable, 
these benefits are denied to non-members; further, it is assumed that the community 
benefit function ωሺ ௖݂ሻ is increasing and concave in the number of participants. Notice 
also that it multiplies the payoff difference between defectors and cooperators, as the 
cohesion of the prosumer group will be higher the biggest the reduction in energy 
consumption they undertake to be sustainable (leading to a larger negative productivi-
ty gap with respect to traditional energy consumers).  

For explanatory purposes, consider the following functional form for the prosumer 
reward function: ߱ሺ ௖݂ሻ ൌ ௖݂ఒ. Graphically, for two distinct values of λ equal to 0.2 
and 0.5, it would yield the following: 

 

Fig. 2. The community reward function and its dependence to the frequency of cooperators 

The analysis of the behavioral evolution of agents facing decisions on their energy 
practices is conducted by means of replicator dynamics. By so doing, we avoid the 
complete rationality requirements typical of models of optimization, while retaining 
some convergence towards the imitation of successful behavior. Agents, rather than 
rationally best responding to the actions of others as in Nash equilibrium, update their 
strategies when given the option, and switch to the strategy of the agent with which 
they are randomly matched if the utility of the latter is above the individual’s6. It can 
be shown that such strategy revision takes place with a probability which is propor-
tional to the payoff difference with respect to the average: if, for example, the latter is 
well above the payoff of a cooperator, he or she is more likely to notice the need to 
switch than if the average was only slightly above the agent’s payoff.  

Formally, this leads to: ݂ሶܿ ൌ ݂ܿሺܷܿ െ ഥܷሻ ൌ ݂ܿ൫1 െ ݂ܿ൯ሺܷܿ െ ܷ݀ሻ ൌ ൌ ݂ܿ൫1 െ ݂ܿ൯ሺܦߨ െ ሻሺωሺfcሻܥߨ  െ 1ሻ                                        (4) 

                                                           
6 See Taylor and Jonker for their pioneering work on the replicator dynamics. 
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Again the dotted superscript stands for time derivative: equation (4) models the 
evolution of cooperating types. We are interested in the nontrivial stable solutions, i.e. 
those in which positive amount of both types coexist (with ௖݂ ് 0 and ௖݂ ് 1).   

4   Conclusions 

One of the main conclusions that we have derived by looking at the steady states of 
the dynamic system given by (1) and (4) is that coexistence of prosumers and tradi-
tional consumers is stable for a wide region of parameters. We are in the process of 
complementing the analytical results obtained by this and other variations of the sty-
lized model proposed here with more detailed agent and resource characteristics by 
means of agent-based simulations. This will allow us to get more specific insights into 
the research and policy questions that need to be addressed if one takes seriously the 
paradigm shift needed to cope with today’s energetic and climatic challenges.  

Bottom-up approaches may prove to be one effective way to revolutionize current 
energetic practices; however technological and societal barriers may discourage the 
spread of adoption. The recently published UKERC Energy 2050 project [15] states 
that “Microgeneration offers a radically different approach to meeting energy needs, 
but capital cost and performance are currently barriers for many technologies.  How-
ever, it could be important in meeting future residential heating needs, and could help 
catalyse change towards low carbon lifestyles”. Our theoretical effort supports this 
view. 
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Abstract. Recent publications have reached conflicting conclusions on
whether allowing users to have unlimited free access for downloading
music and films is beneficial or not for the content production industry
(CPI). Not only do models differ in their conclusions, but there has also
not been an agreement on the validity of data on the impact of free
access to music and films using P2P on the profits of the CPI and on
the demand for CDs and DVDs. We provide in this paper a model that
allows to study this question using elementary mathematical tools. In
particular, it includes the effect of sampling on the willingness to buy.
Preliminary numerical experiments show that benefits are maximized by
avoiding any control measures against unauthorized sampling over P2P
networks.

Keywords: Sampling, P2P Networks, Legal Actions, Business Model.

1 Introduction

Fast evolution of the P2P technology in last years has increased the wide spread
access to popular culture (music and films). It has promoted file sharing at the
expense of free riding. This evolution created a major conflict between inter-
nautes and the content production industry (CPI). While a legal battle is being
held in courts and in the legislation area, the conflict also finds its echoes in
scientific analysis of experimental data and of the economy of P2P networks. In
particular, some publications conclude that the music and film industry gains
from P2P where as other conclude the contrary. The gains can be attributed
to a sampling effect: by downloading music, a customer can get more infor-
mation that may increase its willingness to purchase a hard copy of the CD.
On the other hand, the availability of free copies for download considerably de-
creases the demand for costly electronic copies sold by the companies and may
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constitute for many users a satisfactory alternative to the original CD thus de-
creasing again the incomes of the content providers industry1.

The aim of this paper is first to propose an economic model that predicts the
impact of the P2P networks on the access to culture on the one hand, and on
the incomes of the CPI on the other. In particular we aim at understanding the
impact of actions of the CPI on these two performance measures. Based on the
economic model, we identify numerically conditions for win-win business models
in which the CPI can see their benefit increase while increasing the accessibility
to music and films.

We consider the following two categories of actions that can be taken by the
CPI:

1. Sampling: Making contents available for download at their own site at a
cost that they can determine.

2. Measures against unauthorized downloads: Investment in fighting (e.g.
in courts) against non-authorized downloads.

We provide in the next section an overview of the economic aspects of sampling
and of legal measures against unauthorized downloads. We then introduce an
economic model and compute the expected income of the CPI taking into account
the impact of their actions on the availability of the files at the P2P networks,
on the demand for sampling of the file and for purchasing it.

2 Legal Actions and Economic Research on Sampling

Thanks to new technologies such as P2P networks, consumers have found tools
that allow them to freely explore, choose, listen and select what music to pur-
chase. Sampling has escaped from the monopolistic control of the music producer
as an advertisement strategy, and has positioned itself in the hands of con-
sumers. We provide below a short overview on the legal and economic aspects of
sampling.

2.1 The Discussion of Sampling at American Jurisprudence

After the RIAA tried to sue more than 30,000 individual file sharers since 2003
[3], the CPI has changed judicial harassment for a concerted strategy with Gov-
ernment and ISPs that, by using “cease and desist” letters, seeks to discourage
file sharing with the threat of Internet service suspension. Still, we will review the
two main legal cases in American jurisprudence that have looked at the subject
of sampling. In A&M Records et al. v Napster [4], the defendant argued that its
1 According to the 2009 IFPI [1], by 2008 its 3.7 billion dollars digital music business

model had, on an international level, a 25% estimated growth. The RIAA [2] reported
that sales of digital music have grown in 2008 by 30%, which represents 1.6 billion
dollars, and constituted 32% (shipments) of the total market value and 2.7 billion
dollars in total sales. The market for physical recorded music have fallen 28% to 5.8
billion dollars.
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users, in a behavior that resembled fair use, sampled several musical products
to make a decision on what to purchase. The Court concluded that sampling
is commercial in nature, can not be done by consumers without the producer’s
authorization, and, hence, can not be identified as fair use. Napster, based on
[5], even appealed on the positive effects that sampling creates on the market.
The Court of Appeals again agreed with the plaintiffs, for whom file-sharing not
only hurts CD sales, but also blocks the new markets which the copyright own-
ers could and are entitled to create. Moreover, the Court of Appeals said that
although sampling might have a positive effect on the market in general, the
increase in sales does not deprive the owners of the right to license their works.

Five years later, the argument about the effect of sampling is reviewed in BMG
Music, et al. v. Cecilia Gonzalez [6], who was sued for 30 songs downloaded from
P2P platforms. Gonzalez argued that she could not have infringed copyright,
because her downloading activity was just a previous step before purchasing
music. The Court, in line with the Napster ruling, denied any identity of the
sampling with the doctrine of fair use and found in the Grokster ruling [7]
empirical support that led it to conclude that downloaded music "is a close
substitute for purchased music"

2.2 Trial Costs and Attorney’s Fees

RIAA, in its legal strategy, presents the defendants a pre-litigation extra-judicial
settlement that ranges between US$ 3,000 and 5,000. People who accept the
offer are not brought to trial. A conviction in trial would mean between US$ 750
[8, §504 (c) (1)] and US$ 150,000 [8, §504 (c) (2)] in statutory damages per
musical work infringed. However, any civil action [8, 17 §505] on copyright can
lead to the recovery of litigation costs by any party involved in the process and
the court may fix attorneys’ fees to be recovered as part of the costs. On 2007, the
United States District Court for the Western District of Oklahoma [9] ordered
the plaintiff to pay Debbie and Amanda Foster US$ 61,576.50 as attorney’s
fees, and close to US$ 7,000 for litigation costs. On 2008, Tanya Andersen was
awarded US$ 103,175 in Attorney’s fees and US$ 4,659 in costs, by the United
States District Court for the District of Oregon [10].

2.3 Effects of Sampling on Sales: Theoretical and Empirical Results

Experience goods [11] identify assets that need to be consumed before knowing
their satisfaction level. Consumers make an initial selection based on information
from indirect sources and will continue testing until the cost of a new trial exceeds
the expected growth in satisfaction. Peitz and Waelbroeck [12], assuming that
music is an experience good, argue that P2P networks offer the possibility of
sampling in music. In their basic model the benefits obtained by the CPI can be
increased due to a more informed consumer which would be willing to pay more
for albums he really wants to buy. In an extended model, profits will grow even
with lower prices of the albums, thanks to savings the CPI would have in costs
of marketing and promotion.
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Liebowitz [13,14] opposes this position and, based on data collected by the
CPI on sales of CDs, argues that the growth of file sharing through P2P net-
works is the cause of the fall in per capita album sales. To him, sampling simply
gives the consumer a more accurate view of his musical taste, but it does not
increase his music buying level[15]. Countering RIAA’s argument, Liebowitz be-
lieves that downloading an album can not be correlated with one or more unsold
albums, and a replacement rate of about 5 to 6 CDs downloaded per each un-
sold CD is more realistic. Analysis made on surveys using different methodologies
agree that sampling hurts music sales. Rob and Waldfogel [16], interviewed col-
lege students in the United States, finding this impact close to 9%. Michel [17]
and Hong [18], based on data from the Consumer Expenditure Survey (CEX),
found a drop in sales of 13% and 7.6% respectively. Using data from the Euro-
pean Consumer Technographics survey, Zentner [19] concludes that file-sharing
reduces the probability of buying music by 30%, and music sales by 7.8%.

On the other side, using data from German college students, Oberholzer-Gee
and Strumpf [20] could not find a direct relationship between file-sharing and
declining sales of CD’s, obtaining an effect "statistically indistinguishable from
zero". A more recent study [21] commissioned by the Dutch government, argues
that even when buying and file-sharing sometimes go hand in hand, they are
not mutually exclusive, i.e., there is no direct relationship between downloading
files protected by copyright and purchasing music in physical format. One of the
findings points that file sharers are not more or less willing to buy music that
other people, and those file sharers that buy music do not buy more or less music
than non file sharers, but they acquire more value added products, like concert
tickets and promotional items (licensing).

Andersen and Frenz [22], analyzing microdata from the Canadian population
as a whole, concluded that there is no clear evidence to say that file sharing
affects music sales. However, the group that shares files has a clear positive rela-
tionship between the number of downloads per month and music CD’s buying,
of about 0.44 albums bought for each album this group downloads. Furthermore,
they observe a negative indirect influence of album prices in album sales. Price,
along assortment of authors, performers and genres (even those not available in
traditional stores), and desire to discover new music, is also the main factor that
pushes the consumer to download music instead of buying CD’s, according to
Sandulli [23], who in a study based on the Spanish music market, finds a "strong
heterogeneity" in the relationship between the consumption of music via P2P
networks and the consumption of music through physical format (CD’s).

3 P2P Business Model for the CPI

Define U to be the set of policies available for the CPI for impacting the demand.
A policy u has the following components:

1. u(1) is the price per sampling an item at the site of the CPI.
2. u(2) is the cost payed by the CPI for legal and other measures to dissuade

sampling at P2P networks.
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Let a(u), the availability of a file in a P2P network, have the following linearized
form2:

a(u) = a(0) + α · u(1) − β · u(2) ; a(u) ∈ [0, 1] (1)

The initial availability of a file increases with the price charged by the CPI, since
higher prices make the use of P2P a more attractive alternative. On the other
hand, it is negatively affected by the investment made by the CPI on control
measures. As reported in [22] and [23], price is the most important factor in
the decision of making P2P sampling over buying music. Even if the CPI uses
an aggressive pricing scheme, the effect of price is still important, so α � ∞.
Conversely, huge investment on control measures has been largely ineffective in
reducing availability of music on P2P networks, so β � 0. For simulation, it is
possible to make α � β. This fact was also obtained from analytical considera-
tion in [25], where it was shown that very popular files see their demand decrease
by CPI’s measures but not their availability.

3.1 Sampling as a Branching Process

We propose a dynamic model for the sampling: a sample may change the in-
formation of the internaute not only on the particular sampled item but also
on other related ones. For example, it may increase or decrease its interest in
discovering more products by the same artist. This may lead as a result to new
sampling by the internaute. We thus assume that as a result of a sample, a de-
mand for a random number of samples is generated. This means that we model
the sampling as a branching process.

Assume that the internaute plans initially to use X1 samples. This is a sam-
ple of the first generation. Sample i of generation n will cause further creation
of K

(i)
n samples. The total number of extra samples is given recursively by

Xn =
∑Xn−1

i=1 K
(i)
n−1. Taking expectation and making K(u) = Eu[K(i)

n−1], we
get Eu[Xn] = Eu[Xn−1] · K(u) We conclude that the total expected number of
samples will be: N = X1/(1 − K(u)).

For computation purposes, we shall again use an approximating version of
this expression. Using a linear approximation, the expected number of samples
Np2p(u) at a P2P network and Ncpi(u) at the CPI’s site, respectively, as a result
of a single initial sample would be: Ncpi(u) = Ncpi(0) − k(1)u(1), Np2p(u) =
Np2p(0) − k(2)u(2).

We found this approximation unsuitable, specially for the case of the sampling
on the CPI site, since it does not model the fact that for high values of u(1) and
of u(2), we may expect an asymptotic behavior of Ncpi and of Np2p, respectively.
To obtain this, we used the following nonlinear approximations instead:

Ncpi(u) = min(Ncpi(0), Ncpi(0) − k(1) · log(δu(1)))
Np2p(u) = min(Np2p(0), Np2p(0) − k(2) · log(γu(2)))

(2)

2 One can use alternative models from [24] for the availability of a file at the P2P
network as a function of u.
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Next we present a simple first order linear model for the sampling probability.
We have:

p
s
(u) = p

s
(0) + Cu (3)

where Cii ≤ 0 and Cij ≥ 0, p
(1)
s (u) is the probability of sampling in a P2P

network, and p
(2)
s (u) is the probability of sampling at the CPI site. Sampling on

the CPI site is done by purchasing an electronic version of the song.
We assume that an item is sampled at the CPI’s site if it is not available

at a P2P network. A successful sample is one in which the requested item was
available. The expected amount of successful sampling generated as a result
of an initial sampling attempt, at the P2P network and at the the CPI’s site,
respectively, are given by:

Sp2p(u) = p
(1)
s (u) · a(u) · Np2p(u) · d

Scpi(u) = p
(2)
s (u) · (1 − a(u)) · Ncpi(u) · d (4)

where d is the potential demand for an item. The expected demand for purchase
is:

D(u) = (1 − ps(u))dqn +
(
p(1)

s (u)a(u)Np2p(u) + p(2)
s (u)(1 − a(u))Ncpi(u)

)
dqs

(5)
where ps(u) = p

(1)
s (u)+p

(2)
s (u) is the probability of sampling, qs is the probability

that an item is purchased if sampled, and qn is the probability that an item is
purchased if not sampled.

Sampling generates traffic that benefits ISPs. We assume that incomes due to
subscription are split in a way that a content provider receives an income pro-
portional to the demand it generates. The proportionality coefficient is denoted
by cisp. The income of the CPI is thus:

R(u) = (u(1) − τ · u(2) + w)D(u) + cispScpi(u) (6)

where τ · u(2) is the prorated fraction of the control costs per sample at the CPI
and w is the difference between the price of selling an item (hard copy) minus
the marginal cost to produce it.

4 Simulation

We take for (1) the values α = 0.5 and β = 1.5 · 10−9. This corresponds to a
very popular file for which the measures taken by the service provider have a
negligible impact on its availability (see discussion below eq (1)).

Take u(2) = 0.01∗(84, 000∗30, 000) = 25 ·106, obtained from average attorney
fees in P2P cases (US$ 84,000, see end of Section 2.1) and number of cases
(around 30,000 [3]). For u(2), according to [21] the actual number of samples
per user in P2P networks is difficult to quantify. Still, they use a conservative
estimate of under 300 songs downloaded per user in a year, so we will use a
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Fig. 1. Contour plots for simulation data

value of Np2p(u) = 200. Because the effect from control measures is very small,
Np2p(0) � Np2p(u), we will use Np2p(0) = 300. By requesting that (2) coincides
with the values at Np2p = 200 and at Np2p = 300, we obtain k(2) = 30 and
γ = 10−6.

From iTunes most know price, we will fix u(1) = 0.99. For u(1) sampling in
CPI sites can be set at Ncpi(u(1) = 0.99) = 20 songs per customer (Apple [26]
reports this number per iPod sold). We assume that if the price was zero, users
of the CPI site would download at least the same number of songs as in P2P
networks, so Ncpi(0) = Np2p(0) = 300. This gives k(1) = 7.5 and δ = 30, so
Ncpi(u(1) = 0.99) � 20.

With current levels of u, let’s assume C12 � 0. From [21] we can fix ps(u) =
(0.7, 0.4). The best case sampling probability should be close to one for the
CPI site and not very far from the actual value for P2P networks, so let’s use
ps(0) = (1.0, 0.5). To get better regions of ps(u) ∈ [0, 1], we made C11 = 0.61812,
C12 = 10−9, C21 = 0.29391 and C22 = 5.5 · 10−9.

For 4, 5 and 6 we used d = 1. From [21, 80] we fixed qn = qs = 0.14125, as the
buying behavior for file sharers and non-file sharers is the same. According to [2]
when reporting the number of singles sold at CPI sites, we set τ = 1/1, 033 ·106.
From [27, 360] we make w = 3/12 (approx. US$ 3 divided by the average number
of songs of a CD). Finally, we fixed cisp = 0.01.

Demand, shown in Figure 1a grows when both u(1) and u(2) decrease, but
when u(2) grows beyond certain threshold, demand reaches a maximum level only
when the price grows, showing that users increase their use of P2P networks.
Revenue finds a maximum level when u(2) is zero and u(1) is between 0.6 and 1.0,
as we can see in Figure 1b and follows this pattern for any level of u(2). Thus,
by avoiding any judiciary control measures against unauthorized sampling over
P2P networks, the profits of the CPI are maximized.
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5 Conclusions

We proposed a modeling approach that takes into account various aspects of
sampling that could have an impact on the expected income of the CPI. We
studied in particular the impact of various strategies of the CPI. We used real
data to trim the parameters of the simplified model (based mainly on first order
approximations). Numerical experiments show that the CPI is better off, in terms
of revenues, by abandoning the vast investment made in the prosecution of file
sharers.
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Abstract. Advancing Internet technologies and the new interactive digital me-
dia are affecting the entertainment industry’s distributional models. The tradi-
tional distributional channels are being restructured and re-shaped especially in 
its delivery as well as marketing of such digital products and services. This pa-
per provides a conceptual framework to analyze the impacts of the online mar-
ket arising from the new digital media platform in the entertainment industry. It 
discusses some of the disruptions and identifies opportunities for the entertain-
ment players to re-think their business models in order to generate revenues to 
sustain its growth.   

Keywords: Interactive digital media, new media distribution, distributional 
disruption. 

1   Introduction 

The advancing Internet technologies have provided increasing interactivity in the 
delivering of web-based digital products and services such as online music, movies 
and games in the entertainment industry. In other words, as the Internet platform be-
comes more open and interactive with Web2.0 technologies, especially in the context 
of peer-to-peer or social networking systems, consumers can now easily obtain their 
online digital products or services at very competitive prices [1, 2], and for some even 
free [3].  

Since 2000 the music industry has experienced contracted revenues [4, 5] and al-
though some have blamed or attributed the reduced revenues to the illegal online 
downloads [6], a more rational approach is required to understand the phenomena. 
Not surprisingly, the movie or film industry, in terms of video rentals [4], too has also 
been affected as it is so much easier to download or watch the movie titles online. It is 
therefore important that traditional distributors understand the new circumstances  
[7, 8] so as to restructure the way they operate in order to generate more sustainable 
incomes. Indeed, the online entertainment industry faces new challenges and ap-
proaches to redefining their business models which in turn will impact the way the 
goods are produced, distributed, and marketed  [9, 10]. Prior to the Internet, most of 
these entertainment players operate much on a silos-basis [17]. Their distribution 
channels were independent as they took the financial risk and at the same time created 
vertical structures for production and distribution. The organizational structures of the 
entertainment chain have been hierarchical with relatively rigid distribution channels 
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[8, 16, 17]. The role of each player on the value chain was clearly defined. It was 
characterized by a protectionist agenda, and the structure was oligopolistic [18]. Al-
though, there were some interactions in some products, but they kept their independ-
ence in the distribution. In general, the music, film, and games contained in physical 
entities, such as tapes, DVD’s, film, CD’s and cartridges were protected either by 
copyright [9, 14] or some technical features [37]. Production and distribution of 
physical entities have a cost, and since it uses physical objects, there are limits to how 
much of it can be produced or reproduced, and of course, in this context, economies 
of scale make sense. 

Media distribution has been studied from different perspectives. It has been ana-
lyzed as supply chain [8] and thus, the effects of online distribution in the reduction of 
marginal cost have been identified [1] as well as its value added strategies to achieve 
more efficient distribution [2]. Further, the conditions that benefit or hamper the dis-
tribution of content, both in the traditional and online markets, have also been identi-
fied [41]. Since copyright has been used as a control mechanism [9, 14] by the media 
industry, the authors are motivated to analyze its implications on distribution. Thus, 
the objective of this paper is to provide an analysis of how the online market space 
disrupts and affects the traditional distributional channels. The paper also discusses 
the opportunities that players may have to create or strategize in order to generate 
sustainable revenue streams. 

2   A Conceptual Framework  

This paper proposes a conceptual framework that looks at the new approaches to 
distributing interactive digital media (IDM) based on two dimensions: the ownership 
of intellectual property and market channels as shown in Figure 1. These two dimen-
sions are chosen as they tend to portray the characteristics of such entertainment 
products or services. For instance, most entertainment products hinge heavily on pro-
tecting the copyrights of the content creators or producers, hence, we think the first 
dimension, intellectual property, is important in the analysis. Further, with Web2.0 
technologies, and as markets move online with networking systems, the way the digi-
tal products and services are being delivered will take a new form, hence, we think the 
second dimension, distributional channel is equally important to understand how the 
markets will be shaped. 

The first dimension defines the ownership of the content creator in terms of its in-
tellectual property (IP) and it covers all types of artistic and literary creation of infor-
mation and knowledge such as trade secrets, patents, trademarks, design rights, and 
copyrights. IP law provides the copyright holders of the creative production complete 
entitlement to reproduce their work. In other words, it secures a monopoly over their 
work and provides them with the entitlement to reproduce and market copies of their 
work for a period of time or to entitle others on their behalf [11].  

In the context of online markets, copyrights are essential to protect illegal 
downloads of music, movies, and games. In figure 1, we portray the arrow to show 
the IP dimension that begins with full control of one’s copyright content to a situation 
where the content can be contributed by many people in the public domain (that is 
from bottom to top – depicting ‘one-to-many’ or from ‘private-to-public’ domain).  
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Fig. 1. A Conceptual Framework of IDM Market Channels 

Public domain is described as a situation where the content can be created or contrib-
uted by various people and thus it would be difficult for anyone party to control or 
own the creations or productions [12].  

The second dimension depicts the intermediaries, the distributional channels and 
they can take various forms of descriptions such as aggregators, syndicators, or just 
simple distributors. Aggregators are specific distributors in which content from differ-
ent providers or producers is distributed by the same intermediary [13]. Sometimes 
aggregators are also syndicators. Syndication is a type of distribution in which limited 
rights are given for the media content which is sold to various distributors – this hap-
pens especially in the movie industry where its rights prescribe the number of runs for 
the movie. It provides exclusivity in a specific market.  

In the traditional market, the distribution of content tends to be in the recorded 
form encapsulated in physical entities, such as CDs, DVDs, and shrink-wrapped video 
games. It can also be distributed using different platforms like IPTV which includes 
Video-on-demand (VoD) and broadcast [13]. As the Internet can eliminate cumber-
some physical process of returning a rented CD or DVD [14], it can provide, theoreti-
cally, access to abundant content [3]. The x-axis in figure 1 shows the distributional 
channels beginning with the physical ‘market place’ and moving to the online ‘market 
space’ to the right. With online market space, traditional distributors who have been 
distributing the physical entities will also distribute digital content. In this context, the 
traditional distribution structure will be disrupted [8, 15].  

We will analyse each of the quadrant in Figure 1 in terms of its characteristics and 
how the two dimensions, IP and the distributional channels have been restructured or 
disrupted by the new interactive digital media. 
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2.1   Quadrant I: The Market Place under Intellectual Copyright 

Quadrant 1 typifies the traditional market place where the distributions of physical 
objects are legally protected by copyright regulations or laws. The distributors are in 
control of the value chain as they assume financial and marketing risks and the indus-
try is characterized by a protectionist agenda with an oligopolistic structure [16, 17, 
18]. Sometimes, the distributors synergize the channels to the markets by integrating 
backwards with vertical production, resulting in a hierarchical chain that is relatively 
rigid [8, 16, 17]. There are three types of distributors in the movie and video industry 
– broadcast (network and cable), syndicators, video distributors (DVD) - where the 
delivery includes cable and local stations broadcast or video rental and retail outlets. 
Besides the distributors in the value chain, there are also the advertisers who can de-
liver the content free [19]. In terms of generating revenue, providers use different 
distribution windows to strategise its revenue; for example, theatrical pay-per-view, 
re-runs, and DVD rentals among others.  

In the music sector, the music distribution channel comprises a set of sequential ac-
tivities, serially interdependent, with linear value creation and high vertical integra-
tion [8]. The distributors would obtain the rights from the content creators, and then 
subcontract a manufacturer to produce the physical entity (CD) which they would 
then sell the music titles in the CDs to the whole sellers who would then distribute 
them to retailers in the shops [20].  

We call this quadrant ‘self-centered’ since each entertainment sector is concerned 
solely with its own needs and interests. Given its oligopolistic structure, they are rela-
tively independent of outside influence.  

2.2   Quadrant II: The Market Space under Intellectual Copyright 

Quadrant II is also characterized by the traditional control of the intellectual copy-
rights of the creators or producers.  However, the distributional channels are disrupted 
by the more pervasive online market which we called it the ‘market space’. In the 
distributions of digital entities, the copyright content tend to come under threat by 
peer-to-peer online sharing infrastructure and platform. With the new interactive me-
dia, and especially with Web2.0, the distributional channels seem to take a different 
form as technology makes it possible for consumers to produce or re-produce copies. 
Web-based or online distribution is a norm on the Internet [21]. Global sharing is 
therefore simple especially for those having the common language and also having 
with similar interests. For instance, it is possible for some music creators to get access 
to their audiences without the intermediation of music labels. Radiohead, a British 
music band, sold their album, “In Rainbows”, on its website and fans could pay as 
much as they like [22]. However, it is not possible for every band to market directly 
to their audience since few bands have the brand recognition. In fact, the Internet 
while facilitating new types of distributions has eliminated some intermediaries espe-
cially in viral distribution which occurs when a content provider permits any one to 
display his content without any restriction from the author - the case of YouTube 
videos. For instance, anyone can embed YouTube videos in his/her website, however, 
the author does not have any control over the destination [23].  
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New ways to discover content are also possible with web tools such as blogs, so-
cial networks (e.g. Facebook) as well as engines that track user behavior, and use that 
information to suggest products or services [24]. For example, in the “Wisdom of 
Crowds”, it allows users to express their opinion by voting and is based on the con-
cept that a diverse group with independence of thought and decentralization of 
knowledge makes better decisions [25, 26] including disseminating summaries or 
headlines using web feeds software (RSS).  

We call this quadrant ‘co-operative’ since the activities needed to deliver content 
require the participation of multiple actors from content to service providers such as 
search engines and firms that provide payment services. With the flexibility, players 
in the ‘market space’ face multiplicity of roles in the dynamic relationships,  for ex-
ample, content providers have to generate co-values, find ways to share revenues, as 
well as getting use to the new conditions where restrictions (like resources, space, and 
time) are not as pronounced as in the physical world [21, 27]. 

2.3   Quadrant III: The Market Place in the Public Domain 

Quadrant III is typified by the distribution of media content in the public domain. The 
term ‘public domain’ applies to creative works not assigned to IP regulations and is 
often contributed by various participants much similar to ‘shareware’ in the informa-
tion technology. In other words, the content is not specifically controlled or owned by 
anyone so it is considered as public property. In the creative commons concept, crea-
tive works enter into public domain by four possible paths: the copyright that protects 
the work expires; the copyright holder fails to renew the copyright; the copyright 
holder decides to place the work in public domain; and finally, the copyright law does 
not protect the work [28, 30]. 

However, the term ‘public domain’ needs some clarifications as various countries 
define the span and scope of public domain differently, hence having different juris-
dictions [29]. There has been little content produced commercially in the public do-
main. One exception is the movie “It’s a Wonderful Life” from Frank Capra. This 
movie was in public domain from 1974 to 1990 since the copyright owner did not file 
a renewal application. During the period, television stations were able to broadcast the 
movie without paying any royalty rights, hence reducing their costs [31]. 

We call this quadrant ‘collaborative’ as creators or producers of digital content 
need to collaborate to take advantage of the possibilities that offers the public domain.  

2.4   Quadrant IV: The Market Space under Creative Commons 

Quadrant IV is typified by the distribution of content under Creative Commons (CC) 
licenses and public domain. One of the burdensome characteristics of today’s copy-
right law is the need for creators to clear rights (obtain permission to use a work), and 
this process can be expensive [32]. Another factor that complicates the creative proc-
ess has been the copyright term extension. According to some experts, the industry 
has over extended the law. This is because each time a modification is made, a new 
copyright has to be filed [30]. Indeed, the entertainment industry uses copyright law 
to validate their rights over IP, a process that has become expensive such that inde-
pendent creators have difficulty trying to bring about innovations. The expansion of 
intellectual property rights can inhibit the innovation process [33].  
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Indeed, with the concept of creative commons, creators can remix their creations or 
productions with previous works without having much concern about copyright. Crea-
tive Commons’ licensees provide the capacity to share content that could be copy-
righted, but reducing barriers such as the high legal costs and procedures. In a way, 
creative commons can work alongside IP regulation [35]. Currently, it is difficult to 
know what position the media industry will take in the future in relation to the alterna-
tives that Creative Commons’ licenses offer. However, the entertainment industry has 
maintained a protectionist agenda that look after the old ways of distribution [18]. It is 
interesting to see whether the entertainment industry will be able to embrace the pre-
sent technology in order to generate sustainable revenues [36].  

We call this quadrant ‘free-for-all’ since the creators and producers are all willing 
parties who may be interested in sharing their content and distribute them to the con-
sumers at perhaps, little or no costs. 

3   Viable IDM Market Channels 

In order for the entertainment industry to ensure the viability and sustainable of their 
distributional channels in the advancing digital platforms, it is therefore important that 
the creators, producers, and distributors understand the forces in the markets. Looking 
at the conceptual framework, we believe that quadrant 1 – ‘self-centered’ - provides 
the traditional approach that may be uncompetitive in the future yet it is unlikely that 
quadrant IV – ‘free-for-all’ - is attractive as a business model because of its unpre-
dictability and lack of structure with regards to its contents as well as markets. How-
ever, can quadrant II – ‘co-operative’ or quadrant III – ‘collaborative’ - be attractive 
in building new business models? 

3.1   Moving from ‘Self-centered’ to ‘Co-operative’ Distribution 

It seems that various copyright holders in the industry are moving from Quadrant I to 
Quadrant II, that is, from the ‘self-centered’ to the ‘co-operative’ area. In this context, 
as content undergoes tremendous transformations from being encased in a physical 
entity to an online digital form, the traditional distributional channel will be disrupted.  
Therefore, the monopolistic situation with good revenue will be affected [3] as the 
enforcement of digital rights will be difficult, with easy to share online content [36].  

Traditionally the music and video industries keep control of the distribution via 
three mechanisms: copyright enforcement, licensing physical products through distri-
bution windows, and anti-piracy tools [37, 38, 29].  For instance, the lucrative video 
sector that used distribution windows to address different non-competing market will 
be affected. The distributors who used to have control over the distribution process by 
defining time, location, and number of runs, and targeting mass audiences [39, 40, 41] 
will find some discord with its revenue as they no longer are able to package or bun-
dle unpopular items with the popular ones to reduce unintended loses [17]. Take for 
example, many of us would have experienced that in a music CD, the content provid-
ers tend to include one or two good songs packaging the rest with unpopular songs. 
This is also the case with some unsuccessful films that were also bundled for syndica-
tion purposes such that successful movies were bundled with unsuccessful ones and 
broadcasted on pay-tv or public TV to reduce costs.  
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In terms of the ease of use to share online content, the pace of technology makes it 
difficult to find acceptable definition of “fair use” in the Internet environment. When 
content is contained in a physical object, fair use is associated with the number of 
times, number of views, number of pages and so on. Indeed, the media industry has 
tried to lobby for legislation that forces hardware manufacturers and software devel-
opers to implement measures that limit the possibility to re-create or produce copies 
[14, 34]. This is, however, not easy especially with advancing technologies.  Indeed, 
the system may become obsolete before the legislations are approved [34, 11]. The 
Recording Industry Association of America has stopped taking legal steps against 
consumers who were sharing music on the Internet. The new strategy is to work with 
Internet Service Providers (ISP), who will then monitor the users such that if a user is 
sharing music, the user will be notified. When the behavior persists, the bandwidth 
provided to the user will be reduced. However, if the user refuses to comply, the ISP 
may then discontinue the bandwidth access [35]. 

The music and film industries have also used anti-piracy tools to reduce the dissemi-
nation of illegal content, but these measures have not been successful. Unfortunately, 
anti-piracy tools can be broken almost as rapidly as they are generated, and this infor-
mation spreads quickly in the Internet. Independently of how fast the anti-piracy tools 
are implemented, there is always the possibility to record with a video camera or re-
corder directly from the player [14, 37, 9, 42]. Some of the anti-piracy tools create an-
noyances for users with usage constraints [10]. As video players become commoditized, 
distributors have fewer alternatives other than content differentiation. However, abso-
lute exclusivity will be difficult to implement given the instantaneous sharing on the 
Internet [40]. Indeed, the industry needs to find ways to optimize its distribution, and to 
look for strategies for re-purposing the content in the interactive market place as using 
copyright, anti-piracy tools, proprietary hardware and software to build a walled garden 
around content may not be sustainable. 

3.2   Impact of Players Moving from ‘Self-centered’ to ‘Co-operative’  

The recording music industry has a market size worth US$36.9 billion in 2000 [43]. 
However, in 2007, there was a reduction of 26 per cent to US$27 billion [4].  The 
bulk of the income seemed to come from the sale of CD’s and DVD’s, that is, the 
songs in the tangible objects. Essentially, the physical units sold had reduced, and 
digital products sold had been increasing [5]. Besides, the International Federation of 
the phonographic Industry (IFPI) reported that 15 per cent of the revenue for 2007 
came from digital products [6]. Overall, it was reported that the global music and 
video market had a contraction of more than 2 per cent from 2003 to 2007 [4]. 

As a consequence of the contraction of the physical market, the retail music and 
video rental stores were closing down. An estimated 25 per cent of music and video 
specialists closed its doors in UK from 1999 to 2004 [44]; in Canada, the Music 
World having 72 stores across the country filed for bankruptcy in 2007 [45]; in US, 
about 800 music stores closed in 2006, including 89 from Tower Record [46]. The 
recent casualty is Virgin Megastores which would be closing down in the coming 
months [47]. Blockbuster, a worldwide movie retailer and video rental, had the fol-
lowing financial results in the reds: -29.2 per cent in 2002, -16.6 per cent in 2003, -
21.1 per cent in 2004, -10.3 per cent in 2005, and 1.0 per cent in 2006 [4]. 
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3.3   Opportunities Moving from ‘Self-centered’ to ‘Co-operative’ Distribution 

Indeed, the music industry has been forced to find new ways to address the demands 
of their users. Last.fm, a social music network, introduced a free service that allows 
its fans to listen to songs on-demand. This service is a partnership between CBS and 
the four major music labels with more than 150,000 independent labels and artists. 
Users can stream music or pay to download to an MP3 copy of the song through 
Amazon.com. The streaming service is funded by advertising revenue [48]. It is inter-
esting to note that musicians are becoming less dependent on the distributors to reach 
their audiences. Artists are under pressure to get publicity, and record labels have to 
find new ways to generate revenue. Indeed, the Internet has provided opportunities for 
fans to organize and invest on the musicians’ work. Scars on 45, a British band, won 
15,000 pounds to record an album. One of the members uploaded the group’s music 
on a site called Slicethepie that provides opportunity to artists to record their albums 
by requesting fans to invest on their favorite musicians [49].  

The broadcasting sector is also experiencing substantial changes. For cable opera-
tors and satellite TV suppliers, there is intense pressure to keep their digital services 
attractive. This is because broadcast via Internet Protocol TV (IPTV) has the potential 
to transform the broadcasting sector. For instance, the telecoms are tapping on the 
opportunity to offer bundled services, which is cheaper and simpler for consumers 
such as offering voice, data, and video content - a triple play that provides a survival 
strategy [50]. In addition, VoD services play a key role in the competition between 
traditional pay-TV and IPTV providers. Such factors - the interactive capabilities, the 
enhanced watching experience, and better content - are user requirements especially 
in the personalized markets [51]. The latest delivery platforms require novel methods 
for tracking and evaluating audience interest.  

Although moving to quadrant IV is really not an option to generate good revenue 
nor is it a sustainable business model for distributors, however, it is interesting to note 
that there may be several advantages for creators. For instance, the reduction in the 
legal cost of clearing copyrights and the transaction barriers may enable creators to be 
more innovative [32].  

4   Conclusion 

This paper presented a preliminary conceptual framework based on two dimensions, 
the intellectual properties of the creators or producers and the distribution channels in 
the physical market place or virtual market space, to analyze the evolving business 
models of the entertainment industry.  It appears that as content can be progressively 
contributed by various parties of interest in the industry, the issue of copyrights and 
intellectual properties can enter into a grey area whereby it is almost difficult to con-
trol even by regulations and laws. The space of the creative commons or public do-
main is one such aspect. Of course, such products or services would also impose a 
structural change with regards to its delivery or distributional mechanism.   

Unfortunately, both the music and movie industries have been affected with the new 
media platform. This is because as the compression algorithms get better and users  
are able to get higher broadband speed, sharing music and movies on the Internet is a 
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common practice. It is unfortunate that both sectors have been slow in recognizing the 
opportunities that the market space could offer. The measures used to protect the industry 
such as lawsuits against music fans have instead created a public relationships fiasco 
rather than working to its benefit. 

Indeed, with the new media platform, distributors of digital content and services 
should tap on the opportunity to collaborate to generate value and strategies with the 
creators or producers. Of course, finding new ways to excite the consumers with rele-
vant content and tools, for example, the possibility of defining metrics that can meas-
ure user’s level of interest on specific content or products would be an interesting 
proposition. The distributors must focus on the needs of the users in the market space 
so as to reach out to them in a novel and interactive way. 
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Abstract. The strategy is to have a system that does not move data across the 
architecture when it is not required. The goal is also to support different archi-
tectures, namely: Information, Model and Application. The first is to be stored 
and maintained where the information is actually created (by the service pro-
viders), the Model in a separate repository; models are horizontal respect to the 
information and are common across services. Application architecture is man-
aged by the Registry and it 's used as a directory of services. This separation of 
concerns as implemented in this project helps to avoid data replication and it 
aims at providing a better alignment between IT and the business. 
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1   Small Organisations and e-Business 

The SMEs are the backbone of European economy, in the enlarged European Union 
of 25 countries, some 23 million SMEs provide around 75 million jobs and represent 
99% of all enterprises. 

The subprime mortgage problem, which emerged in the summer of 2007 in the 
United States, has led to global financial market turmoil and growing concern about a 
U.S. economic slowdown. This situation of course don't help our SMEs. 

Inside this scenario, it has become increasingly important the ability of enterprises 
to manage innovation and the creation of ecosystems to cater for short-term, short 
notice collaboration. Enterprises of the future will be nodes in innovation ecosystems 
requiring flexible, spontaneous collaboration activities.  

Being more follower than leader of the change process, small organizations seem 
to need favorable conditions to accelerate the diffusion of the Internet and adoption of 
ICT technologies [2] [3] and thus to avoid a digital divide between larger and smaller 
enterprises and among geographical areas [4]. 

The digital divide that really matters, then is between those with access to a net-
work and those without. The good news is that the gap is closing fast. The EU has set 
a goal of 50% access by 2015, but a new report from the World Bank notes that 77% 
of the Europe's population already lives within range of a network. 

2   The Two Digital Divides 

At the Lisbon summit in March 2000, the European Union representatives set the goal 
of becoming the world’s most dynamic and competitive knowledge-based economy 



150 E. Conchione 

 

by 2010 with the need to promote an ‘Information Society for All’, and to address the 
issues of the digital divide in the adoption of Internet and e-business use [4].  

Comparing big and small company, the gap as defined using these per-head meas-
ures looks enormous, the growth rates tell a different story. Over the past 25 years, 
computer penetration has been increasing faster in SMEs than in holdings, which has 
not been surprising given the software saturation in complex organization. But the 
same is also true of internet usage, which grew by around 13% per quarter in high-
income firm in the late 1990s, compared with 10% per quarter in low and middle-
income one. Holdings are ahead, but the SMEs are catching up fast.  

3   There Must be a Better Way 

When it comes to enterprise software, in particular, this way of delivering technology 
creates a somewhat perverse set of economics. Software is a service at heart, albeit an 
automated one, but it is sold much like a manufactured good. Company have to pay 
large sums of money up front, bear much of the risk that a program may not work as 
promised, and cannot readily switch vendors.  

IT firms, for their part, have to spend a lot of resources on marketing and distribution, 
rather than concentrating on developing software that works well and is easy to use. In 
our markets it is a great advantage to be first, so vendors are tempted to release pro-
grams even if they are still riddled with bugs. And because equity analysts rightly con-
sider software firms a risky investment, such firms must grow quickly to justify their 
relatively high share prices, pushing them to sell more programs than customers need. 

All this explains several peculiarities of the software business[5]. One is the fact 
that many of the licences sold are never used, a phenomenon known as “shelfware”. 
More importantly, many software firms have grown so fast, often mortgaging the fu-
ture, that they collapse when they reach Euro 1 billion in annual revenues, sometimes 
never to recover. Then there is the end-of-quarter rush, spurring many firms to do 
anything to get deals signed and meet analysts' expectations [6]. 

4   Major Obstacles 

Adoption of a new technology is often expensive for many reasons. The benefits gained 
by the user and the costs of adoption are notable. These benefits are simply the differ-
ence in profits when an organization migrates from an older technology to a new one. 
Benefits may also include such “non-economic” factors as the satisfaction of being the 
first on the block to be converted from the older technology to the new one [7].  

Large organizations that have large market shares are more inclined to undertake 
adopting a new technology, both because they have a greater opportunity to gain prof-
its from the adoption but also because the availability of funds to these organizations 
is greater [8]. 

More profitable organizations are more likely to have the financial resources re-
quired for purchasing and adopting a new technology. In addition, they may be better 
able to attract the necessary human capital and other resources that are necessary [9]. 
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For all previous reasons the small organization should be supported in removing a 
set of obstacles. This requires a strategic long-term vision and planning. The key chal-
lenge for policy makers is to identify the European and national policies which di-
rectly address the removal of these obstacles, through specific actions. 

The eEurope 2002 Action Plan was endorsed by EU Member States at the Feira 
European Council in June 2000. The Action Plan's objective includes an action to 
encourage SMEs to ‘go digital’. Within this action, main obstacles SMEs face as they 
engage in e-business has been identified [10]. 

In IT vision, the lack of suitable technical and managerial staff with sufficient 
knowledge and expertise is a major barrier.  

This shortage affects technical knowledge related to ICT, but also entrepreneurial 
and managerial expertise needed for operating in a networked economy. 

5   The Solution 

The proximity to sources of information and services is thus key to success, especially 
for small and medium enterprises. The proximity to facilities and information flows 
has been considered very important in the past years, and it is still useful to under-
stand the growth and competitiveness of companies in the present. 

The evolutionary and pervasive service platform implements the concept of Digital 
Business Ecosystem (DBE) [11] [12]: companies that join the community can register 
their services and make them discoverable by the other members of the community. 
The DBE thus realizes the concept of extended dynamic cluster. 

It is very important to stress that this approach focuses on services and not on the 
technological infrastructure that is used for implementing and running business ser-
vices: small and medium enterprises lacking the physical and technological infrastruc-
ture to promote and distribute their services are only required to formalize the inter-
face of their services in order to be able to exploit the potential of the system. Once 
they do so, their services become visible and usable inside the ecosystem. 

By using a peer-to-peer infrastructure, the project provides a service registry that 
collects information about business services provided by all the subscribed organiza-
tions and makes them discoverable and usable. 

The main concept about this system is that anybody in the community can get to 
know the existence of a service and be able use this service; the importance of a ser-
vice does not depend on the dimension of the enterprise which exposes it, but rather 
on its perceived usefulness. The ranking mechanism for services promotes the ser-
vices that are used most frequently, or that have received a positive feedback by their 
users. Any organization in the community can decide to build its own service by using 
and modifying models of services that have a top ranking, introducing a next step in 
the evolution of the ecosystem. 

A business service in the evolutionary and pervasive service platform can be what-
ever: it can be a flight ticket reservation system as well as flowers delivery online 
service. By joining the community, companies can enlarge their market visibility and 
improve the quality of services provided by cooperating with other actors.  
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6   Evolutionary and Pervasive Service 

This is the solution and the implementationdesigned for the Evolutionary and Perva-
sive Service Platform; this solution takes into account the project solutions defined in 
the previous specifications and summarized as follows: 

• decoupling between: model (IT and Business), service data, service endpoint 
• alignment between business and IT: “What you see on the platform is what you 

get when you use it” 
• support to the EOA (Ecosystem Oriented Architecture) paradigm: dependency, 

versioning, metamodel bases 

In the architecture description we also present components that are not part of the  
Evolutionary and Pervasive Service Platform. These elements provide functionalities 
that are used by system actors so as to improve the components integration. 

7   Architectural Strategies 

The strategy is to have a system that does not move data across the architecture when 
it is not required. The goal is also to support different architectures, namely: Informa-
tion, Model and Application. The first is to be stored and maintained where the in-
formation is actually created (by the service providers), the Model in a separate re-
pository; models are horizontal respect to the information and are common across 
services. Application architecture is managed by the Registry and it 's used as a direc-
tory of services. This separation of concerns as implemented in this project helps to 
avoid data replication and it aims at providing a better alignment between IT and the 
business, details follow below. 

Inside the Evolutionary and Pervasive Service Platform, registered services are as-
sociated to models that are stored in the Repository. 

A registry entry contains only attributes that are used for: consuming the service, 
retrieving the business model instance, retrieving information about the service ven-
dor, retrieving the WSDL associated with the service, retrieving models that are asso-
ciated with the service 

The service is thus described by models that are associated with it. An user that 
wants to find a certain type of services must first of all search the models that contain 
the desired contents, and then search for all the services associated with these models. 

The Registry works like a DNS server, because it doesn't contain any meta-data that 
describes services but rather contains only information for associating a service to a 
model or an ID. Like a DNS server, it must have a fully decentralized architecture for 
ensuring availability and reliability, and also an automatic synchronization mechanism. 

The Registry also manages the lease for registered services and uses this informa-
tion to keep them discoverable. We believe this approach avoids the risk of an over-
load of “keep alive” requests from service providers willing to renew their services. 
Every registry node can use an ad-hoc algorithm for checking service availability and 
then unregister those that do not respond. 

The Repository is used for storing models [13] and their descriptions, so it must 
use a database to save information and allow queries on meta-data. 
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We also introduce the concept of template (borrowed from Jini) to improve models 
search. 

To describe models we use tags which are similar to folksonomies [14]. This is a 
way for creating a model description that is driven by the community growing around 
models development. 

We deem the use of standards very important in a project, and that using WSDL 
for web [15] [16] services, the JAXR [17] API for storing models and the SQL lan-
guage for performing queries is a guarantee of quality. 

We use a data warehouse for performing data mining on the data which is collected 
by inspecting business model instances. The data warehouse can also contain model 
meta-data for performing powerful queries on clients' requests. 

The information contained in business model instances is collected by a service 
crawler that retrieves them by querying the service provider, inspecting the business 
model instances and reporting information to the data warehouse. 

8   Interactions between Components 

Interactions between components are explained using following picture, Figure 1, 
which describe the steps that are performed by operations provided by the registry and 
by the repository. 

 

Fig. 1. Evolutionary and Pervasive Service Platform architecture 

9    Registry 

The Registry is used to store services that are available to users. Information is stored 
inside a RegistryEntry object. 

The Registry is distributed over a P2P network, which provides the load balancing 
between nodes: every node contains ≈ (1/n * total-data) + backups (where n is the 
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number of nodes). This architecture is fully decentralized and so it doesn't have a sin-
gle point of failure. When a node joins or leaves the network, the data is automatically 
redistributed to avoid data loss. 

Registry functionalities are similar to DNS servers, which receive a domain name as 
input, and return the IP associated with it. The Registry, similarly, receives a ServiceID 
and returns the corresponding EndPoint which can be used for consuming the service. 

The Registry also manages the concept of “lease”. After a service registration, a 
dedicated checker tests if the service is still alive once a predefined time slot is 
elapsed. The figure below illustrates this scenario [18]. 

The service provider must supply a special method that responds to a “check” re-
quest. If the service doesn't respond, the entry is deleted from the Registry. 

The lease is managed at Registry side, because we want to avoid the critical situa-
tion of overload that may happen when all the services perform the lease renew at the 
same time. With the proposed solution, nodes manage the lease using a built-in ad-
hoc strategy. 

10   Repository 

The Repository is used for storing models and meta-models. 
The Repository [19] realizes the evolutionary concept, that is summarized below: 

• supports the tracking of model versions, extensions and copies: models are 
never removed/modified, a change is a copy with a link to the original, model, 
models gain “ageing” concept 

• supports model dependencies: solving “Versioning Hell“ is one of the goals that 
the repository is targeting, models gain “context aware” information, the more 
connected, the more valuable 

Users can also get access to the Repository via a special interface that exposes the 
services using the WSDL standard. This solution allows custom plugins development, 
like a new one that performs the component integration between the “Repository con-
trol unit” and  the “Eclipse Team API” [20]. 

11   Data Ware House 

This module, that is external to the Evolutionary and Pervasive Service Platform, col-
lects information from the repository and also from the business model instances that 
are located on the service providers. 

Operations that involve data mining are performed inside this component for im-
proving performances and effectiveness. Custom data mining algorithms can be im-
plemented inside it. This choice improves performances because queries regarding 
service properties, like discount percentage, products amount etc., are directly submit-
ted to a dedicated optimized repository.  

The current status is maintained by a service crawler, that queries services provid-
ers and collects information inspecting the business model instances that are returned. 
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12   Summary and Conclusions 

Evolutionary and Pervasive Service Platform is the founding principle that drives the 
entire architecture[21] of the Open Negotiation Environment, this allows the solution 
to functionally scale, to have software components that are not bind to any specific 
negotiation and are adaptable to custom needs. P2P designs have a lot of advantages 
this has provided also benefit in the daily organization of the work easing the interop-
erability issues among partners and software components. 

The architecture adopts a decentralized approach to avoid having a central node (a 
single point of failure) this would jeopardize the adoption of the platform. The archi-
tecture is configured in order to behave like a self supporting organism that grow over 
time: nodes of participant organizations are attached to each other sharing resources. 

The technologies for the decentralization are built around p2p protocols, RESTful 
and JAXR iso standard. 

By using a peer-to-peer infrastructure, the project provides a service registry that 
collects information about business services provided by all the subscribed organiza-
tions and makes them discoverable and usable. 
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Abstract. The Internet as a market does not comprise a single, linear value 
chain of actors. Companies are in the business to win, to outperform their com-
petitors and to make profits. Developments of the Internet technology supply 
market to date suggest that there are six areas of focus for supplier companies’ 
business strategies, leading to different approaches to out performing competi-
tors and making money. The new business strategies arising from the Internet 
market re-define the relationships between the provider and the user. These re-
lationships are not based solely on the calculus of economic inputs and outputs. 
There is a distinction between the value proposition of what is offer to the user 
and the value proposition of what is on offer to the provider. The business 
strategies aligned with the open source models, the long tail and the power of 
free exploit the economic fact of the margin cost of software production and de-
livery approaching zero. A utility approach to Future Internet markets could 
contribute to greater and even better choice for users. 

Keywords: Future Internet, Internet markets, market competition, business 
strategies, business models, universal service, utility. 

1   Introduction 

The Internet was born of a research initiative commissioned by the US Department of 
Defense in 1969. Historically, it was a research spin-off. Also historically, it was a 
technical construct. But with the commercialisation of the Internet in the 1990s, the 
Internet also became a global business opportunity, arguably on a scale unparalleled 
in history. Today, the Internet as a maturing, worldwide, universal network of infor-
mation and communications, is also becoming a social machine. Technologically, the 
network is beginning to resemble a global computer, a global database and a global 
virtualised resource. It is also increasingly wireless based, and is starting to fuse the 
virtual with the physical world. In business terms, the network is becoming a business 
system. In social terms, the network is the people and the collective intelligence of the 
people. The Internet has become a critical part of an economy’s infrastructure, indeed 
a critical infrastructure for the overall society in the developed world and an embodi-
ment of aspirations for the least developed countries. Some argue that the Internet is 
becoming a public utility (see, for example, [1]).  
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Whatever one might think the Internet is (or should be), one thing is certain:  what-
ever is happening in the world, we can see at least fragments of that on the Internet. 
But does the Internet simply mirror what is going on in the world? This paper seeks to 
provide an answer in relation to development of the Internet market(s). 

The paper discusses the structure and dynamics of this market, with a view towards 
the Internet of the future. New developments are on the horizon, in the marketplace as 
well as in research and development. The “Future Internet” will be much faster and 
smarter, more secure, embracing not just information and content but also services 
and real world objects (“things”) [2]. If history is a guide, the potential of the Future 
Internet will be primarily driven by innovative services and applications. The tussle 
between the different actors is reflected in the business strategies of those who seek to 
exploit the Internet as a commercial opportunity in competitive markets.  

Six areas of focus for business strategies for Internet technology market supply are 
presented below. The paper calls for fresh thinking on the service infrastructure of the 
Internet, and proposes a utility-based approach to Future Internet markets. 

The approach of the paper is business-oriented. It is based on experiences in the 
field, supplemented by academic and policy literature. Key literature is referenced to 
support the arguments presented. It is noted that while there is huge market and policy 
interest in the business strategies and models that tap into the Internet’s commercial 
potentials, the volume of papers from the research community is relatively small.   

2   Internet Market(s) 

When the Internet was first conceived, communication over the wire was provided by 
“the telephone company” of individual countries, overseen by or being part of the 
government. Commercialisation of the Internet formally began in 1995, when 
NSFNET was switched off as “the Internet” and the backbone traffic was routed in-
stead through interconnected networks of (by then) commercial network providers, 
who had added data to their core telephony business. At the same time, independent 
Internet service providers (ISPs) sprang up to offer, to the general public, Internet 
access as well as some online content behind their “walled garden”. Therefore, the 
basic shape of the Internet as we know it today was already in place. It was a land-
scape comprising, on the supply side, commercial network providers, ISPs, content 
providers and equipment providers; and on the demand side, users, or individual con-
sumers taking out contracts with the ISPs.  

2.1   The “New” Landscape  

Today, to this landscape has been added a new category: a wide variety of service pro-
viders exploiting the Internet as a communications platform. These include notably 
those dealing with computing or information technology, and those offering intermedi-
ary facilities for content creation and dissemination. In the meantime, the businesses, 
business models, identity and balance of power of the original groups of players have 
fundamentally changed. Network providers are no longer just shifting traffic around, 
and the telecommunications industry now also includes cable, satellite and mobile 
communications. The ISPs as an independent, distinct group of providers has largely 
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been eroded, while Internet access has become a line of business rather than the busi-
ness of ISPs. Content providers can be said to be everyone, thanks to the Web which 
enables all with access to the Internet to publish. Equipment providers have expanded in 
range and scope beyond recognition. The “traditional” network equipment and customer 
premises equipment providers are joined by vendors of all kinds of devices hooked onto 
the Internet, including several billion mobile devices.  

In short, while the supply side of the Internet market can be broken down into five 
broad segments, that segmentation masks a vastly complex constellation of actors 
with different focus, speciality and target customers.  

On the demand side, “users” are not only vastly more numerous, they are also far 
more diverse and complicated than before. Depending on the context of use, people 
can access the Internet as a private individual, a consumer of goods and services, an 
employee, a citizen, or a member of any community to which the user belongs.  

Moreover, in the long chain of communication conducted on the Internet, there are 
now three broad classes of intermediary users, again depending on context. These in-
clude the entities to which users belong (organisations and communities), the different 
kinds of communicating devices and things, and the different kinds of software-based or 
software-enabled services making use of other software-based or software-enabled 
services. The inter-relations between all of these, and with the end-user, are linked to the 
inter-relations between the providers on the supply side.  

2.2   Market Dynamics   

The above shows that the Internet as a market does not comprise a single, linear value 
chain of actors. The Internet of course does not replace the economy. However, it 
fuels the dynamics of the market. It offers new opportunities for market actors, exist-
ing as well as new, actual as well as potential. It also offers a new location – a new 
marketplace – for the exchange of some goods and services.  

As a communications medium, the Internet facilitates market (in the sense of a ge-
neric, globalised market) or markets (in the sense that the global market comprises 
many different markets). It is useful and indeed important to distinguish between the 
Internet technology market and the many markets that are facilitated by Internet tech-
nologies; e.g. the failure to make such a distinction fuelled the dotcom bubble. 

It is true that communications and information technologies are now indispensable 
to the operation of all big businesses and entire industry sectors; for many businesses, 
they are also accepted as a vital tool for gaining competitive advantage. However, an 
enabler, no matter how essential, is not core business. Not does it necessarily add 
value. A flourishing technology market does not automatically create prosperity in 
other markets it facilitates, let alone the economy as a whole. 

A more fruitful line of enquiry on market dynamics and the Internet is to establish 
how the exploitation of Internet technologies impact on market mechanisms and struc-
tures relative to what was the norm before the pervasiveness of the Internet. It is here that 
technologies have a disruptive impact in the sense of radical innovation. It is also here 
that the business strategies of the Internet technology providers are crucial for the devel-
opment of a new mode of exchange available solely on the Internet – the “Internet-based 
markets”. Such markets could, and may, in due course change the practice of business, 
break down the boundary between work and other forms of activity, and deeply influence 
the way in which we approach and interpret what is going on in the world.  
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3   Business Strategies   

Economic textbooks typically tell us that technology is an important (even the) de-
terminant of production cost. Improvements in technology make it possible to in-
crease productivity. Technology contributes to economic growth. However, in a free 
market economy, commercial companies do not generally exist for this purpose. On 
the whole, companies are in the business to win, to outperform their competitors and 
to make profits. That is the essence of business. Simply defined, a business model 
spells out how the company makes money1 [3]. In practice, the what of a business 
(business model) is inextricably linked to the how (business strategy). The tussle 
among providers and consumers in a competitive landscape is the most basic attribute 
of a marketplace [4]. In a competitive marketplace, business strategies, rather than 
business models per se, ultimately determine winners and losers.  

During the dotcom era, there was a fashionable belief that the Internet renders 
business strategy obsolete. After the market crash, Michael Porter published an article 
arguing that the opposite is true [5]. Because the Internet tends to weaken industry 
profitability without providing proprietary operational advantages, it is more impor-
tant than ever for companies to distinguish themselves through strategy. According to 
Porter, the winners will be those that view the Internet as a complement to, not a can-
nibal of, traditional ways of competing. 

Developments of the Internet technology supply market to date suggest that there 
are six areas of focus for supplier companies’ business strategies, leading to different 
approaches to out performing competitors and making money.   

1. Business strategy involving protection of intellectual property. Owners of intellec-
tual property acquire market power and reap competitive advantage by being legally 
granted exclusive rights to a variety of intangible assets. Among the common types of 
intellectual property, most relevant for Internet technologies are trade secrets and 
patents. The source code of a lot of commercial software available is a trade secret, 
e.g. Microsoft’s Windows operating system, Apple’s Mac OS X and iPhone operating 
system. Other ideas and inventions implemented into software could also be a trade 
secret, e.g. Google’s search algorithm. The essence of a trade secret is that the eco-
nomic benefit to its holder derives specifically from the secrecy (and not necessarily 
from the value of the asset being protected). In contrast, patents provide the right, 
within the time limit of the patent, to exclude others from making use of the inven-
tion, subject to compensation to the patent holder (usually in the form of fee-based 
licenses). Many technology companies assiduously build up a patents “vault” for 
purely defensive purposes, with no intention of putting the patents to use.   

2. Business strategy involving the bundling of technologies. By aggregating several 
technologies into a single offering, a company may achieve one or several of the fol-
lowing which would not have been possible (or would have been less likely) if the 
technologies were made available separately: a greater - even dominant - market 
share, a bigger market, lower cost, higher price. Proponents of technology bundling 

                                                           
1  Of course making money is not necessarily the same as generating or creating value, on 

which some definitions of business model focus instead. This distinction is illustrated by new 
business strategies in the Internet landscape – the subject of this section.  
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usually point to a superior market offering through bundling, in the sense that the 
overall offering is greater than the sum of its parts, and provides a more consistent 
experience to the user.   

Probably the most famous example of technology bundling in the Internet technol-
ogy field is the case brought against Microsoft first by the US Government (settled in 
2001) and then by the European Commission (ongoing). The latest charge brought by 
the European Commission rests upon the claim that the company’s bundling of the 
Internet Explorer (Web browser) with Windows (operating system) is an "abuse" of 
its dominant position in the computer market. According to the Commission, the 
bundling distorts competition on the merits between competing Web browsers, un-
dermines innovation in the provision of browser-based services to consumers, and 
ultimately harms consumer choice. The merits or otherwise of the Microsoft case 
aside, the specific details show the complex inter-relations between different tech-
nologies in a particular market, and the thin line between technology inter-relations 
and technological inter-dependencies2.  

3. Business strategy involving standardisation. Put it simply, a standard is an agreed, 
repeatable way of doing something. The Internet as a technical construct was founded 
upon standards, originally technical protocols to interconnect existing networks. 
However, as the Internet develops, what to standardise, how to standardise, when to 
standardise and who (are best placed to) standardise, are questions that have no easy 
answers, or answers that can be readily agreed upon by the stakeholders.  

Claims to standards and various perceived attributes of standards – notably open-
ness and interoperability – are a hallmark of the Internet technology supply market. 
However, such claims are derogated by the practical difficulty of verifying standards 
conformance and compliance in an objective and authoritative manner.    

Compared with the early days of the Internet, there is now a general reluctance 
among market actors to standardise technology “early”, for fear of upsetting the exist-
ing market dynamics and a given market structure. In the Internet technology field, 
standardisation has become increasingly defensive, ad hoc, fragmented and short 
term. Often, it is no more than rubber stamping the status quo, i.e. the dominant tech-
nology. In addition, the process has proved to be useful for rallying an ecosystem of 
business partners and expediting the market momentum of the technology in question. 
The more general point is that standards are “leveraged” in support of specific com-
mercial interests. But standards may not be “open”. “The market” may not be the best 
arbiter of competing standards. In this respect, standardisation is at risk of losing its 
purpose and value of creating a stable foundation, or a level playing field, for facilitat-
ing innovation and ultimately delivering choice. Standardisation may even become an 
instrument of the market incumbents to create road blocks to innovation.   

There is a further business strategy in respect of standardisation: ignore the rest and 
pursue own goal via publishing APIs as open technical specifications. This has been 

                                                           
2 By way of example, complementarity between technologies, which could be argued to im-

prove users’ experience and therefore constitute an added value, might also create lock-in and 
erode choice. This applies especially to bottleneck asset or key technical interfaces between 
software programs (application programming interfaces or APIs). Function placement as de-
fined by interfaces is highly non-trivial. It defines market structures [4].    
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successfully practised by the prominent Web 2.0 companies in building up their indi-
vidual ecosystems3.  

4. Business strategy involving open source. The term “open source” originates from 
“open source software” [6].  As a focus for business strategy in general, open source 
may be broadly understood as the peer development and production of the “source” of 
an artefact through open – typically public – collaboration. Also, the output of the 
collaboration process resides in the public domain, so that it is in principle available 
to all to exploit. The contrast is the closed, centralised and centrally controlled model 
of development, typically within the confines of a single company. The Internet (in 
the sense of a technical construct overall) could be considered as a manifestation of 
the open source model.  

The business strategy involving open source relies on several key attributes. First, 
tapping into the collective intelligence of an army of volunteers for the “source” offer-
ing. Second, providing added value to the typically free source offering as a value 
proposition for the company’s own offering. Third, developing the distribution chan-
nel for the company offering. Fourth, managing the process of change in the source 
offering, including compatibility between its offering and the source offering and 
associated licensing. Fifth, managing the relationship with the volunteers. Sixth, en-
suring the viability of the source offering development process. The business strategy 
can be divided into three main subclasses, in terms of added value to the functionality 
of the offering, added value in the form of customer service, and added value in the 
delivery of the offering. The first includes providing a commercial version of the 
source offering (with extensions/modules/plugins/add-ons), and complementary prod-
ucts to the source offering which may be bundled together into a single commercial 
offering. The second includes technical support and consultancy services. The third 
includes making the source offering available in an alternative way, notably software 
as a service. These possibilities are not mutually exclusive.   

5. Business strategy involving the “long tail”. The term the “long tail” was coined by 
Chris Andersen, originally with reference to the emerging digital entertainment econ-
omy [7]. The long tail business strategy focuses on market niches of specialised and 
individual preferences, as opposed to the mainstream market of blockbusters; in other 
words, mass customisation as an alternative to mass-market fare. Examples include 
the online retailers such as Amazon, Netflix and Rhapsody, as well as Google, who 
makes most of its money from small advertisers, and eBay, who built its business 
based on auctioning niche and one-off products. 

By catering to niches and creating micro markets, long tail companies expand the 
overall range and scope of the market. They also threaten the established market play-
ers whose business is built and concentrated on hits. Intrinsic to the long tail argument 
is the notion that the digital world is characterised by abundance, as opposed to the 
physical world of scarcity. The marginal cost of producing digital goods is close to 
and even equivalent to zero. Over a long time frame, the total average cost of produc-
ing digital goods similarly declines towards zero.  

                                                           
3 By tapping into their established position in a particular market, these companies reap the 

benefit of positive feedback to their published specifications, and further cement their market 
dominance by acting as a de facto standardisation hub.   
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As a business strategy for Internet-based markets, the long tail is particularly pow-
erful in its focus on the smaller customer, customisation and choice. It challenges 
technology providers’ traditional pre-occupation with large customers (in the business 
market) and the mass product (in the consumer market). It is also particularly signifi-
cant for those technologies or software that may be delivered as services.  

6. Business strategy and the power of “free”. Internet technology and applications 
started as free. Commercialisation of the Internet changed a lot of that. But commer-
cialisation spawns its own counter culture. It appears that somebody somewhere in-
evitably starts offering alternatives or entirely new ways of doing things for free on 
the Internet. Because of the Internet, such offerings quickly spread (i.e. viral in mar-
keting terms). Also because of the network effect of the Internet (i.e. things become 
more valuable to the user as there are more users), the offerings can pose a significant 
challenge to the established commercial products or services. Moreover, Google, one 
of the most valuable companies in the world in terms of market capitalisation, has 
demonstrated that gratis can be good business, by creating an entirely new market 
through the function of search.         

On its own, free is not a business model - what is free by definition does not make 
money. Free however can be leveraged in a business strategy in a number of ways. 
What is free tends to attract users, often huge numbers of them, constituting a poten-
tial customer base. Things, both physical and virtual, can then be sold to them. How-
ever, in order to be viable as a business proposition, these things must be somehow 
“relevant” to the user.  Better still is if these things are “valuable” to the user. The 
distinction between what is relevant and what is valuable is important. Advertising is 
about monetising relevance to the free. Up-selling is about monetising added value on 
top of what is free. Because advertising offers no intrinsic value to the user, it is 
unlikely to be a sustainable business proposition in the long run. Research suggests 
that consumers do not trust advertising, do not want to view advertising, and do not 
need advertising [8]. This is reflected in the price of online ads and click-through 
rates, which has been falling regardless of the general state of the economy.  

When it comes to creating value on top of what’s free, the business strategy associ-
ated with the open source model, discussed above, applies. There is however a key 
difference – what is offered for free in the present type of business strategy is pro-
vided directly by the company, who is moreover the intermediary for accessing the 
free offering. Even if the provider company does not own the actual content as much 
as it does not own the user community, it controls the channel to access. There is, 
therefore, another business possibility to leverage what is free – monetising access4.  

The power of the free can be the glue for a new kind of voluntary lock-in. The site 
can become so useful to the user and its services can become so integrated with the 
user’s daily activity that the user has no incentive to leave. Internet technology has a 
key role in making a site useful and the experience of the site uniquely compelling; 
free applications can provide the launch pad for entire ecosystems.   

                                                           
4 This could relate to participation in the site (which is problematic because it contradicts with 

building a vast base of users), or to referral, where the user is directed elsewhere on the sole 
basis of what he does on the site, appropriately contextualised. The greater is the user en-
gagement (e.g. evaluation, recommendation, feedback), the more fine-tuned is the contextu-
alisation, and the more useful the referral becomes for the user.  
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4   A Utility-Based Approach to Future Internet Markets  

Since the 1980s, basic telephony as a universal service [9] has been widely enshrined 
in telecommunications legislation in US, Europe, and other parts of the world. The 
attributes of a universal service in telecoms typically involve affordability, accessibil-
ity, availability and quality. Fundamental to the universal service, which justifies its 
regulation in a market economy requiring legally binding obligations of the provider 
and in some cases arguments for government subsidy, is the notion that such services 
are a utility. Simply stated, a utility is essential for the basic conditions of living in 
society; therefore, the individual has the right to the service in question.  

In classical economics, the doctrine of utilitarianism prescribes maximisation of 
utility as a moral criterion for the organisation of society5. Morality aside, the concern 
about the provision of universal or utility services is whether market efficiency alone 
can produce the optimal utility from the standpoint of society, and ensuring that rights 
are fulfilled as in “nobody is left behind”. There may not be sufficient economic in-
centives for providers to provide for adequate availability, provide access to all, hold 
the price down, and/or meet certain criteria for quality.  

An important consideration is that a utility is subject to the scarcity principle of the 
resources in question, either by nature (as in natural resources) and/or by infrastruc-
ture limitations (as in the power plant for energy or the network infrastructure for 
telecommunications, which takes time and costs a lot to build).  For all these reasons, 
a utility provider enjoys considerable market power: a large degree of control over the 
inputs (including the infrastructure as a capital investment) and economies of scale for 
the output (increasing returns which are disproportionate to the inputs once the infra-
structure is built, and the capital outlay is compensated for over time). Because the 
resource in question is “essential”, it cannot be readily substituted for. In other words, 
its demand is not elastic – consumers cannot switch to substitutes even when con-
fronted with large increases in prices, or artificial high prices not justified by the cost 
of provision. The lock-in effect of utility explains why concerns about market power 
and competition have been a driving force for regulation.   

At the time of writing, the European Union is putting forward the argument to ex-
tend universal service to broadband communication services, which would require 
network providers to extend broadband coverage to all geographic areas of the EU, 
regardless of whether it makes economic sense or not from the viewpoint of the pro-
vider. However, if the Internet is seen as part of the fabric of economy and society (a 
view held by governments of the developed world [10]), then there is a case for care-
fully considering whether the utility argument might not apply also to additional 
Internet services other than broadband. For example, if basic business functions are 
migrated to the Internet, and those who can afford such services enjoy – for the mar-
ket as a whole – uncompetitive advantages over their typically smaller rivals, basic 
functions could be regarded as utility services.  The new Internet-based markets show 

                                                           
5 This could entail, for example, the greatest benefit for the greatest number (Jeremy Bentham 

and John Stuart Mill), the greatest benefit of the least advantaged (John Rawls), or just the 
greatest benefit (Derek Parfit). Other theorists focus on the starting position, rather than the 
outcome, as in free exchange from a just starting position (Robert Nozick), which also echoes 
Rawls’ supplementary view of fair equality of opportunity.   
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that the overall pie of aggregated demand could be larger where utility is a stimulus 
for innovation. If broadband communications are regarded as a utility, then a similar 
argument may be applied to essential IT services that both businesses and consumers 
must rely upon in order to make use of and make use out of broadband. These essen-
tial services may include basic security, identity management, search and discovery, 
electronic payment, ease of access, ease of use and ease of management. Users should 
have the genuine freedom to switch between providers of all these services, and com-
bine services available from different providers. This freedom goes beyond “plug and 
play” and “open access”.      

The basic cost of putting an “IT infrastructure” (or software platform) in place is 
intrinsically far lower than that of say a power plant or the railway network or the 
next generation fibre optics telecommunications network. Business strategies aligned 
with the open source models, the long tail and the power of free clearly exploit the 
economic fact of the margin cost of software production and delivery approaching 
zero. The processes involved in moving information around is becoming as much a 
“commodity” as the mechanisms for moving communication network traffic around; 
in the latter case causing telecommunications providers to re-invent their business 
models and re-brand themselves. Moreover, the value of information is generated not 
by the provider of the processing systems or by the provider of the communication 
networks, but by the end user of the Internet. Users should therefore have a greater 
control over what, how and even why they are being charged. 

Research work in developing the Interoperability Service Utility (ISU) [11] under 
the auspices of the European Commission’s research framework programme, is ad-
dressing these concerns. An Internet that is fit for future business requires a transfor-
mation of the Internet infrastructure beyond today’s basic network connectivity to 
encompass utility services on top of which new value could be created [12]. Competi-
tion in open markets is best advanced by a level playing field. The Internet has dem-
onstrated that technology can have a democratising effect not only to open up the 
boundary of the field, but also to continuously challenge and enrich the scope of the 
“levelers” in the field. 

5   Conclusions 

The history of the Internet has already shown the pivotal, gate-keeping role of the 
ISPs – they control access to the networks. The ISPs have declined as power players 
not because that gate-keeping role has disappeared; it simply means that the battle-
ground for services has moved elsewhere - away from basic network services, which 
are increasingly seen as a “commodity”, and “up the stack” to the application-oriented 
software-based services. The economics of the Internet has changed.  

In his recent work [13], Jonathan Zittrain argues that the “generative” power of the 
Internet is largely responsible for its spectacular growth. Zittrain defines the genera-
tive power as the ability for lots of people to build on a technology platform, and 
share what they do with others, without the permission of the platform-maker. The 
views associated with the Internet market as a collection of ecosystems have concen-
trated minds on the role of generic technologies in creating markets; the need to col-
laborate with a wider range of partners including third party developers, consultants 
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and channels; and a new type of market and mode of exchange brought forth by Inter-
net-based companies.    

The above views are supported by the new business strategies which re-define the 
relationships between the provider and the user, and relationships which are not based 
solely on the calculus of economic inputs and outputs. There is a distinction between 
the value proposition of what is offer to the user and the value proposition of what is 
on offer to the provider. The two value propositions should not automatically be as-
sumed to be in alignment. Importantly, Internet services, as digital goods, are not 
subject to the fundamental economic premise of scarcity. With an in principle abun-
dance of market supply, the pricing of such services should arguably reflect the basic 
production and distribution cost of services being almost nothing.  

With changing market structures, market dynamics and economic premises, the 
utility approach to Future Internet Markets is one proposal which calls for fresh think-
ing on the service infrastructure of the Internet, and how that infrastructure may be 
better leveraged in order to deliver greater and even better choice for users.   

References 

1. Reding, V.: Seizing the Opportunities of the Global Internet Economy, OECD Ministerial 
Meeting. In: Future of the internet economy, Seoul, Korea, June 17-18 (2008) 

2. European Commission: Future Internet 2020: Visions of an Industry Expert Group (2009), 
http://ec.europa.eu/information_society/activities/foi/libra
ry/EPR.pdf 

3. Rappa, M.: Business Models on the Web (2002),  
 http://digitalenterprise.org/models/models.html 

4. Clark, D., et al.: Tussle in Cyberspace: Defining Tomorrow’s Internet. In: Proceedings of 
the 2002 conference on Applications, technologies, architectures, and protocols for com-
puter communications, pp. 347–356. ACM, New York (2002) 

5. Porter, M.: Strategy and the Internet. In: Harvard Business Review (March 2001) 
6. The Open Source Definition (Annotated), Version 1.9, published by the Open Source Ini-

tiative, http://www.opensource.org/docs/definition.php 
7. Andersen, C.: The Long Tail, Wired Magazine Issue 12.10 (October 2004); Also: The Long 

Tail: Why the Future of Business Is Selling Less of More, Hyperion, New York (2006) 
8. Clemons, E.: Why Advertising is Failing on the Internet. TechCrunch (March 22, 2009), 

http://www.techcrunch.com/2009/03/22/ 
why-advertising-is-failing-on-the-internet/ 

9. US Communications Act of 1934 and its update in US Telecommunications Act of 1996  
10. The Seoul Declaration for the Future of the Internet Economy, OECD Ministerial Meeting, 

June 17-18 (2008), http://www.oecd.org/dataoecd/49/28/40839436.pdf 
11. European Commission: Enterprise Interoperability Research Roadmap V4 (2006) and V5 (2008),  
 http://cordis.europa.eu/fp7/ict/enet/ 
 ei-research-roadmap_en.html 

12. European Commission: Future Internet Enterprise (FInES) Cluster Position Paper, V1 
(2009),  

 http://cordis.europa.eu/fp7/ict/enet/ 
 fines-positionpaper_en.html 

13. Zittrain, J.: The Future of the Internet and How to Stop It. Yale University Press, New Ha-
ven (2008), http://futureoftheinternet.org/ 



 

L. Telesca et al. (Eds.): DigiBiz 2009, LNICST 21, pp. 166–174, 2009. 
© Institute for Computer Sciences, Social-Informatics and Telecommunications Engineering 2009 

Impact of Microfinance Operations on the Livelihood of 
the Clients: A Review of the Existing Literature  

Aliar Hossain1, Mohammad Kamal Hossain1, and Karim Mohammed Rezaul2 

1 Applied Research Centre for Business and Information Technology (ARCBIT), 
Guildhall College  

a.hossain@guildhall.ac, karunu2003@yahoo.com 
2 Centre for Applied Internet Research (CAIR), Glyndŵr University,  

Plas Coch Campus, Wrexham, UK  
morekba786@yahoo.co.uk  

Abstract. The contribution of microfinance in the development of global econ-
omy is undoubtedly admissible. The research has been carried out to explore the 
impact of microfinance on the livelihood of the clients. The study emphasized 
to detect clear-cut impact of microfinance on poverty eradication, livelihood se-
curity, and on the role of Information and Communications Technology (ICT) 
system on microfinance operations. There are considerable debates about the ef-
fectiveness of microfinance as tools for direct reducing poverty. A plenty of re-
searches explore that microfinance has had a significant positive impact in 
changing livelihood by reducing poverty and it brings a positive shift in attitude 
towards life and improvement in the standard of living. Clients have been suc-
cessful to increase their household income, decrease economic vulnerability, 
and they enjoy better nutrition, health facilities and greater empowerment, gain 
the opportunity to pursue education, and in some cases, they have been able to 
wipe out poverty completely. The purpose of this paper is to illustrate the  
impact of microfinance on the livelihood of poor people especially who partici-
pated in microfinance operations. Toward this objective, around 50 research  
articles have been critically reviewed and tried to extract the findings of the  
impact of microfinance operations. However, due to page limitations we are un-
able to provide all our review information. The research also highlights the ap-
plication of ICT in order to speed up the transaction processes in microfinance 
operations. 

Keywords: Microfinance, Poverty, ICT system, Sustainable income. 

1   Introduction 

Poverty, now-a-days, is a global issue. It is a regular phenomenon for the under and 
lesser developed countries, though developed countries can not claim that they are 
absolutely free from poverty and they are seen to introduce various anti-poverty pro-
grams as well. Statistics shows that “among 1.4 billion poor about 1.2 billion live in 
the developing countries and only 200 million live in the developed countries” [1]. 
Poverty is unevenly spread among urban and rural area and almost every country 
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exhibits a rural-urban gap on various poverty indicators. The rural poor constitute 
36% of the total rural population. Although urban poverty is a growing phenomenon, 
rural poverty still accounts for over 80% of the total number of poor people in 114 
developing countries [2]. 

On the other hand, evidence shows that women are the most affected by poverty 
and “they are most disadvantaged group” [3] compared to men. Over the past decade, 
the number of women living in poverty has increased disproportionately compared 
with the number of men [4] and they lead their lives without any economic and pro-
ductive works. Because the prevailing social customs act against poverty alleviation 
by denying women’s participation in different anti-poverty programs. But now-a-
days’ poverty often forces women to work especially outside their homes, which is 
unusual in the context of social set up of rural areas like Bangladesh. Despite poverty 
forces the poor women to work outside their homes, they cannot throw out the pov-
erty from their lives because of enjoying uneven social facilities in the male domi-
nated society. Moreover, the existing economy system denies fair chances to the poor 
people. Across the world, poor people are excluded from the financial services of 
formal financial institutions [5] like banks, insurance companies, mortgage or house 
building societies. Microfinance operation has brought them under these services. 
“Microfinance is the provision of financial services” provides to “low-income, poor 
and very poor self-employed people” [6] who do not have access to the formal finan-
cial institutions. It is revealed in different researches that the participants of microfi-
nance operations have been able to upgrade their socio-economic status by involving 
themselves into various poverty alleviation programmes.  

1.1   Evaluation of Microfinance 

Historically, the existence of microfinance was among the poor in various shapes and 
form [7]. Early beginners of micro credit programs in the world were the cooperative 
societies. Evidence shows that   group formation for undertaking economic activities 
was an ancient concept of modern microfinance institutions (MFIs) and in the 12th 
century there was a cooperative type association named “kou” in Japan. Though these 
types of traditional and informal institutions could not achieve sustainability [8] and 
as a result, formal institution for the poor emerged.                 

Microfinance in formal shape started out from Bangladesh in 1970’s in a limited 
scale and Professor Dr. M Yunus, the great visionary, is the unique and only claimant 
the development of this concept. He has conceptualized micro credit intervention for 
its extensive use to eradicate poverty of millions for the world’s poorest people. The 
mission of micro credit has been guided by four core themes: (i) reaching the poorest; 
(ii) reaching and empowering women; (iii) building financially self-sufficient institu-
tions; (iv) ensuring a positive measurable impact on the lives of the clients and their 
families [9].  

Before the microfinance era, poor did not have access to credit and loans due to the 
widespread belief that the poor could not repay loans [10], though this belief has 
proven absolutely incorrect and “the poor are indeed responsible to manage credit and 
repay loans” (ibid, 2005). At present, this concept has proliferated worldwide includ-
ing developed countries. Currently 1000 to 2500 MFIs are serving some 67.6 million 
clients around the world [11]. 
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1.2   Approach of Microfinance 

There are many different approaches of microfinance. Grameen Bank has identified 
fourteen different microfinance approaches. These are- associations, bank guarantees, 
community banking, co-operatives, credit unions, Grameen group, individual, inter-
mediaries, NGOs, peer pressure, rotating savings and credit association (ROSCA), 
small business and village banking  [12]. A common approach found throughout the 
world is the ROSCA. A ROSCA consists of a group of community members, usually 
30-40 members, the group which is called village organizations (VOs), who meet 
regularly to pool their savings. The pool is then lent out to one member of the group, 
who repays it, at which time it is lent out to another group member, and so on until 
each group member takes a turn borrowing and repaying the pool of savings [5].   

2   Impact of Microfinance Operations 

Microfinance is contemplated to be an effective tool of poverty alleviation and an 
approach to empower the poor especially poor women. That’s why; assessment of 
impact of microfinance operations is inevitable. “Independent studies show that mi-
crocredit has a host of positive impacts on families that receive it” [13]. Microfinance 
clients have been successful to increase their household income, decrease economic 
vulnerability, and they enjoy better nutrition, health facilities and greater empower-
ment, gain the opportunity to pursue education, and in some cases, they have been 
able to wipe out poverty completely [10].  

However, it is frequently heard to say that the fortune of the microfinance clients is 
as like as before despite claiming the success of microfinance by different researchers, 
even it is learnt from media that some suicidal incidents are bound up with microfinance 
operations as clients have been pressurized to repay their daily installment despite their 
inability or they are hiding to escape from pay loan back taken from different micro 
financer institutions (MFIs). These incidents demonstrate quite opposite scenarios of 
microfinance success and its positive impact on the socio-economic level of the target 
groups and that’s why Wrenn E [12] commented that “not all commentators are as en-
thusiastic about the role of microfinance in development and it is important to realize 
that microfinance is not a silver bullet when it comes to fighting poverty”. 

On the other hand, the positive impact of microfinance rests on its policies as well 
as procedures and the management involved executing the policies according to pro-
cedures. In some cases, microfinance operation has not been successful because of 
inefficiency of management despite having good policy and procedures or ill-
designed programs having efficient management. According to Bhatt N and Tang S 
[14] the future success of microfinance will hinged upon how MFIs develops design 
tailoring to specific clients. They highlight the importance of future research to de-
velop MFI vehicles, technologies, performance assessment, sound design of MFI and 
its management.  So, “well-designed programmes can improve the incomes of the 
poor and can move them out of poverty” [15] and if MFIs and their management 
“understand the needs of the poor and try to meet theses needs, projects can have a 
positive impact on reducing the vulnerability, not just of the poor, but also of the 
poorest in the society” [12]. 
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Therefore, considerable debate remains about the effectiveness of microfinance as 
tool for directly reducing poverty and about the characteristics of the people it bene-
fits [16] and it is extremely difficult to measure absolute impact of microfinance op-
erations on the livelihood of the destitute people because of not having unanimity 
about the definition of poverty line.  

“The impact of microcredit is mainly assessed in terms of the income gains for the 
borrowing households, the less perceptible beneficial impact on various aspects of 
human development is no less important”[17]. There are some common variables to 
measure the impact of a typical microfinance programs “includes income, diversity of 
income sources, volatility of income, employment generation, assets acquisition, 
volatility of household consumption, level of household consumption, education for 
children, poverty reduction, women empowerment and reduction in social exclusion 
of women” [8].    

2.1   Impact of Microfinance on Poverty 

The term poverty is a vague and ambiguous concept. It has no unambiguous connota-
tion that if an individual does not have some particular stuff or assets means he or she is 
living below the poverty line. Somebody defines poverty is the lack of income. But 
“poverty is more than just a lack of income” [12].  Increasing income and reducing 
poverty is not same thing because the income increased of the poor may be spent on 
gambling or buying alcohol, which does not necessarily reducing poverty. To reduce 
poverty needs to focus on helping the poor to “sustain a specific level well-being” [18]. 

Despite a plenty of criticism of microfinance operations, it is proved by many re-
searchers that microfinance has had a significant impact in reducing poverty 
[19],[20],[21],[22], and [23] by increasing income, other resources, number of income 
earners. The more effective impact of microfinance operations is noticeable on ex-
treme poverty compare to moderate poverty [24].  

Many researchers have compared poverty scenario between clients and non-clients 
of microfinance and scenarios before and after joining microfinance interventions. In 
a study conducted by Panjaitan-Drioadisuryo et al. [19] in Lombok, Indonesia, finds 
90% of sample clients of Bank Rakyat Indonesia (BRI) increased their income by 
112% and these families exceed the poverty line.  Only 10% respondents’ income did 
not increase because of misusing the money by their husbands.  

MkNelly and Dunford [20] and Elizabeth Dum [21] found in their study in Ghana 
and Peru respectively that microfinance clients increased their income by 50% higher 
compared to non-clients and “only 28% clients live below the poverty line compared to 
41% of non-clients”  [21]. Khandaker S R, [22] states that “microfinance participants do 
better than non-participants in per capita income, per capita expenditure and household 
net worth and the incidence of poverty among participating households is lower com-
pared to non-participating households. Setboonsarng S and Parpiev Z [23] carry out a 
research on microfinance and Millennium Development Goals in Pakistan. They draw a 
comparative impact assessment of microfinance between borrowers’ households of 
Khushhali Bank (KB) and non-borrowers.  They found strong positive impacts of KB 
borrowing on agricultural production, especially in animal raising activities and agricul-
tural farming. KB clients possess on average PRs 17,705,  PRs. 12,814, and  PRs.  882.5 
higher values of livestock, farm equipment and rental income from farm equipment than 
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that of non-borrowers (ibid). Though they did not find any significant impact on non-
agricultural enterprise, durable assets, consumption, education, health care and empow-
erment (ibid).  

Another indication of poverty reduction is the increase of number of income earn-
ers. In Lesser Developed Countries (LDCs) like Bangladesh, most of the households 
have only one income earner [3]. Microfinance contributes directly or indirectly to 
increase number of earners. Choudhury M O [8] states that “micro credit delivery to 
women assists to generate employment for the able bodied male members who may 
not have access to the credit facility” and MFIs that provides “credit to one woman 
generates employment for 2.5 persons, male or female, in the family and on hire for 
wage”. Though the use of loans by male relatives is viewed as the loss of women’s 
direct control over loans and a reinforcement of unequal gender relationships and 
interpreted as disempowering [25]. 

The destitute people of the village suffer from hunger acutely, which is another 
dimension of poverty and they become happy if they can enjoy foods two or three 
times in a day. Several researches showed that microfinance operations let them freed 
from hunger. Mina M S and Alam S  S [26] in a study showed that 82% of respon-
dents had  self-sufficiency of food for 2-6 months and only 18% had for 6-7 months 
in a year before joining microfinance operation but after joining the credit programs 
the figures was just reverse to before joining program.  Rahman M M et al. [27], how-
ever, revealed different statistics in their study that clients of microfinance operations 
spent a lesser portion of income to their family basic food items after joining credit 
program. They found that though the amount of fooding expenses increased remarka-
bly accounting for 274.41% higher than before joining operations, but after joining 
credit program they were spending only 66.75% portion of income for their family 
basic food items which was 18.84% lower than before joining credit while major 
portion (85.59%) of income used to spend for that.  

2.2   Impact of Microfinance on Livelihood Security 

Despite having debate about the extent of poverty alleviation by microfinance, it is 
admissible to all that microfinance plays a vital role in alleviating poverty. Different 
researches reveal that microfinance boosts client’s income and thereby reduces pov-
erty. However, rising income does not necessarily mean that client’s livelihood is 
secured or durable. When poor people are able to protect themselves from different 
shocks such as natural, social, political and economical disasters, then their livelihood 
is said to be secured and durable. The way of being secured and durable life is having 
tangible assets like land, and other resources, non-tangible assets such as saving etc. 
along side sustainable income. “Impact must be assessed on each of these issues if a 
true picture of the impact of microfinance is to be obtained” [12].  

Rahman M M et al. [27] pointed out in their study that no clients of microfinance 
had saving before joining Grameen Bank, but a remarkable advancement in saving 
was found after joining micro credit program while “their savings was on an average 
Tk. 625” each of clients at the survey year. But they did not mention if clients’ saving 
were voluntary after meeting their all daily expenses or they did this to comply with 
mandatory rule of saving of MFIs. They found in their research that value of all tan-
gible resources of the clients went up by 955.9% at the survey year after joining 
Grameen Bank microfinance program. Though an insignificant change (only 13%) 
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was taken place in land ownership. But drastic change was observed in livestock and 
poultry after joining credit program that was 1606.05% higher than before joining 
followed by house and modem amenities (265.43%). 

Latif [28] in a study on Micro-credit and Savings of Rural Households in Bangla-
desh revealed that the micro-credit programs of the MFIs targeted to alleviate poverty 
by supplying small credits to the rural poor in self-employment activities, has a dis-
tinctly positive role in influencing household savings. For households of similar in-
come categories, the saving-income ratios are found to be significantly higher among 
the participants than the non-participants. 

Mina M S and Alam S S [26] showed in their study that 55% of sample respon-
dents had been able to develop a saving after meeting their expenses, but they did not 
reveal how much money they were able to save each week or month and what was the 
savings scenario before joining microfinance? Because, the range of savings could be 
very little amounting to large in context of their socio-economic condition and the 
same group might have savings before joining microfinance program and if so, how 
much improvement has in this regard been developed? On the other hand, they stated 
that beneficiaries had been able to increase their assets on an average by 90%, out of 
them business assets (development of a business) were significant (1475%) followed 
by housing (107%) and development of cultivation (72%) as well as livestock (72%) 
was not insignificant as well (ibid).   

3   Role of ICT System on Microfinance Operations 

A well-developed ICT system is very important for knowledge share and communica-
tions between the service providers of micro-finance and the entrepreneurs (receiver). 
The success of microfinance operation hugely depends on the effective management, 
communication and training with the different department of the service provider. The 
development of broadband or Internet connectivity in the rural areas of developing 
countries (e.g., Bangladesh) can improve the services of information exchange and 
the accessibility in the areas for health, education, local government management and 
awareness of some international issues such as climate change and global warming.  

In many cases, it is obvious that the policy makers or the key people related to the 
microfinance operation are not aware about the sustainable development. With this 
limited knowledge, they can focus and train only the traditional way of doing business. 
Microfinance has lots of advantages, which the authors have explained in this report, 
though its major disadvantage is lack of long-term sustainability. The primary aim of 
the microfinance is to eliminate poverty, which means the focal point is the financial 
sustainability. Then the question arises about the social and environmental sustainabil-
ity. Establishment of sustainable broadband Internet system in rural areas of Bangladesh 
could make a favourable environment for all stakeholders to share the information, 
develop ideas and knowledge including social and environmental development, project 
management skills and entrepreneurship. On top of that, it will reduce the bureaucracy 
and increase the transparency of business environment and the education level. 

Traditional method of employing staff in remote villages is very expensive and 
even it is not so easy to reach poor borrowers due to proper transportation systems. 
With the latest generation of sophisticated ICT systems it is possible to record all 
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sorts of transactions in the rural area and transfer them to the central server.  Both 
clients and MFIs can benefit by using ICT. For example, clients do not require queu-
ing in the line for any sort of transactions. If a controlled and secured system, such as 
personal digital assistant (PDA) or smart card systems is implemented, clients can 
conduct transaction anytime which could be more convenient banking services in a 
rural area and also it is possible to provide much faster loan processing than the tradi-
tional system. On the other hand, MFIs can receive benefits from better performance 
management due to faster and better quality data processing [29]. MFIs can increase 
their outreach by making services available 24 hours and closer to clients and thereby 
increase customer satisfaction and loyalty by introducing new types of services, such 
as money transfers and direct deposits. MFIs can also reduce transaction cost by re-
ducing staff time when applying ICT based systems. 

4   Conclusions 

The study has been tried to demonstrate the effectiveness of microfinance on the 
households, people life cycle who participated in the microfinance programs. The 
impact of microfinance on poverty alleviation is, now-a day’s, debated issue what has 
been noticed in the different research reviewed.  Most of the researchers found that 
microfinance has had significant effect on the livelihood of the participants. Some 
critic researchers, however, argue that it is not a silver bullet or panacea of poverty 
alleviation. Actually microfinance can not make the clients to run in the competitive 
race but to walk from the crippled position only.  To alleviate poverty requires a tool-
box with many different categorized parts. Microfinance is not a sole solution of pov-
erty alleviation but it can be considered one of the most effective parts of the toolbox. 
It must also be coupled with other social programs that are flexible to meet the diverse 
needs of destitute families [10].  

The plan aiming for poverty alleviation designed by MFIs suffers from many criti-
cisms. Indeed, the critics have raised question if microfinance alleviates poverty at all 
[10]. The critics placed five pitfalls of microfinance operations. (1) Microfinance does 
not reach the poorest of the poor and it is happening because of discriminated behav-
ior of the loan officers [30], (2) MFIs are rarely achieved financial sustainability [31], 
(3) it is potentially harmful to women, because their husbands imagine the matter as a 
degradation the man’s sense of masculinity if wives generate more income [32] and 
hence violence on them starts, (4) it creates a large debt for some poor people who are 
unable to repay the loans [33] and (5) it is not universally applicable especially for the 
young, the old, the sick, or physically and mentally handicapped [34].  

Therefore, it is recommended to take appropriate measures to bring behavioral 
changes of loan officers to treat evenly to all clients. Moreover, MFIs should provide 
due training to the clients before giving loan and while utilizing loans and there 
should have monitoring management whether clients are utilizing their loans properly. 
While microfinance has been embraced as an effective tool for poverty reduction, 
many people in rural areas are still struggling with the appropriate utilization of this 
service. In order to create the awareness of   positive use and impact of microfinance 
MFIs must have to give priorities to the modern ICT applications. Since an ICT sys-
tem can lower the cost of communication, transportation and the overall business cost, 
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the authors recommend the development and application of ICT systems for microfi-
nance operations.    
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Abstract. Enterprise systems are increasingly behaving as nodes in a digital, dy-
namic ecosystem. On the one hand, this new situation requires flexible, sponta-
neous and opportunistic collaboration activitiesto be identified and established
among business parties. On the other hand, it also requires engineering ap-
proaches able to integrate new functionalities and behaviours into running sys-
tems and active, distributed, interdependent processes. In this paper we present a
multi-level architecture, combining organisational and coordination theories with
model driven development, for the implementation, deployment and management
of dynamic, flexible and robust service-oriented business applications.

1 Introduction

A new generation of networked business applications based on the notion of software
services that can be dynamically deployed, composed and adapted will make it pos-
sible to create radically new types of applications. These applications will be able to
communicate, flexibly reconfigure at runtime, adapt to their environment and dynami-
cally combine sets of simple, specialised, independent services into more comprehen-
sive business services. This will require profound changes in the way software systems
are designed, deployed and managed, replacing existing “design in isolation” engineer-
ing with new approaches able to integrate new functionalities and behaviours into run-
ning systems and active, distributed, interdependent processes. Technical progress in
the area of service-oriented architectures (SOAs) in recent years has been impressive,
with new models, tools and standards emerging to cover a wide range of core and related
functions. The main areas of progress include:

– interoperability (SOAP [15], WSDL [18] and OGSI [12]);
– discovery and management (UDDI [11] and WS-Management [3]);

L. Telesca et al. (Eds.): DigiBiz 2009, LNICST 21, pp. 175–184, 2009.
c© Institute for Computer Sciences, Social-Informatics and Telecommunications Engineering 2009



176 J. Vázquez-Salceda et al.

– orchestration and choreography (WS-BPEL [5], XPDL [19], ebXML [10] and
WS-CDL [17]); association of semantics with Web-services (OWL-S [16] and
WSMO [20]).

Furthermore, advances have come from a variety of sources, including enterprise inter-
operability, Grid computing, software engineering, database and knowledge-base the-
ory, artificial intelligence, object-oriented systems and logic. This rapid progress has,
for the first time, raised the realistic possibility of deploying large numbers of services
in intranets and extranets of companies and public organisations, as well as in the pub-
lic Internet, in order to create communities of services that are always connected, fre-
quently changing, open or semi-open, and form the baseline environment for software
applications. However, this shift brings about not only potential benefits, but also seri-
ous challenges for how such systems and applications should be designed, managed and
deployed. Existing approaches in some important areas (such as security, transactions
and federation) tend to cover only technology issues such as, for example, how to secure
a protocol or connect federated directories, without considering the paradigm change
that occurs when large numbers of services are deployed and managed over time. In
particular, existing approaches do not offer satisfactory answers to these questions:

– How to manage workflows in non-trivial environments, where not all services are
owned by the same organisation? Since we cannot assume that all parties are either
benevolent or that they will deliver results unless explicit obligations are defined
and enforced, should workflows be agreed upon by all parties before they can be
executed?

– How to align the configurations and settings needed by a service to operate with
those of the operational environment?

– How service execution is affected by issues of trust, rights, obligations and
prohibitions?

– What if critical applications simply cease to function if services provisioned from
third parties disappear or malfunction?

– How to deal with knowledge representation, when connecting or binding together
two or more actual entities or services using different ontologies?

These issues point to the need for a“social layer” as part of the service interaction con-
text. From an engineering perspective, new approaches are needed that take an holistic
view of service environments, and take into account not only the properties of individual
applications, but also the objectives, structure and dynamics of the system as a whole.
In recent years, research in fields as diverse as social science, management science, eco-
nomics, biology, distributed systems and multi-agent systems, analysed, modelled and
explained a wide range of social phenomena often seen in human and animal societies
and tried to apply those results to computational systems. In particular, techniques have
been developed, that:

– Make it possible to characterise and model the organisational structures commonly
used by humans to organise themselves in societies with particular needs;

– Capture coordination patterns that are often used between humans to solve common
problems (e.g., to sell goods or achieve specific goals);
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– Characterise autonomous actors in an environment and model their potential, ra-
tional behaviour (in order to predict, for example, how individuals will act in the
context of a given set of “rules”).

The rest of this paper, which aims to describe how the ALIVE1 architecture deals with
the issues mentioned above, is organised as follows. Section 2 describes a detailed view
of the architecture, while in section 3 some use cases are presented. The final section
gives the conclusion and outlines directions for future research.

2 Proposed Architecture

The proposed ALIVE architecture combines model driven development (MDD) [13]
with coordination and organisational mechanisms, providing support for live (that is,
highly dynamic) and open systems of services. ALIVE’s approach extends current
trends in engineering by defining three levels in the design and management of dis-
tributed systems: the Service Level, the Coordination Level and the Organisation Level,
illustrated in Fig. 1, and explained below.

Fig. 1. ALIVE Multi-Level Architecture

The Service Level extends existing service models, in order to make components
aware of their social context and of the rules of engagement with other components
and services, by making use of semantic Web technologies. This “semantification” is
particularly useful when highly dynamic and frequently changing services (the WSs in

1 The ALIVE research project (http://www.ist-alive.eu/) is funded by the European
Commission within the 7th Framework Programme for RTD (contract FP7 215890).
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Fig. 1) are present in the system, as the meta-information in each service description
(stored in a service directory) eases such processes as finding substitute services if a
given service does not respond to invocations.

The Coordination Level provides the means to specify, at a high level, the patterns
of interaction among services, using a variety of powerful coordination techniques
from recent research in the area [4,9], based on agent technology. For these a spe-
cial kind of services are introduced at this level: agentified services. These services
are organisational-aware, that is, they are aware of the system objectives and manage
task allocation and workflow generation and agreement. Also, at the coordination level
agreed workflows can be adapted while the system is running – this is very useful when
the system has to react to failures or exceptions (e.g., failing payment or booking sys-
tems).

The Organisational Level provides a social context for the Coordination and the Ser-
vice levels, specifying the organisational rules that govern interaction and using recent
developments in organisational dynamics [14] to allow the structural adaptation of sys-
tems over time. This is important when frequent changes of rules and restrictions are
expected.

The ALIVE architecture can be seen as a service-oriented middleware supporting
the combination, reorganisation and adaptation of services at both design- and run-
time. These activities follow organisational patterns and adopt coordination techniques.
Furthermore, the MDD paradigm integrated in the architecture offers significant as-
sistance to system developers, as it provides semi-automated transformations between
models of the three levels described above, as well as the capacity for multiple target
platforms and representation languages. In the remaining part of this section, a more
detailed description of the architecture is provided. Complementary theoretical aspects
are described in [1] and related methodological aspects are described in [2].

2.1 Off-Line Support

The main objective of the off-line part of ALIVE’s architecture is to give support not
only to the design phase of distributed systems based on the ALIVE methodology (see
[2]), but also to support the continuous maintenance of deployed systems during their
lifetime.

The OperettA Tool is an organisational modelling tool. Its function is to create and
manage the organisational model of a given distributed system. It is possible to connect
OperettA to a domain ontology, use the entities of the ontology in the organisational
model, and ensure the consistency of the entities across different models of the organi-
sational level and a consistent connection between organisational model and coordina-
tion model. The functionality of this tool is extended by the Dynamic Organisational
Modelling plug-in, for those applications which need extra methods and components
to handle dynamic organisational change. One important aspect of the organisational
models built by this tool is that they abstract away from the low-level details of the
services that may be invoked. The designer is able to design the whole organisational
level of a given distributed system through abstract concepts such as objectives, roles,
obligations, violations, sanctions and high-level interaction diagrams that only identify
critical states (called landmarks). The interaction with some end users (see section 3)
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has shown that this abstract specification is easy to understand to non-software special-
ists, easing the validation of designs by end users.

The Model Checker is used to verify some properties of organisational models. E.g.,
if a role of manager depends on a role of salesman to get information then an interaction
scene is defined where this information exchange is modelled. This component not only
is used at design time but can also be used on-line during the execution of the system.
The Model Checker Tool thus complements the OperettA Tool, and is linked directly to
it through a button in the OperettA interface.

The Coordination Design Tool is used by designers and system administrators to
create and manage the coordination model of a given application. The tool assists the
user in the definition of actors and tasks, the generation of the agents that will perform
the actual coordination tasks and the inspection of predefined and generated plans. It
also supports importing and inspecting the task descriptions defined in an application
domain action model. A distinctive trait of the coordination models created by this tool
(in comparison with other orchestration and choreography technologies [5,19,10,17])
is that the coordination models also abstract away from the low-level details of the
services that may be invoked. The designer is able to design the whole coordination
level of a distributed system by means of actors, tasks, plans and plan coordination
mechanisms. The Agentified Services (see section 2.2) are the ones that connect, at
execution time, the abstract tasks with the actual services that are invoked. Apart of the
dynamism this solution brings at execution time, this also allows end users to inspect
and better comprehend coordination models.

The Service Design Tool is used by designers and system administrators to generate
or inspect service descriptions, edit service templates and register them in the service
directory. It also connects with the Service Matchmaking Tool (a human interface to the
matchmaker component), allowing designers and system administrators to search for
services matching a given task description or implementing a given service template
and registering it in the service directory.

Finally the Service Setup Tool allows designers and system administrators to check
and modify the setup of the running environment, including the URIs of different re-
sources, facilitating components, pre-defined services and service containers.

2.2 On-Line Support

The main objective of the on-line part of ALIVE’s architecture is to give support to the
deployment and execution of distributed systems. This part also covers on-line mon-
itoring mechanisms to detect failures or deviations from expected functionality, and
provides the mechanisms to correct, recover or adapt to them.

The Service Directory is one of the main components of the architecture. It is a
repository for service interface descriptions, service process models and service pro-
files. It thus supports several query mechanisms for the discovery of specific services
based on their syntactic and/or semantic descriptions. The service directory can be used
by any component or service, and its main clients are the matchmaker components.
Depending on the requirements and size of the distributed system, one or many ser-
vice directories may be deployed. Matchmakers are an important component for service
recognition. They are responsible for the discovery of appropriate services that fulfil the
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requirements of a given task. Depending on the level of abstraction of the task to be ful-
filled, matchmakers may query a service directory directly or by the use of service tem-
plates. The Service Templates are intermediary descriptions linking higher-level goals
or tasks (as specified in the Coordination Model) with specific service interactions. A
template includes a parameterised process model for a class of services in terms of pre-
and post-conditions. If the described process is of some complexity, such description
may include an abstract workflow fragment indicating required sub-steps in the pro-
cess. Parameters in a template are specified as abstract types linked to the variables
or parameters in the process model. The parameters are dynamically bound at execu-
tion time into concrete ontology instances and/or concrete service process models when
the template is selected by a matchmaker. Service template definitions are stored in a
Template Repository.

Agentified services are organisation-aware services able to coordinate with others
according to a given organisation and coordination model. They are able to:

– Incorporate the description of an organisation role, including its objectives, rights,
obligations and prohibitions;

– Build, at run-time, local plans to fulfill the role’s objectives;
– Coordinate its activities with other agentified services, thus building a partial global

plan [8].

Agentified services can interact with normal Web services by means of standard SOAP
and REST interfaces. Furthermore Agentified services communicate coordination-
related issues to other agentified services using protocol-based conversations expressed
in a coordination language (based on GPGP) implemented over SOAP. The exchanged
plans are abstract workflows possibly with tasks referring to abstract services rather
than to concrete ones (e.g., “map service” instead of “Google Maps”). When a plan
is agreed upon, an agentified service will look (via the matchmaker component) for
services that can fulfil the abstract tasks, binding them together.

External Services (i.e., existing, third-party services that have not been designed fol-
lowing the ALIVE framework) can be invoked at execution time according to their
service description. Usually, external services are not consumed directly; instead, this
is done via service adaptors. Service adaptors allow external services to be utilised
for suitable organisational tasks. Typical examples of adaptation are type translation
services to adapt a service interface to the entities and data types used by a given
organisation.

One or several Monitoring Components are able to aggregate and analyse events re-
lated to the execution of services, the fulfilment of coordination plans and the achieve-
ments of role and/or organisational objectives. During the on-line execution, events are
generated by the components (viz., the agentified services), whenever deviations, excep-
tions or failures are detected that cannot be handled by the agentified service itself or the
existing coordination plan in place. In such situations the current organisational model
is evaluated and then either (a) the objectives affected by the detected issue may be re-
evaluated (their priority may be lowered or they may even be dropped completely), or
(b) more significant changes in the organisation model may be required (for instance,
changing the rights of a role). In case (a) the agent’s coordination modules will cre-
ate a new plan based on the updated organisational objectives. In case (b) the updated
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model is sent to the Agent Generator component to (re)generate the agentified services
that populate the system. Depending on the set-up preferences of the administrator, the
monitoring component may be a separate component used by several agentified services
or may be a federation of several components inside the agentified services themselves.

Finally, there are graphical tools to support system administrators in the manage-
ment of a distributed system. The Monitor Tool allows the administrator to inspect the
status of a system’s execution, getting information from the different components in
the on-line architecture (especially from the monitoring components). In this way the
administrator can keep track of the events generated at execution time and inspect how
the system handles them. The Service Set-up Tool can be used by system administrators
to check and modify the setup of the running environment. Finally the Service Match-
making Tool (also used off-line) allows administrators to search manually for services
that match a given task description (by using the matchmaker component) when the
system is not able to cope with a particular issue or the administrator wants to change
manually an automatically selected service for another that is considered more suitable
for reasons not modelled within the ALIVE framework.

3 Application Scenarios

The ALIVE multi-level architecture is especially useful for scenarios where changes
can occur at either abstract or concrete levels, and where services are expected to be
continuously changing, with new services entering the system and existing services
leaving it at run-time. For example, when there is a significant change at a high level
(e.g., a change in the organisational structure), the service orchestration at lower lev-
els can be automatically reorganised. Another example is the automatic adaptation of
higher levels when lower ones suffer significant changes (e.g., the continuous failure in
some low-level services). The proposed architecture is currently being applied to three
real-life systems:

– Dynamic orchestration of distributed services on interactive community displays –
The concept of interactive community displays (ICDs) is to build a virtual space
within which people in urban communities can interact and share knowledge, ex-
periences, and mutual interests. ICDs integrate urban information (in real time)
and create public spaces in the Internet for people living in or visiting a city. ICDs
are being developed all over the world in the context of digital cities [6]. An im-
portant question concerns why urban information spaces attract people given this
era of globalisation. The Internet has triggered global businesses, and at the same
time enables us to create rich information spaces for everyday life. While the Inter-
net makes research and businesses global, life is inherently local. Business requires
homogeneity to allow global competition, while life is heterogeneous, reflecting the
different cultural backgrounds [7]. TMT Factory, one of the partners of the ALIVE
project, is creating a personalised recommendation tool which provides city ser-
vices to residents and tourists through ICDs (see Fig. 2). These ICDs, installed in
urban environments, display tourist information and other services, dynamically
personalised according to user preferences, geographical location and local laws.
The ALIVE architecture provides support for the organisational modelling of the
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Fig. 2. Example of the ICD interaction with different organisational services, modelled by de-
composing the system functionalities in terms of clearly-defined roles

different entities that offer services to users and dynamically adapts service com-
position in case of service failure.

– Dynamic crisis management. Simulations of crisis scenarios have the potential to
improve the organizational structures and the quality of response of the parties in-
volved. As a crisis evolves, organizational structures must be systematically up-
dated to reflect the changes in the numbers of personnel and the seriousness of the
crisis. Simulation allows the effectiveness of these organizational changes to be
evaluated. In the real world, simulations are enacted using active personnel. How-
ever, such simulations are expensive, both in terms of the cost of execution and the
cost of the time required for the emergency service personnel involved. THALES B.
V., another partner of the ALIVE project, is creating an emergency simulation tool
for the Dutch emergency forces. This simulator effectively explores diverse crisis
management scenarios when a natural disaster has escalating city- and nation-wide
consequences, allowing policy makers to evaluate current and potential emergency
policies and procedures. In particular The ALIVE architecture provides rich ways
to describe all stakeholders in different emergency scenarios, their roles, responsi-
bilities and dependencies and suggest the coordination strategies that can emerge
according to a given set of policies.

– Communication in entertainment domains. Calico Jack Ltd., another partner, is de-
veloping an Entertainment Communication Router (ECR), a system that exploits
the richness of online entertainment systems by coupling them with social network-
ing resources. The ECR is designed to address the fragmentation of communication
resulting from an increasing diversity of channels. This fragmentation makes it dif-
ficult to optimise the delivery of messages within contraints imposed by communi-
cation norms and a dynamic context of preferences, presence and availability. The
system manages the roles, identities and social relations that users have in different
fora (e.g. Facebook) to support rich forms of communication both between players
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and with their wider social environment. In this case the ALIVE architecture pro-
vides support for high-level context definition and management. This includes the
description of the information routing rules that reflect the complex, dynamic and
sometimes conflicting contraints that emerge from the users’ context.

4 Conclusions

The ALIVE framework aims to support the design and development of distributed sys-
tems suitable for highly dynamic environments, based on model-driven engineering,
and three interconnected levels: service, coordination and organisation.

The crucial distinction of the ALIVE approach from existing ones is that it provides
an organisational context (such as, for instance, objectives, structures and regulations)
that can be used to select, compose and invoke services dynamically. ALIVE also pro-
vides a notion of organisational awareness to some components (such as the agentified
services at the Coordination Level or the matchmaker component at the Service Level)
that can direct system execution in order to achieve higher-level organisational objec-
tives. One of the effects is that exceptions can be managed not only at the lower level (as
in other service-oriented architectures) but at higher levels, looking for alternative ways
to fulfil a task or even a full abstract workflow by agreeing upon a new plan of action.
Furthermore, organisational and coordination models are defined at a level of abstrac-
tion that allows non-expert end-users to support better the design and the maintenance
of the system.

The first version of the ALIVE tool suite is now under development and will become
available through the project’s Sourceforge site2.
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